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PART-A

1) Explain DevOps?

The DevOps is a combination of two words one is software Development, and
second is Operations. It allows a single team to handle the entire application
lifecycle, from development to testing, deployment, and operations. DevOps
helps you to reduce the disconnection between software developers, quality
assurance (QA) engineers, and system administrators.

2) What are the principles of DevOps?

The principles behind DevOps are:

Continuous deployment
Infrastructure as code
Automation
Monitoring

o Security

3) How DevOps is helpful to developers?

DevOps is very helpful for developers to fix the bugs and quickly implement the
new features. It also helps in more transparent communication between the team
members.
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4) Explain some popular tools of DevOps?
Here are some popular tools of DevOps, such as:

1. Jenkins: Jenkins is a DevOps tool for monitoring the execution of repeated
tasks. Jenkins is a software that allows continuous integration. And it will
be installed on a server where the central build will take place.

. Ansible: Ansible is a leading DevOps tool. Ansible is an open-source IT
engine that automates application deployment, cloud provisioning, intra
service orchestration, and other IT tools.

. Nagios: Nagios is one of the more useful tools for DevOps. It can
determine the errors and rectify them with the help of network,
infrastructure, server, and log monitoring systems.

. Docker: Docker is a high-end DevOps tool that allows building, ship, and
run distributed applications on multiple systems.

. Git: Git is an open-source distributed version control system that is
freely available for everyone. It is designed to handle minor to major
projects with speed and efficiency.

5) What are the prerequisites for the DevOps implementation?

Following are some useful prerequisites for DevOps implementation:

Proper communication between the team members.
At least one version control software.

Automated testing.

Automated deployment.

6) What are the core operation of DevOps with application development and infrastructure?
The core operation of DevOps with application development and infrastructure are:

Application development

Code building
Code coverage
Unit testing
Packaging
Deployment
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Infrastructure

Provisioning
Configuration
Orchestration

Deployment

7) What are the key components of DevOps?

The most important key components of DevOps are:

Continuous integration
Continuous testing
Continuous delivery

Continuous mongering

8) What is Vagrant?

A Vagrant is a tool of DevOps that can create and manage virtualized environments for testing and developing software.

9) What are the technical and business benefits of DevOps work culture?
Following are the technical and business benefits of DevOps work culture:

Technical benefits

o  Less complex problems to fix.
o  Continuous software delivery.

o  Faster bugs resolution.

Business benefits

O  Most stable operating environments.
O  More time available to add product value.

o  Faster delivery of features for customer satisfaction.

10) What is Scrum?

Scrum is used to divide a sophisticated software and product development task into smaller chunks using iterations and
increasing practices. Scrum consist of three roles, such as:

1.  Product owner

2. Scrum master
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3. Team

11) What is version control?

It is a system that records the changes to a file or set of files over time so you can recall specific versions.

The version control system consists of a central shared repository where teammates can commit the changes to a file or set
of files. It allows:

To revert the file to the previous state.
To compare changes over time.
To revert the entire project to a previous state.

To see who modified something in the files.

12) Which scripting tools are used in DevOps?

Both Python and Ruby scripting tools are used in the DevOps.

13) What is the role of AWS in DevOps?

AWS is a cloud-based service provided by Amazon that ensures scalability through unlimited computing power and
storage. It empowers IT enterprises to develop and deliver experienced products and deploy applications on the cloud.

14) Why open source tools boost DevOps?

Open source tools mainly used by any organization which is adapted by DevOps pipeline because DevOps came with the
focus of automation in various aspects of organization build, release, change management, and infrastructure management
areas.

15) What is the need for organization playbooks as the role?

Organization playbooks as the role give more reliability and reusability to any plays while considering a task where MySQL
installation should be done after the removal of Oracle DB. You need another requirement to install MySQL after java
installation. In both cases, you need to install MySQL, but without roles, it needs to write playbooks separately for both use
cases. Still, once using roles, the MySQL installation role is created can be utilized any number of times by invoking using
logic in site.yaml.

16) How many cloud platform which is used for DevOps implementation?
Here are some cloud computing platform used for DevOps implementation, such as:

o Google Cloud
o  Amazon Web Services

o  Microsoft Azure
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17) Explain two-factor authentication?

The two-factor authentication is a security method in which the user provides two ways of identification from separate
categories.

18) What is the use of PTR in DNS?

PTR is a pointer record that is used for a reverse DNS lookup.

19) Name some network monitoring tools?
Some most essential network monitoring tools are:

Nagios
OpenNMS
Splunk
Icinga 2
Wireshark

20) Name three important DevOps KPIs?

Three most important DevOps KPIs are:

o Deployment frequency
o  Percentage of failed deployments

o  Mean time to failure recovery

21) Explain pair programming regarding DevOps?

Pair programming is an engineering practice of Extreme Programming Rules. In this case, two programmers work on the
same system on the same design or algorithm.

One programmer act as a Driver and other as an Observer who continuously monitors the progress of a project to identify
problems. The roles can be reversed at any point of time without any prior intimation.

22) What is CBD?

Component-Based Development (CBD) is a unique way to approach product development. In this method, developers
always look for existing well defined, tested, and verified components to compose and assemble them to a product instead
of developing from scratch.

23) Define DevOps Automation?

Automation is the crucial need for DevOps practices, and automate everything is the fundamental principle of DevOps.
Automation kick starts from the code generation on the developer's machine, until the code is pushed to the code, to
monitor the application and system in the production.
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Automation in DevOps boosts speed, consistency, higher accuracy, reliability, and increases the number of deliveries.

24) What is the DevOps pipeline?

A pipeline in software engineering team is a set of automated processes which allows DevOps professionals and developer
to reliably and efficiently compile, build, and deploy their code to their production compute platforms.

25) What is Azure DevOps?

Azure DevOps is also known as Microsoft visual studio team services (VSTS). It is a set of collaborative development tools
built for the cloud. VSTS was commonly used as a standalone term, and Azure DevOps is a platform which is made up of a
few different products, such as:

Azure Test Plans
Azure Boards
Azure Repos
Azure Pipeline

Azure Artifacts

26) Which makes AWS DevOps highly accessible?
Here are some reasons which make AWS DevOps a highly popular, such as:

AWS CloudFormation
AWS EC2

AWS CloudWatch
AWS CodePipeline

27) What is the Build in DevOps?

The build is a method in which the source code is put together to check whether it works as a single unit. In the build
creation process, the source code will undergo compilation, testing, inspection, and deployment.

28) Explain at what instance has used the SSH?

You can use SSH to log into a remote machine and work on the command line. Also, you can use it to tunnel into the
system to facilitate secure encrypted communication between two hosts over an insecure network.

29) How infrastructure code is executed in AWS?
In AWS:

O  The code for infrastructure will be in a simple JSON format.
O  This JSON code will be organized into files called templates.

O  These templates can be deployed on AWS DevOps and then managed as stacks.
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O

Later the CloudFormation service will do the Creating, deleting, updating, etc. operation in the stack.

30) Explain Git Bisect?

Git Bisect helps to find the commit which introduced a bug using binary search.

PART-B

1.Defining Microservices

To understand the implications and trade-offs of moving to a new architecture, you need to
understand how it differs from the old way of doing things, and how the new way will solve old
problems.

1.
2.
3.

What are the essential differences between monolithic and microservice architectures?
What are the new ways of thinking?
And how do microservices solve the problems of enterprise software development?

Microservices

x

A microservice is a unit of software development.

The microservice architecture provides a mental model that simplifies the world at a useful
level. The proposition of this book is that microservices are the closest thing yet to ideal
software components.

They’re perfectly sized artifacts for fine-grained deployment into production.

They’re easily measured to ensure correct operation.

The microservice attitude is the belief that these three aspects of the architecture deliver a
fast, practical, efficient way to create business value with software.

The history and origins of microservices are a continuing effort to provide better
communication between different platforms, greater simplicity,and more user-friendly
systems.

Microservices are typically thought of as a software development technique which organizes
an application as a group of loosely coupled services.

It is, however, any kind of small service which interacts with other services to operate a
software application.

Microservices architecture uses services that are fine-grained and protocols that are
lightweight.

Dr. Peter Rodgers used the term “Micro-Web-Services” in 2005 during a presentation on
cloud computing. Rodgers argued against conventional thinking and promoted software
components supporting micro-web-services.

In the presentation, he established a functional model of microservices which eventually
became a reality. Explaining how complex service-assemblies work behind simple URI
interfaces, he suggested, “Any service, at any granularity, can be exposed.”

He went on to describe how a well-organized micro-web-services platform “applies the
underlying architectural principles of the Web and REST services together with Unix-like
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scheduling andpipelines to provide radical flexibility and improved simplicity in service-
oriented architectures.”

Microservices Become a Reality

They had been experimenting with building continuously deployed systems, while incorporating
the DevOps philosophy. This form of architecture quickly gained popularity.

DevOps is a series of software development practices which combine development (Dev) and
operations (Ops) in an effort to shorten the development life cycle. Microservices architecture
effectively brings both departments together, allowing them to produce applications that are more
reliable and have better performance and greater resilience. As a process, it allows developers to
provide updates more often, ensuring the software stays aligned with the business’s objectives.
Microservices architectures have quickly become the standard for DevOps. These services are
especially useful for continuously releasing software.

The benefits of microservices architecture include:

® Support: Microservices have become popular and are supported by many technology and
cloud vendors. With the combination of efficiency and support, many businesses are
adopting microservices because of their easy availability.

® Language Independence: Microservices can work with almost any technology with only
minor tweaks.
DevOps: The architecture of microservicesare designed to support DevOps philosophies. In
turn, DevOps helps guide the development of applications based on microservices.
Resources Are Not Shared: Earlier service architecture designs focused on shared
resources. Shared resources tended to make the work unnecessarily complicated.
The architectural design of microservices allows each service to be encapsulated. This
provides developers with the ability to tweak the microservices without influencing other
services.

Design patterns of Microservices

Microservice architecture has become the de facto choice for modern application development.
Though it solves certain problems, it is not a silver bullet. It has several drawbacks and when using
this architecture, there are numerous issues that must be addressed. This brings about the need to
learn common patterns in these problems and solve them with reusable solutions. Thus, design
patterns for microservices need to be discussed. Before we dive into the design patterns, we need to
understand on what principles microservice architecture has been built:

Scalability

Availability

Resiliency

Independent, autonomous
Decentralized governance
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6. Failure isolation
7. Auto-Provisioning
8. Continuous delivery through DevOps

Applying all these principles brings several challenges and issues. Let's discuss those problems and
their solutions.

1. Decomposition Patterns
a. Decompose by Business Capability

Problem

Microservices is all about making services loosely coupled, applying the single
responsibility principle. However, breaking an application into smaller pieces has to be done
logically. How do we decompose an application into small services?

Solution

One strategy is to decompose by business capability. A business capability is something that
a business does in order to generate value. The set of capabilities for a given business
depend on the type of business. For example, the capabilities of an insurance company
typically include sales, marketing, underwriting, claims processing, billing, compliance, etc.
Each business capability can be thought of as a service, except it’s business-oriented rather
than technical.

b. Decompose by Subdomain

Problem

Decomposing an application using business capabilities might be a good start, but
you will come across so-called "God Classes™ which will not be easy to decompose. These
classes will be common among multiple services. For example, the Order class will be used
in Order Management, Order Taking, Order Delivery, etc. How do we decompose them?

Solution

For the "God Classes" issue, DDD (Domain-Driven Design) comes to the rescue. It uses
subdomains and bounded context concepts to solve this problem. DDD breaks the whole
domain model created for the enterprise into subdomains. Each subdomain will have a
model, and the scope of that model will be called the bounded context. Each microservice
will be developed around the bounded context.

Note: Identifying subdomains is not an easy task. It requires an understanding of the
business. Like business capabilities, subdomains are identified by analyzing the business
and its organizational structure and identifying the different areas of expertise.
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c. Strangler Pattern

Problem

So far, the design patterns we talked about were decomposing applications for
greenfield, but 80% of the work we do is with brownfield applications, which are big,
monolithic applications. Applying all the above design patterns to them will be difficult
because breaking them into smaller pieces at the same time it's being used live is a big task.

Solution

The Strangler pattern comes to the rescue. The Strangler pattern is based on an
analogy to a vine that strangles a tree that it’s wrapped around. This solution works well
with web applications, where a call goes back and forth, and for each URI call, a service can
be broken into different domains and hosted as separate services. The idea is to do it one
domain at a time. This creates two separate applications that live side by side in the same
URI space. Eventually, the newly refactored application “strangles” or replaces the original
application until finally you can shut off the monolithic application.

2. Integration Patterns

a. APl Gateway Pattern

Problem

When an application is broken down to smaller microservices, there are a few concerns that need to
be addressed:

1.
2.

How to call multiple microservices abstracting producer information.

On different channels (like desktop, mobile, and tablets), apps need different data to respond
for the same backend service, as the Ul might be different.

Different consumers might need a different format of the responses from reusable
microservices. Who will do the data transformation or field manipulation?

How to handle different type of Protocols some of which might not be supported by
producer microservice.

Solution

An APl Gateway helps to address many concerns raised by microservice implementation, not
limited to the ones above.

1.

2.

An API Gateway is the single point of entry for any microservice call.

It can work as a proxy service to route a request to the concerned microservice, abstracting
the producer details.
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It can fan out a request to multiple services and aggregate the results to send back to the
consumer.

One-size-fits-all APIs cannot solve all the consumer's requirements; this solution can create
a fine-grained API for each specific type of client.

It can also convert the protocol request (e.g. AMQP) to another protocol (e.g. HTTP) and
vice versa so that the producer and consumer can handle it.

It can also offload the authentication/authorization responsibility of the microservice.

b. Agaregator Pattern

Problem

We have talked about resolving the aggregating data problem in the APl Gateway Pattern. However,
we will talk about it here holistically. When breaking the business functionality into several smaller
logical pieces of code, it becomes necessary to think about how to collaborate the data returned by
each service. This responsibility cannot be left with the consumer, as then it might need to
understand the internal implementation of the producer application.

Solution

The Aggregator pattern helps to address this. It talks about how we can aggregate the data from
different services and then send the final response to the consumer. This can be done in two ways:

1. A composite microservice will make calls to all the required microservices, consolidate the data,
and transform the data before sending back.

2. An APl Gateway can also partition the request to multiple microservices and aggregate the data
before sending it to the consumer.

It is recommended if any business logic is to be applied, then choose a composite microservice.
Otherwise, the AP Gateway is the established solution.

c. Client-Side Ul Composition Pattern

Problem

When services are developed by decomposing business capabilities/subdomains, the services
responsible for user experience have to pull data from several microservices. In the monolithic
world, there used to be only one call from the Ul to a backend service to retrieve all data and
refresh/submit the Ul page. However, now it won't be the same. We need to understand how to do it.

Solution

With microservices, the Ul has to be designed as a skeleton with multiple sections/regions of the
screen/page. Each section will make a call to an individual backend microservice to pull the data.
That is called composing Ul components specific to service. Frameworks like AngularJS and
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ReactJS help to do that easily. These screens are known as Single Page Applications (SPA). This
enables the app to refresh a particular region of the screen instead of the whole page.

3. Database Patterns

a. Database per Service

Problem

There is a problem of how to define database architecture for microservices. Following are the
concerns to be addressed:

1. Services must be loosely coupled. They can be developed, deployed, and scaled independently.
2. Business transactions may enforce invariants that span multiple services.

3. Some business transactions need to query data that is owned by multiple services.

4. Databases must sometimes be replicated and sharded in order to scale.

5. Different services have different data storage requirements.

Solution

To solve the above concerns, one database per microservice must be designed; it must be private to
that service only. It should be accessed by the microservice API only. It cannot be accessed by other

services directly. For example, for relational databases, we can use private-tables-per-service,
schema-per-service, or database-server-per-service. Each microservice should have a separate
database id so that separate access can be given to put up a barrier and prevent it from using other
service tables.

b. Shared Database per Service

Problem

We have talked about one database per service being ideal for microservices, but that is possible
when the application is greenfield and to be developed with DDD. But if the application is a
monolith and trying to break into microservices, denormalization is not that easy. What is the
suitable architecture in that case?

Solution

A shared database per service is not ideal, but that is the working solution for the above scenario.
Most people consider this an anti-pattern for microservices, but for brownfield applications, this is a
good start to break the application into smaller logical pieces. This should not be applied for
greenfield applications. In this pattern, one database can be aligned with more than one
microservice, but it has to be restricted to 2-3 maximum, otherwise scaling, autonomy, and
independence will be challenging to execute.
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c. Command Query Responsibility Segregation (CQRS)

Problem

Once we implement database-per-service, there is a requirement to query, which requires joint data
from multiple services — it's not possible. Then, how do we implement queries in microservice
architecture?

Solution

CQRS suggests splitting the application into two parts — the command side and the query side. The
command side handles the Create, Update, and Delete requests. The query side handles the query
part by using the materialized views. The event sourcing pattern is generally used along with it to
create events for any data change. Materialized views are kept updated by subscribing to the stream
of events.

d. Saga Pattern

Problem

When each service has its own database and a business transaction spans multiple services, how do
we ensure data consistency across services? For example, for an e-commerce application where
customers have a credit limit, the application must ensure that a new order will not exceed the
customer’s credit limit. Since Orders and Customers are in different databases, the application
cannot simply use a local ACID transaction.

Solution

A Saga represents a high-level business process that consists of several sub requests, which each
update data within a single service. Each request has a compensating request that is executed when
the request fails. It can be implemented in two ways:

1. Choreography — When there is no central coordination, each service produces and listens to
another service’s events and decides if an action should be taken or not.

Orchestration — An orchestrator (object) takes responsibility for a saga’s decision making
and sequencing business logic.

4. Observability Patterns

a. Log Agaregation
Problem

Consider a use case where an application consists of multiple service instances that are running on
multiple machines. Requests often span multiple service instances. Each service instance generates a
log file in a standardized format. How can we understand the application behavior through logs for a
particular request?

Solution

We need a centralized logging service that aggregates logs from each service instance. Users can
search and analyze the logs. They can configure alerts that are triggered when certain messages

Prepared By,
Mrs.J.Srivandhana.,AP/MCA




MC5207 UNIT-5 CLOUD COMPUTING TECHNOLOGIES IMCA/II SEM

appear in the logs. For example, PCF does have Loggeregator, which collects logs from each
component (router, controller, diego, etc...) of the PCF platform along with applications. AWS
Cloud Watch also does the same.

b. Performance Metrics

Problem

When the service portfolio increases due to microservice architecture, it becomes critical to keep a
watch on the transactions so that patterns can be monitored and alerts sent when an issue happens.
How should we collect metrics to monitor application perfomance?

Solution

A metrics service is required to gather statistics about individual operations. It should aggregate the
metrics of an application service, which provides reporting and alerting. There are two models for
aggregating metrics:

e Push — the service pushes metrics to the metrics service e.g. NewRelic, AppDynamics

e Pull — the metrics services pulls metrics from the service e.g. Prometheus

c. Distributed Tracing

Problem

In microservice architecture, requests often span multiple services. Each service handles a request
by performing one or more operations across multiple services. Then, how do we trace a request
end-to-end to troubleshoot the problem?

Solution
We need a service which

Assigns each external request a unique external request id.
Passes the external request id to all services.

Includes the external request id in all log messages.

Records information (e.g. start time, end time) about the requests and operations performed
when handling an external request in a centralized service.

Spring Cloud Slueth, along with Zipkin server, is a common implementation.

d. Health Check

Problem

When microservice architecture has been implemented, there is a chance that a service might be up
but not able to handle transactions. In that case, how do you ensure a request doesn't go to those
failed instances? With a load balancing pattern implementation.

Solution
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Each service needs to have an endpoint which can be used to check the health of the application,
such as /health. This APl should o check the status of the host, the connection to other
services/infrastructure, and any specific logic.

Spring Boot Actuator does implement a /health endpoint and the implementation can be customized,
as well.

5. Cross-Cutting Concern Patterns

a. External Configuration

Problem

A service typically calls other services and databases as well. For each environment like dev, QA,
UAT, prod, the endpoint URL or some configuration properties might be different. A change in any
of those properties might require a re-build and re-deploy of the service. How do we avoid code
modification for configuration changes?

Solution

Externalize all the configuration, including endpoint URLs and credentials. The application should
load them either at startup or on the fly.

Spring Cloud config server provides the option to externalize the properties to GitHub and load
them as environment properties. These can be accessed by the application on startup or can be

refreshed without a server restart.

b. Service Discovery Pattern

Problem

When microservices come into the picture, we need to address a few issues in terms of calling
services:

1. With container technology, IP addresses are dynamically allocated to the service instances.
Every time the address changes, a consumer service can break and need manual changes.

2. Each service URL has to be remembered by the consumer and become tightly coupled.

So how does the consumer or router know all the available service instances and locations?

Solution

A service registry needs to be created which will keep the metadata of each producer service. A
service instance should register to the registry when starting and should de-register when shutting
down. The consumer or router should query the registry and find out the location of the service. The
registry also needs to do a health check of the producer service to ensure that only working instances
of the services are available to be consumed through it. There are two types of service discovery:
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client-side and server-side. An example of client-side discovery is Netflix Eureka and an example
of server-side discovery is AWS ALB.

c. Circuit Breaker Pattern

Problem

A service generally calls other services to retrieve data, and there is the chance that the downstream
service may be down. There are two problems with this: first, the request will keep going to the
down service, exhausting network resources and slowing performance. Second, the user experience
will be bad and unpredictable. How do we avoid cascading service failures and handle failures
gracefully?

Solution

The consumer should invoke a remote service via a proxy that behaves in a similar fashion to an
electrical circuit breaker. When the number of consecutive failures crosses a threshold, the circuit
breaker trips, and for the duration of a timeout period, all attempts to invoke the remote service will
fail immediately. After the timeout expires the circuit breaker allows a limited number of test
requests to pass through. If those requests succeed, the circuit breaker resumes normal operation.
Otherwise, if there is a failure, the timeout period begins again.

Netflix Hystrix is a good implementation of the circuit breaker pattern. It also helps you to define a
fallback mechanism which can be used when the circuit breaker trips. That provides a better user
experience.

d. Blue-Green Deployment Pattern

Problem

With microservice architecture, one application can have many microservices. If we stop all the
services then deploy an enhanced version, the downtime will be huge and can impact the business.
Also, the rollback will be a nightmare. How do we avoid or reduce downtime of the services during
deployment?

Solution

The blue-green deployment strategy can be implemented to reduce or remove downtime. It achieves
this by running two identical production environments, Blue and Green. Let's assume Green is the
existing live instance and Blue is the new version of the application. At any time, only one of the
environments is live, with the live environment serving all production traffic. All cloud platforms
provide options for implementing a blue-green deployment. For more details on this topic, check
out this article.

There are many other patterns used with microservice architecture, like Sidecar, Chained
Microservice, Branch Microservice, Event Sourcing Pattern, Continuous Delivery Patterns, and
more. The list keeps growing as we get more experience with microservices. | am stopping now to
hear back from you on what microservice patterns you are using.
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Challenges of Microservices architectures

Now, let’s turn to the most common challenges from companies or product teams adopt
microservices.

Design

Security

Testing

Operational Complexity
Communication

Compared to monolithic apps, organizations face increased complexity when designing microservices.
Using microservices for the first time, you might struggle to determine:

e Each microservice’s size
e Optimal boundaries and connection points between each microservice
e The framework to integrate services

Designing microservices requires creating them within a bounded context. Therefore, each
microservice should clarify, encapsulate, and define a specific responsibility.

To do this for each responsibility/function, developers usually use a data-centric view when modeling a
domain. This approach raises its own challenge—without logic, the data is nonsensical.

Security

Microservices are often deployed across multi-cloud environments, resulting in increased risk and loss of
control and visibility of application components—resulting in additional vulnerable points.
Compounding the challenge, each microservice communicates with others via various infrastructure
layers, making it even harder to test for these vulnerabilities.
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Data security within a microservices-based framework is also a prominent concern. As
such, data within such a framework remains distributed, making it a tricky exercise to
maintain the confidentiality, integrity, and privacy of user data.
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Due to its distributed framework, setting up access controls and administering secured
authentication to individual services poses not only a technical challenge but also
increases the attack surface substantially.

Testing

The testing phase of any software development lifecycle (SDLC) is increasingly
complex for microservices-based applications. Given the standalone nature of each
microservice, you have to test individual services independently.

Exacerbating this complexity, development teams also have to factor in integrating
services and their interdependencies in test plans.

Increase erational complexit

Each microservice’s team is usually tasked with deciding the technology to use and
manage it. As each service should be deployed and operated independently,
maintaining operations may open a can of worms for those who are not prepared.

Here are some challenges:

1. Traditional forms of monitoring may not work for a microservices-based
application. Consider a scenario where a request from the user interface traverses multiple
services before getting to the one that can fulfill its request. The result of this traversal is a
convoluted path of services, and without the appropriate monitoring tools, identifying the
underlying cause of an issue is not only tricky—it’s often impossible.

2. Scalability is another operational challenge associated with  microservices
architecture. Although the scalability of microservices is often touted as an advantage,
successfully scaling your microservice-based applications is challenging.

3. Optimizing and scaling require more complex coordination. In a typical microservices
framework, an application is broken down to smaller-independent services that are hosted
and deployed across separate servers. This architecture requires coordinating individual
components, which is another challenge particularly when you experience a sudden spike in
application usage.

4. Fault tolerance needed for every service. Businesses need their microservices to be resilient
enough to withstand internal and external failures. In a microservices-based application, one
component failing can affect the entire system. Therefore, the framework you use should
consider fault tolerance for every service to ensure a design that prevents failure of an entire
application in the event of an individual service downtime.

Communication

Independently deployed microservices act as miniature standalone applications that
communicate with each other. To achieve this, you have to configure infrastructure layers that
enable resource sharing across services.

A poor configuration may lead to:

e Increased latency
e Reduced speed of calls across different services
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Don’t use
Challenges of microservices
microservices when...

Your defined domain is
unclear or uncertain.

When improved
efficiency isn't
guaranteed.

Operational
Complexities
When application size

) ) is small.
Communication

When not to use microservices

Every organization shifting to a new framework should perform thorough due diligence to
ensure it’s the right fit.

When exploring microservices, these three situations will always help you decide when to skip
the microservice architecture for your chosen application.

Your defined domain is unclear/uncertain

& Recall that you create microservices within a bounded context. Therefore, if it is logically
complex to break down your business requirements into specific domains, it will be
equally difficult for you to create adequately sized microservices.

& Add to that the challenge of designing a proper means of communication among
different services—this complexity is likely too much for you to realize maximum
benefits in microservices.

Also, consider the future. If you're not certain that your application’s domain will remain
the same over the coming years, it’s wise not to use a microservices-oriented approach.

SOA VS MICROSERVICES

What is service-oriented architecture (SOA)?
Service-oriented architecture (SOA) is an enterprise-wide approach to software development of application

components that takes advantage of reusable software components, or services. In SOA software
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architecture, each service is comprised of the code and data integrations required to execute a specific

business function — for example, checking a customer’s credit, signing into a website or processing a
mortgage application.

The service interfaces provide loose coupling, which means that they can be called with little or no
knowledge of how the integration is implemented underneath. Because of this loose coupling and the
way the services are published, development teams can save time by reusing components in other
applications across the enterprise. This is both a benefit and a risk. As a result of the shared access to
the enterprise service bus (ESB), if issues arise, it can also affect the other connected services.

XMLdata is a key ingredient for solutions that are based on SOA architecture. XML-
based SOA applications can be used to build web services, for example.

SOA emerged in the late 1990s and represents an important stage in the evolution of application
development and integration. Before SOA was an option, connecting a monolithic application to data
or functionality in another system required complex point-to-point integration that developers had to
recreate for each new development project. Exposing those functions through SOA eliminates the need
to recreate the deep integration every time.

SOA provides four different service types:

Functional services (i.e., business services), which are critical for business applications.
Enterprise services, which serve to implement functionality.

Application services, which are used to develop and deploy apps.

Infrastructure services, which are instrumental for backend processes like security
and authentication.

Each service consists of three components:
The interface, which defines how aservice provider will execute requests from a service
consumer.
The contract, which defines how the service provider and service consumer should interact.

The implementation, which is the service code.

SOA services can be combined to create higher-level services and applications.

What are microservices?

Like SOA, Microservices architectures are made up of loosely coupled, reusable, and specialized
components that often work independently of one another. Microservices also use a high degree of
cohesion, otherwise known as bounded context. Bounded context refers to the relationship between a
component and its data as a standalone entity or unit with very few dependencies.

Rather than being adopted enterprise-wide, microservices typically communicate via application
programming  interfaces  (APIs)to  build individual applications that perform a
specific business functionality (or functionality for specific areas of the business) in a way that makes
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them more agile, scalable and resilient. Typically, Javais the programming language of choice to
develop Microservices. Other programming languages may also be used, such as Golang and Python.

Microservices are a true cloud-native architectural approach, often operating in containers, which
make them more scalable and portable for the creation of independent services. Teams can use
microservices to update code more easily, use different stacks for different components and scale the
components independently of one another, reducing the waste and cost associated with having to
scale entire applications because a single feature might be facing too much load. Because of their
independence, microservices produce services that are more fault-tolerant than the alternatives.

The main difference between SOA and microservices: Scope

The main distinction between the two approaches comes down to scope. To put it simply, service-oriented
architecture (SOA) has an enterprise scope, while the microservices architecture has an application scope.

SOA relates to enterprise service exposure

~ 79900000 00000000 90000000 00000000

Application Application s [ e Application
Microservice
application

Microservices relate to
application architecture

Many of the core principles of each approach become incompatible when you neglect this difference. If you accept the
difference in scope, you may quickly realize that the two can potentially complement each other, rather than compete.

Here are a few use cases where this distinction comes into play:
Reuse

In SOA, reusability of integrations is the primary goal, and at an enterprise level, striving for some level of reuseis
essential. Reusability and component sharing in an SOA architecture increases scalability and efficiency.

In microservices architecture, creating a microservices component that is reused at runtime throughout an application
results in dependencies that reduce agility and resilience. Microservices components generally prefer to reuse code by
copying and accepting data duplication to help improve decoupling.

Synchronous calls

The reusable services in SOA are available across the enterprise using predominantly synchronous protocols
like RESTful APIs.

However, within a microservice application, synchronous calls introduce real-time dependencies, resulting in a loss of
resilience. These dependencies may also cause latency, which impacts performance. Within a microservices application,
interaction patterns based on asynchronous communication are preferred, such as event sourcing, in which a

Prepared By,
Mrs.J.Srivandhana.,AP/MCA



https://www.ibm.com/cloud/blog/python-vs-r
https://www.ibm.com/cloud/learn/cloud-native
https://www.ibm.com/cloud/learn/containers
https://www.ibm.com/cloud/learn/rest-apis

MC5207 UNIT-5 CLOUD COMPUTING TECHNOLOGIES IMCA/II SEM

publish/subscribe model is used to enable a microservices component to remain up to date on changes happening to the
data in another component.

Data duplication

A clear aim of providing services in an SOA is for all applications to synchronously obtain and alter data directly at its
primary source, which reduces the need to maintain complex data synchronization patterns.

In microservices applications, ideally, each microservice has local access to all the data it needs to ensure its
independence from other microservices — and indeed from other applications — even if this means some duplication of
data in other systems. Of course, this duplication adds complexity, so it must be balanced against the gains in agility and
performance, but this is accepted as a reality of microservices design.

Other key differences between SOA and microservices

communication: In @ microservices architecture, each service is developed independently, with its
own communication protocol. With SOA, each service must share a common communication
mechanism called an enterprise service bus (ESB). SOA manages and coordinates the services
it delivers through the ESB. However, the ESB can become asingle point of failure for the
whole enterprise, and if a single service slows down, the entire system can be affected.

Interoperability: In- the  interest ~of  keeping things simple, microservices use
lightweight messaging protocols like HTTP/REST (Representational State Transfers) and JIMS
(Java Messaging Service). SOAs are more open to heterogeneous messaging protocols such as
SOAP (Simple Object Access Protocol), AMQP (Advanced Messaging Queuing Protocol) and
MSMQ (Microsoft Messaging Queuing).

service granularity: Microservices architectures are made up of highly specialized services, each of
which is designed to do one thing very well. The services that make up SOAs, on the other
hand, can range from small, specialized services to enterprise-wide services.

speed: By leveraging the advantages of sharing a common architecture, SOAs simplify
development and troubleshooting. However, this also tends to make SOAs operate more slowly
than microservices architectures, which minimize sharing in favor of duplication.

Governance: The nature of SOA, involving shared resources, enable the implementation of
common data governance standards across all services. The independent nature of microservices
does not enable consistent data governance. This provides greater flexibility for each service,
which can encourage greater collaboration across the organization.

storage: SOA and microservices also differ in terms of how storage resources are
allocated. SOA architecture typically includes a single data storage layer shared by all services
within a given application, whereas microservices will dedicate a server or database for data
storage for any service that needs it.
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Migration from SOA to microservices

For some organizations, SOA architecture is a steppingstone to replace the monolith, providing a
more flexible and agile environment. SOA services can be developed and utilized in a large
environment, but they do not address specific needs of individual businesses that wish to
address business processes within their purview. DevOps can be used to help an organization
transition from SOA architecture to microservices to address specific needs.

SOA vs. microservices: Which is best for you?

Architectural styles have their advantages, so how can you determine which one will work best for
your purposes? In general, it depends on how large and diverse your application environment is.

Both SOA and microservices can use automation to speed up business processes. Larger, more
diverse environments tend to lean towards service-oriented architecture (SOA), which supports
integration between heterogenous applications and messaging protocols via an enterprise-service
bus (ESB). Smaller environments, including web and mobile applications, do not require such a
robust communication layer and are easier to develop using a microservices architecture.

Microservice and API

What Is a Microservice?

The word “microservice” refers to the individual services in a microservice
architecture. A microservice architecture is an architectural style for modern web apps
where the functionality is broken up into smaller fragments, and this is normally the idea
people are trying to convey when they talk about microservices.

Microservices are an example of Service-Oriented Architecture, or SOA, which has grown
to be a popular alternative to the traditional approach of building singular, self-sufficient
applications, which we call monoliths.

At MuleSoft, we define microservices as an architectural pattern for creating applications. Under
this pattern, applications are structured as a collection of loosely coupled services. This is distinct
from traditional applications, or monoliths, that are structured as single self-contained artifacts. -
Andrew Dent, Client Architect at MuleSoft.

The reason microservices are all the rage right now is that they make it so much easier to
develop, integrate, and maintain applications. This ultimately comes down to the fact
that individual functionalities are treated separately, initially allowing you to build
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applications step-by-step, and later allowing you to work on each element separately (so
you can add, improve, or fix without risking breaking the entire application).

Microservices are especially useful for larger companies since they allow teams to work
on separate items without the need for any horribly complicated orchestration between
them. As Amazon Web Services describes them:

Microservices foster an organization of small independent teams that take ownership of
their services. Teams act within a small and well-understood bounded context, and they
are empowered to work independently and quickly, thus shortening cycle times.

In short, the microservice architectural style is an approach to developing a single
application as a suite of small services, each running in its own process and
communicating with lightweight mechanisms, often an HTTP resource API. - Martin
Fowler, Author and Speaker

WhatIs an API?

Y

A Pl stands for Application Programming Interface, where the keyword
is interface. APIs are the doorways, so to speak, that allow developers to interact with an
application.

APIs have been around since the dawn of computing, enabling computers to call repeat
functions to decrease application bloat. When we discuss APIs in today’s digital economy,
however, we're typically talking about web APIs that facilitate B2B communication.

Broadly speaking, APIs allow developers internal and external to accomplish one of two
things: access an application’s data, or use an application’s functionality. Ultimately,
this is how the world’s electronics, applications, and web pages are linked up to
communicate with one another and work together.

Things like using a social account to authenticate on a website, having the weather on your
phone, being able to access Google maps from a separate application, or triggering
Internet of Things devices — they all rely on APIs to function. - Bill Doerrfeld, Editor in
Chief at Nordic APIs

While many APIs are created for third parties to make use of — so-called public APIs —
the increasing popularity of a microservice architecture has led to the creation of more
and more private APIs. In this case, the APIs act as a lightweight solution for individual
microservices to communicate with one another.

From a technical perspective, APIs usually send data by means of HTTP requests. These
return a textual response, normally in JSON format, which developers can use as they
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please. Types of API design styles include REST, SOAP, GraphQL, gRPC, and others. Many
use specification formats like OpenAPI, RAML, or AsyncAPI to define API interactions in
human and machine-readable formats.

The Difference Between APIs and Microservices

WHAT IS THE DIFFERENCE BETWEEN

)

APIS & MICROSERVICES?

By this point, you're somewhat familiar with the concepts of both APIs and microservices.
Now, let’s highlight the differences:

Microservices are an architectural style for web applications, where the functionality
is divided up across small web services.

whereas
APIs are the frameworks through which developers can interact with a web application.

As we mentioned, there’s definitely an overlap between the two, since so many
microservices use APIs to communicate between themselves.

Deploying and maintaining Microservices

Developing is one thing but running, managing, and maintaining services are a whole
other beast. When it comes to the latter, many enterprises still act monolithic. They run
and manage applications services as a unit on one or many servers. This approach fails to
scale when the services themselves scale or when you need to update and maintain them
regularly. So do you lament over the spiking costs and time spent on these efforts or fix the
problem?

Recent trends point to microservices as the answer. By definition, microservices are
much smaller than services. In fact, Wikipedia says a microservice performs a small task
often just one. There are many articles that go in deep about microservices architecture,
but we cover an important part here, which is deployment automation. In other words,
our daily job.

The self-contained, independent, and reusable principles of microservice architecture help
solve the problem of scaling and maintaining application services.

e Self-contained. Microservices are standalone operations that run without requiring
other services. That means each runs on its own. You can scale each up or down
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and replace a service individually instead of updating the entire monolith given the
business need and load.

Reusable. Microservices are self-contained so you can reuse them for other
applications and functions. We’re talking of reusing already deployed
microservices.

Independent. Microservices are platform agnostic, which means you can design
them independent of infrastructure needs to run anywhere, in any cloud.

So is it easy to shift from SOA-based architecture to microservices? Adopting
microservices is not without challenges. To name some, you need to modularize existing
software services as self-contained units, you need to configure the microservices to
communicate with each other, and you need lots of deployment and test automation.

To address these challenges out of the box, we recommend a DevOps solution like
ElasticBox. Take a look at how ElasticBox supports microservice deployments.

1. Modularize self-contained microservices

The box model in ElasticBox wraps each microservice as a standalone component in a
service catalog that you can reuse across applications. A script box automates the lifecycle
of microservices using Bash, Puppet, Chef, SaltStack, Ansible, PowerShell; a container
automates Dockerfile deploys; a CloudFormation box automates AWS resource stacks.

2. Connect microservices via bindings

More microservices means more endpoints to manage. Such endpoints handle REST or
other protocol communications over the network. With ElasticBox bindings, network
references are as easy to manipulate as programming variables. Want to route database
connections to another MySQL service? It's easy to do. Just point the services to deploy
with a different binding value.

3. Deploy microservices independently

Boxes are inherently agnostic. Put infrastructure metadata for CPU, memory, storage,
additional disks, virtual networks, firewalls, load balancing, and autoscaling in deployment
policies attached to a cloud service like AWS, Google cloud, and more. Policies help you
deploy the microservices defined in the script boxes to any platform and cloud. The
orchestration engine in ElasticBox interacts with the cloud APIs to auto-provision virtual
machines based on metadata from deployment policies. So it’s easy to spin up and destroy
microservices on demand without disrupting service availability.
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Reason for having DevOps

Why DevOps Is Important (5 Reasons)

DevOps describes a culture and set of processes that bring development and operations
teams together to complete software development. It allows organizations to create and
improve products at a faster pace than they can with traditional software development
approaches. And, it’s gaining popularity at a rapid rate.

According to DevOps.com, the adoption rate increased significantly from 2015 to 2016.

2015: 66 percent of organizations were adopting DevOps, 19 percent weren’t adopting
DevOps, and 15 percent were undecided.

2016: 74 percent of organizations were adopting DevOps, 16 percent weren’t adopting
DevOps, and 10 percent were undecided.

Here are the top five reasons why the industry has been so quick to adopt DevOps
principles:

1. Shorter Development Cycles, Faster Innovation

When development and operations teams are in separate silos, it’s usually difficult to tell if
an application is ready for operations. When development teams simply turn over an
application, the operations’ cycle times are extended needlessly.

With a combined development and operations team, applications are ready for use much
more quickly. This is important, since companies succeed based on their ability to
innovate faster than their competitors do. In fact, Kevin Murphy from Red Hat estimates
that shorter development cycles translate to bringing an application to market 60 percent
faster than with traditional approaches.

2. Reduced Deployment Failures, Rollbacks, and Time to Recover

Part of the reason teams experience deployment failures is due to programming defects.
The shorter development cycles with DevOps promote more frequent code releases. This,
in turn, makes it easier to spot code defects. Therefore, teams can reduce the number of
deployment failures using agile programming principles that call for collaboration and
modular programming. Rollbacks are similarly easier to manage because, when necessary,
only some modules are affected.

Time to recover is an important issue, because some failure has to be expected. But
recovery is much faster when the development and operations teams have been working
together, exchanging ideas and accounting for both teams’ challenges during development.

3. Improved Communication and Collaboration

DevOps improves the software development culture. Combined teams are happier and
more productive. The culture becomes focused on performance rather than individual
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goals. When the teams trust each other, they can experiment and innovate more
effectively. The teams can focus on getting the product to market or into production, and
their KPIs should be structured accordingly.

It's no longer a matter of “turning over” the application to operations and waiting to see
what happens. Operations doesn’t need to wait for a different team to troubleshoot and fix
a problem. The process becomes increasingly seamless as all individuals work toward a
common goal.

4. Increased Efficiencies

Increased efficiency helps to speed the development process and make it less prone to
error. There are ways to automate DevOps tasks. Continuous integration servers automate
the process of testing code, reducing the amount of manual work required. This means
that software engineers can focus on completing tasks that can’t be automated.

Acceleration tools are another opportunity for increasing efficiency. For example:

Scalable infrastructures, such as cloud-based platforms, increase the access the team has
to hardware resources. As a result, testing and deployment operations speed up.

Build acceleration tools can be used to compile code more quickly.

Parallel workflows can be embedded into the continuous delivery chain to avoid delays;
one team waits for another to complete its work.

Using one environment avoids the wuseless task of transferring data between
environments. This means you don’t have to use one environment for development, a
different environment for testing, and a third for deployment.

5. Reduced Costs and IT Headcount

All of the DevOps benefits translate to reduced overall costs and IT headcount
requirements. According to Kevin Murphy from Red Hat, DevOps development teams
require 35 percent less IT staff and 30 percent lower IT costs.

Final Thoughts

The industry has spoken, and it's implementing DevOps at a rapid rate. Organizations are
eager to take advantage of faster application delivery, enhanced innovation, more stable
operating environments, and performance-focused employee teams.

When you want to make DevOps work for your organization, you need a partner who can
help you realize the benefits. Our team of open-source DevOps experts can help you speed
up application development and give you greater visibility and control across your
applications, servers, and services.

Using open-source DevOps tools, you can take the power back from your proprietary IT
vendors. Our DevOps technologies and consulting services give you freedom and
flexibility, so you can scale your business and choose where to invest your resources.

Overview of DevOps
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The DevOps is the combination of two words, one is Developmentand other
is Operations. It is a culture to promote the development and operation process
collectively.

The DevOps tutorial will help you to learn DevOps basics and provide depth knowledge of
various DevOps tools such as Git, Ansible, Docker, Puppet, Jenkins, Chef, Nagios,
and Kubernetes.

What is DevOps?

The DevOps is a combination of two words, one is software Development, and second is
Operations. This allows a single team to handle the entire application lifecycle, from
development to testing, deployment, and operations. DevOps helps you to reduce the
disconnection between software developers, quality assurance (QA) engineers, and system
administrators.

What is DevOps?

e W

Developers & Testers IT Operations

DevOps promotes collaboration between Development and Operations team to deploy code to
production faster in an automated & repeatable way.

DevOps helps to increase organization speed to deliver applications and services. It also allows
organizations to serve their customers better and compete more strongly in the market.
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DevOps can also be defined as a sequence of development and IT operations with better
communication and collaboration.

DevOps has become one of the most valuable business disciplines for enterprises or
organizations. With the help of DevOps, quality, and speed of the application delivery has
improved to a great extent.

DevOps is nothing but a practice or methodology of making "Developers” and "Operations"
folks work together. DevOps represents a change in the IT culture with a complete focus on
rapid IT service delivery through the adoption of agile practices in the context of a system-
oriented approach.

DevOps is all about the integration of the operations and development process. Organizations
that have adopted DevOps noticed a 22% improvement in software quality and a 17%
improvement in application deployment frequency and achieve a 22% hike in customer
satisfaction. 19% of revenue hikes as a result of the successful DevOps implementation.

Why DevOps?
Before going further, we need to understand why we need the DevOps over the other methods.

o The operation and development team worked in complete isolation.

o After the design-build, the testing and deployment are performed respectively. That's
why they consumed more time than actual build cycles.

Without the use of DevOps, the team members are spending a large amount of time on
designing, testing, and deploying instead of building the project.
Manual code deployment leads to human errors in production.

Coding and operation teams have their separate timelines and are not in synch, causing
further delays.

History of DevOps

DevOps History

o In 2009, the first conference named DevOpsdays was held in Ghent Belgium. Belgian
consultant and Patrick Debois founded the conference.
In 2012, the state of DevOps report was launched and conceived by Alanna Brown at
Puppet.
In 2014, the annual State of DevOps report was published by Nicole Forsgren, Jez
Humble, Gene Kim, and others. They found DevOps adoption was accelerating in 2014
also.
In 2015, Nicole Forsgren, Gene Kim, and Jez Humble founded DORA (DevOps
Research and Assignment).
o In 2017, Nicole Forsgren, Gene Kim, and Jez Humble published "Accelerate: Building
and Scaling High Performing Technology Organizations".
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DevOps Architecture Features
o Here are some key features of DevOps architecture, such as:

Architecture
Features

1) Automation

Automation can reduce time consumption, especially during the testing and deployment phase.
The productivity increases, and releases are made quicker by automation. This will lead in
catching bugs quickly so that it can be fixed easily. For contiguous delivery, each code is
defined through automated tests, cloud-based services, and builds. This promotes production
using automated deploys.

2) Collaboration

The Development and Operations team collaborates as a DevOps team, which improves the cultural model as the teams
become more productive with their productivity, which strengthens accountability and ownership. The teams share their
responsibilities and work closely in sync, which in turn makes the deployment to production faster.

3) Integration

Applications need to be integrated with other components in the environment. The integration phase is where the existing
code is combined with new functionality and then tested. Continuous integration and testing enable continuous
development. The frequency in the releases and micro-services leads to significant operational challenges. To overcome
such problems, continuous integration and delivery are implemented to deliver in a quicker, safer, and reliable manner.

4) Configuration management

It ensures the application to interact with only those resources that are concerned with the environment in which it runs.
The configuration files are not created where the external configuration to the application is separated from the source
code. The configuration file can be written during deployment, or they can be loaded at the run time, depending on the
environment in which it is running.
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DevOps Advantages and Disadvantages

Here are some advantages and disadvantages that DevOps can have for business, such as:

Advantages
o DevOps is an excellent approach for quick development and deployment of applications.
It responds faster to the market changes to improve business growth.
DevOps escalate business profit by decreasing software delivery time and transportation costs.
DevOps clears the descriptive process, which gives clarity on product development and delivery.
It improves customer experience and satisfaction.
DevOps simplifies collaboration and places all tools in the cloud for customers to access.

DevOps means collective responsibility, which leads to better team engagement and productivity.

Disadvantages
o DevOps professional or expert's developers are less available.

Developing with DevOps is so expensive.

o
o  Adopting new DevOps technology into the industries is hard to manage in short time.
o

Lack of DevOps knowledge can be a problem in the continuous integration of automation projects.

Concepts and terminology in DevOps & Core elements of DevOps

DevOps Architecture

Development and operations both play essential roles in order to deliver applications. The deployment comprises analyzing
the requirements, designing, developing, and testing of the software components or frameworks.
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The operation consists of the administrative processes, services, and support for the software. When both the development
and operations are combined with collaborating, then the DevOps architecture is the solution to fix the gap between
deployment and operation terms; therefore, delivery can be faster.

DevOps architecture is used for the applications hosted on the cloud platform and large distributed applications. Agile
Development is used in the DevOps architecture so that integration and delivery can be contiguous. When the
development and operations team works separately from each other, then it is time-consuming to design, test,
and deploy. And if the terms are not in sync with each other, then it may cause a delay in the delivery. So DevOps enables
the teams to change their shortcomings and increases productivity.

Below are the various components that are used in the DevOps architecture:

DevOps Components

Moniter

Operate

1) Build

Without DevOps, the cost of the consumption of the resources was evaluated based on the pre-defined individual usage
with fixed hardware allocation. And with DevOps, the usage of cloud, sharing of resources comes into the picture, and the
build is dependent upon the user's need, which is a mechanism to control the usage of resources or capacity.

2) Code

Many good practices such as Git enables the code to be used, which ensures writing the code for business, helps to track
changes, getting notified about the reason behind the difference in the actual and the expected output, and if necessary
reverting to the original code developed. The code can be appropriately arranged in files, folders, etc. And they can be
reused.

3) Test

The application will be ready for production after testing. In the case of manual testing, it consumes more time in testing
and moving the code to the output. The testing can be automated, which decreases the time for testing so that the time to
deploy the code to production can be reduced as automating the running of the scripts will remove many manual steps.
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4) Plan

DevOps use Agile methodology to plan the development. With the operations and development team in sync, it helps in
organizing the work to plan accordingly to increase productivity.

5) Monitor

Continuous monitoring is used to identify any risk of failure. Also, it helps in tracking the system accurately so that the
health of the application can be checked. The monitoring becomes more comfortable with services where the log data may
get monitored through many third-party tools such as Splunk.

6) Deploy

Many systems can support the scheduler for automated deployment. The cloud management platform enables users to
capture accurate insights and view the optimization scenario, analytics on trends by the deployment of dashboards.

7) Operate

DevOps changes the way traditional approach of developing and testing separately. The teams operate in a collaborative
way where both the teams actively participate throughout the service lifecycle. The operation team interacts with
developers, and they come up with a monitoring plan which serves the IT and business requirements.

8) Release

Deployment to an environment can be done by automation. But when the deployment is made to the production
environment, it is done by manual triggering. Many processes involved in release management commonly used to do the
deployment in the production environment manually to lessen the impact on the customers.

Life cycle of DevOps

DevOps Lifecycle

DevOps defines an agile relationship between operations and Development. It is a process that is practiced by the
development team and operational engineers together from beginning to the final stage of the product.
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Development

Operations Integration

DevOps
Lidecycle

Deployment Testing

Feedback Monitering

Learning DevOps is not complete without understanding the DevOps lifecycle phases. The DevOps lifecycle includes seven
phases as given below:

1) Continuous Development

This phase involves the planning and coding of the software. The vision of the project is decided during the planning phase.
And the developers begin developing the code for the application. There are no DevOps tools that are required for
planning, but there are several tools for maintaining the code.

2) Continuous Integration

This stage is the heart of the entire DevOps lifecycle. It is a software development practice in which the developers require
to commit changes to the source code more frequently. This may be on a daily or weekly basis. Then every commit is built,
and this allows early detection of problems if they are present. Building code is not only involved compilation, but it also
includes unit testing, integration testing, code review, and packaging.

The code supporting new functionality is continuously integrated with the existing code. Therefore, there is continuous
development of software. The updated code needs to be integrated continuously and smoothly with the systems to reflect
changes to the end-users.
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Commit Build  Test Stage Deploy Dev/QA
O O O

Commit = Production

Jenkins is a popular tool used in this phase. Whenever there is a change in the Git repository, then Jenkins fetches the
updated code and prepares a build of that code, which is an executable file in the form of war or jar. Then this build is
forwarded to the test server or the production server.

3) Continuous Testing

This phase, where the developed software is continuously testing for bugs. For constant testing, automation testing tools
such as TestNG, JUnit, Selenium, etc are used. These tools allow QAs to test multiple code-bases thoroughly in parallel to
ensure that there is no flaw in the functionality. In this phase, Docker Containers can be used for simulating the test
environment.

Seleniu=

Tiei? Serigta

TEST REPQRTS

Selenium does the automation testing, and TestNG generates the reports. This entire testing phase can automate with the
help of a Continuous Integration tool called Jenkins.

Automation testing saves a lot of time and effort for executing the tests instead of doing this manually. Apart from that,
report generation is a big plus. The task of evaluating the test cases that failed in a test suite gets simpler. Also, we can
schedule the execution of the test cases at predefined times. After testing, the code is continuously integrated with the
existing code.
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4) Continuous Monitoring

Monitoring is a phase that involves all the operational factors of the entire DevOps process, where important information
about the use of the software is recorded and carefully processed to find out trends and identify problem areas. Usually, the
monitoring is integrated within the operational capabilities of the software application.

It may occur in the form of documentation files or maybe produce large-scale data about the application parameters when
it is in a continuous use position. The system errors such as server not reachable, low memory, etc are resolved in this
phase. It maintains the security and availability of the service.

5) Continuous Feedback

The application development is consistently improved by analyzing the results from the operations of the software. This is
carried out by placing the critical phase of constant feedback between the operations and the development of the next
version of the current software application.

The continuity is the essential factor in the DevOps as it removes the unnecessary steps which are required to take a
software application from development, using it to find out its issues and then producing a better version. It kills the
efficiency that may be possible with the app and reduce the number of interested customers.

6) Continuous Deployment

In this phase, the code is deployed to the production servers. Also, it is essential to ensure that the code is correctly used on
all the servers.

Manual

Team SCMNVCS SCM/NVCS [ Deploy-prod

The new code is deployed continuously, and configuration management tools play an essential role in executing tasks
frequently and quickly. Here are some popular tools which are used in this phase, such as Chef, Puppet, Ansible,
and SaltStack.
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Containerization tools are also playing an essential role in the deployment phase. Vagrant and Docker are popular tools
that are used for this purpose. These tools help to produce consistency across development, staging, testing, and
production environment. They also help in scaling up and scaling down instances softly.

Containerization tools help to maintain consistency across the environments where the application is tested, developed,
and deployed. There is no chance of errors or failure in the production environment as they package and replicate the same
dependencies and packages used in the testing, development, and staging environment. It makes the application easy to
run on different computers.

7) Continuous Operations

All DevOps operations are based on the continuity with complete automation of the release process and allow the
organization to accelerate the overall time to market continuingly.

It is clear from the discussion that continuity is the critical factor in the DevOps in removing steps that often distract the
development, take it longer to detect issues and produce a better version of the product after several months. With
DevOps, we can make any software product more efficient and increase the overall count of interested customers in your
product.

Adoption of DevOps

Benefits of Adopting a
DevOps Culture

The word DevOps is a mixture of software development and information-technology operations. It is an
approach that automates and facilitates software development between different teams, including
developers and testers. However, it is much more than an approach; it is a culture of its own. By adopting
this culture, there is much to be gained.

Here are some benefits of adopting a DevOps culture:

Adopting DevOps provides better collaboration

It is a well-known fact that software engineers, developers, quality assurance engineers, network engineers,
have a tough time working together. Traditional approaches take a lot of time to solve inter-departmental
conflicts. Even the smallest delays have unprecedented consequences. By adopting this culture, different
departments and teams work in unison and collaborate to reach the joint goal.

In a DevOps culture, there is an increased level of trust between teams. This increased trust allows more
experimentation and innovation, without causing things to slow down. Better collaboration means that the
teams that used to work separately, now work together seamlessly.

It creates more efficiency
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Automation is an integral part of the DevOps way. By using all kinds of automation tools, the entire team
becomes more efficient. Just like when live chat app agents transfer chats and visitors’ past data, which is
displayed to the new agent. Another essential part of DevOps is to free staff and teammates from repetitive
and redundant tasks.

Code integration is a part of application development that is bound to take up a lot of time. Integrating code
from different teams with different approaches is a difficult task. In this culture, through automation, even
this tedious task can be dealt with relative ease. It is more efficient than other approaches because it relies
on several different tools that make the job a lot easier.

The DevOps approach focuses on a continuous delivery workflow that helps push out software faster than
before.

There are few failures and errors

The longer you wait to test your code; the more errors you will have to deal with later. According to a State
of DevOps report, organizations adopting a DevOps culture had 60 times lesser failures than the
organizations not implementing a DevOps approach. Developers do their best to write code that gets the job
done. But traditionally, they are not looking for errors as they are writing the code.

With this approach, developers are looking for any possible errors as they write the code. Eliminating
potential mistakes as you find them helps you save time and effort. One of the best things about this
approach is that it takes less time to roll out new features and software. This allows teams to look for any
possible errors and failures faster and get them fixed before they roll out the next version of the software.

It makes faster Innovation

Businesses that cannot innovate rapidly are left behind. Organizations rely on innovation to get ahead of
their competition. Traditional approaches fail when it comes to the speed of delivery. Changes in the
application can be quickly analyzed and evaluated by DevOps practitioners using real-time data.

By adopting a DevOps culture, businesses can solve problems incrementally and step by step. This approach
helps organizations to have shorter delivery cycles while ensuring that the new features being added are up
to the mark and free from errors.

Itincreases employee engagement

By having a DevOps culture in your organization, your employees will be more engaged with the work they
are doing. In this approach, there is increased employee engagement because everyone on the team is
working towards a common goal.

It provides a faster recovery time

By adopting a DevOps approach, development teams can push out a limited number of features in every
iteration. If an error or failure occurs, the most likely culprit would be the most recent set of features. Since
the team would know where the errors are most likely to be found, they will be able to fix them faster.

Recovery times are usually much faster as there is a single team responsible for the new set of features.
Troubleshooting and fixing errors is done by that team, so it is much faster.

DevOps Tools
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Here are some most popular DevOps tools with brief explanation shown in the below image, such as:
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1) Puppet

Puppet is the most widely used DevOps tool. It allows the delivery and release of the technology changes quickly and
frequently. It has features of versioning, automated testing, and continuous delivery. It enables to manage entire
infrastructure as code without expanding the size of the team.

Features

Real-time context-aware reporting.

Model and manage the entire environment.

Defined and continually enforce infrastructure.

Desired state conflict detection and remediation.

It inspects and reports on packages running across the infrastructure.
It eliminates manual work for the software delivery process.

It helps the developer to deliver great software quickly.

2) Ansible

Ansible is a leading DevOps tool. Ansible is an open-source IT engine that automates application deployment, cloud
provisioning, intra service orchestration, and other IT tools. It makes it easier for DevOps teams to scale automation and
speed up productivity.

Ansible is easy to deploy because it does not use any agents or custom security infrastructure on the client-side, and by
pushing modules to the clients. These modules are executed locally on the client-side, and the output is pushed back to the
Ansible server.

Features

O ltis easy to use to open source deploy applications.
o It helps in avoiding complexity in the software development process.
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o It eliminates repetitive tasks.

o It manages complex deployments and speeds up the development process.

3) Docker

Docker is a high-end DevOps tool that allows building, ship, and run distributed applications on multiple systems. It also
helps to assemble the apps quickly from the components, and it is typically suitable for container management.

Features

It configures the system more comfortable and faster.
It increases productivity.
It provides containers that are used to run the application in an isolated environment.

It routes the incoming request for published ports on available nodes to an active container. This feature enables
the connection even if there is no task running on the node.

It allows saving secrets into the swarm itself.
4) Nagios

Nagios is one of the more useful tools for DevOps. It can determine the errors and rectify them with the help of network,
infrastructure, server, and log monitoring systems.

Features

It provides complete monitoring of desktop and server operating systems.
The network analyzer helps to identify bottlenecks and optimize bandwidth utilization.
It helps to monitor components such as services, application, OS, and network protocol.

It also provides to complete monitoring of Java Management Extensions.

5) CHEF

A chef is a useful tool for achieving scale, speed, and consistency. The chef is a cloud-based system and open source
technology. This technology uses Ruby encoding to develop essential building blocks such as recipes and cookbooks. The
chef is used in infrastructure automation and helps in reducing manual and repetitive tasks for infrastructure management.

Chef has got its convention for different building blocks, which are required to manage and automate infrastructure.

Features

It maintains high availability.
It can manage multiple cloud environments.
It uses popular Ruby language to create a domain-specific language.

The chef does not make any assumptions about the current status of the node. It uses its mechanism to get the
current state of the machine.
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6) Jenkins

Jenkins is a DevOps tool for monitoring the execution of repeated tasks. Jenkins is a software that allows continuous
integration. Jenkins will be installed on a server where the central build will take place. It helps to integrate project changes
more efficiently by finding the issues quickly.

Features

Jenkins increases the scale of automation.

It can easily set up and configure via a web interface.

It can distribute the tasks across multiple machines, thereby increasing concurrency.
It supports continuous integration and continuous delivery.

It offers 400 plugins to support the building and testing any project virtually.

It requires little maintenance and has a built-in GUI tool for easy updates.
7) Git

Git is an open-source distributed version control system that is freely available for everyone. It is designed to handle minor
to major projects with speed and efficiency. It is developed to co-ordinate the work among programmers. The version
control allows you to track and work together with your team members at the same workspace. It is used as a critical
distributed version-control for the DevOps tool.

Features

It is a free open source tool.

It allows distributed development.
It supports the pull request.

It enables a faster release cycle.
Git is very scalable.

It is very secure and completes the tasks very fast.

8) SALTSTACK

Stackify is a lightweight DevOps tool. It shows real-time error queries, logs, and more directly into the workstation.
SALTSTACK is an ideal solution for intelligent orchestration for the software-defined data center.

Features

It eliminates messy configuration or data changes.

It can trace detail of all the types of the web request.

It allows us to find and fix the bugs before production.

It provides secure access and configures image caches.

It secures multi-tenancy with granular role-based access control.

Flexible image management with a private registry to store and manage images.
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9) Splunk

Splunk is a tool to make machine data usable, accessible, and valuable to everyone. It delivers operational intelligence to
DevOps teams. It helps companies to be more secure, productive, and competitive.

Features

It has the next-generation monitoring and analytics solution.
It delivers a single, unified view of different IT services.
Extend the Splunk platform with purpose-built solutions for security.

Data drive analytics with actionable insight.

10) Selenium

Selenium is a portable software testing framework for web applications. It provides an easy interface for developing
automated tests.

Features

It is a free open source tool.
It supports multiplatform for testing, such as Android and ios.
It is easy to build a keyword-driven framework for a WebDriver.

It creates robust browser-based regression automation suites and tests.

Build, Promotion and Deployment in DevOps

DevOps Workflow

DevOps workflow provides a visual overview of the sequence in which input is provided. Also, it tells about which one
action is performed, and output is generated for an operations process.

Squential job execution

Fan-infout in repo

DevOps
Workflow

Branch elvel filtering

Parellel job execution

DevOps workflow allows the ability to separate and arrange the jobs which are top requested by the users. Also, it gives the
ability to mirror their ideal process in the configuration jobs.
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DevOps Principles
The main principles of DevOps are Continuous delivery, automation, and fast reaction to the feedback.

End to End Responsibility: DevOps team need to provide performance support until they become the end of life.
It enhances the responsibility and the quality of the products engineered.

Continuous Improvement: DevOps culture focuses on continuous improvement to minimize waste. It
continuously speeds up the growth of products or services offered.

Automate Everything: Automation is an essential principle of the DevOps process. This is for software
development and also for the entire infrastructure landscape.

Custom Centric Action: DevOps team must take customer-centric for that they should continuously invest in
products and services.

Monitor and test everything: The DevOps team needs to have robust monitoring and testing procedures.

Work as one team: In the DevOps culture role of the designers, developers, and testers are already defined. All
they needed to do is work as one team with complete collaboration.

These principles are achieved through several DevOps practices, which include frequent deployments, QA automation,
continuous delivery, validating ideas as early as possible, and in-team collaboration.

DevOps in Business Enterprises

Why Your Business Needs DevOps

The primary goal of DevOps is to improve and supercharge development workflows. With
active interactions between one another, both departments are in the loop. Developers,
QA, business analysts - all working in a synchronized manner to deliver the product to the
audience.

But how is such an integration made possible? The DevOps engineer.

A DevOps engineer is the bridge, similar to a project manager, between development and
operations — possessing the tools, processes, techniques, and methodologies from both
ends of the spectrum. Equipped with the knowledge of both sides, the DevOps engineer is
responsible for implementing the methodology to the best possible degree.

With this efficient approach towards development, companies can design, develop, update,
and maintain their software in a quicker manner - ensuring that the iterations are
delivered to the end-user as quickly as possible.

If the product is already being used, then DevOps can help in making changes and
improvements to a much quicker degree - ensuring that the user experience and the
features of the product are carefully calibrated.
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Is Your Business Suited for DevOps?

DevOps is a methodology designed solely for Software Development Companies and
companies in the IT industry. If you're a business whose operations include application
development and managing lots of servers, then DevOps would certainly benefit you. All
the big tech companies from Amazon, Adobe, Walmart and Netflix are using DevOps in
their software development operations.

But that doesn’t mean that if you're a small business, you can’t start implementing DevOps
to your business process as well.

Difference Between DevOps and Agile

As discussed before, DevOps works with the Agile methodology. However, it is treated differently.
Now, why would that be?

Let’s take this issue into perspective and see the differences between Agile and DevOps. Also, will
DevOps supersede DevOps as the default development methodology or the other way around?

What Is Agile Software Development?

Agile deals with only the former aspect of DevOps: the “dev” part. Once the development
phase is finished, developers generally don’t assume any other responsibility and move
onto another project or development task.

There are many different types of agile methodologies: which include Kanban, Scrum and
a combo scrumban.

How Is DevOps Methodology Compared to Agile?
® As it should be clear, DevOps is the same but different. Whatever form of Agile
methodology you use, the end result is the developers are not coordinating with

operational teams but instead are just within their own development tasks.

® Similar to Agile, there are plenty of ways to implement DevOps in your
organization. The only difference with Agile is that it creates a bridge of
communication between the development and IT operations.

® In addition to the intra organizational harmony, DevOps also ensures that the
highest quality product is being distributed to the end-user.

® With all that we've discussed here, you shouldn’t restrict yourself to a single
process. In fact, many companies are combining both these methods - essentially
creating a hybrid of DevOps and Agile development methodologies.

Technical Benefits of DevOps
® From a purely technical perspective, what good is DevOps?
® Let's discuss.
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® With all of what we've talked about above, the benefits of DevOps makes
organizational interactions better for business. By efficiently planning,
coordinating, developing, and testing the product - you deploy it to the end-user. If
the user requests some changes to the product, then it can be done a lot more
quickly.

® The end result? Effectiveness in operations. Developers are able to deploy software,

QA’s are able to test and give back the developed products, and then deploy the
software a lot quicker.

® Software development, thus, becomes a lot more of an effective process.

Business benefits of DevOps
With the technicalities out of the way, we’ll reach towards the main goal of this article.

How can DevOps improve your bottom line?

As already hinted above, there are plenty of obvious ways in which DevOps can prove
beneficial to your business processes.

o Satisfied Clients:
With quicker delivery and use of software products, DevOps provides end-users
significant benefits, thus leading to an increased clientele.

e IT Business Integration:
The primary benefit of DevOps is that it enables smooth business communication. As it has
already been established, this business integration is quite important for a business to
grow quicker.

o Digital Transformation
As more and more companies are innovating products globally, the need for a quicker
software development life cycle becomes vital. DevOps is the methodology that helps keep
up with the digital transformation.

o Flexibility:
With quicker software development lifecycles, DevOps reduce the need for crunch, thus
enabling developers to work efficiently.
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