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PART B 

1. Service Oriented Architecture 

Understanding Service Oriented 

Architecture

 A Service-oriented Architecture (SOA) is an

architectural pattern in computer software design in which

application components provide services to other

components via a communications protocol, typically over a

network.

 Service-Oriented Architecture (SOA) is an architectural

style that supports Service-orientation.

 A service is a logical representation of a repeatable

business activity that has a specified outcome (e.g., check

customer credit, provide weather data)

 SOA provides the translation and management layer

in an architecture that removes the barrier(obstacle) for a

client obtaining desired services.

 

 A service-oriented architecture is essentially a collection of services.  

 These services communicate with each other.  

 The communication can involve either simple data passing or it could 

involve two or more services coordinating some activity.  



UNIT-IV CLOUD COMPUTING TECHNOLOGIES IMCA/II SEM 

Prepared By,  
Mrs.J.SRIVANDHANA.,AP/MCA                                       2 
 

 

 Web Services Description Language (WSDL): 

  Web Services Description Language (WSDL) is a format for describing a 

Web Services interface.  

  It is a way to describe services and how they should be bound to specific 

network addresses.  

  WSDL has three parts: 

  Definitions 

  Operations 

  Service bindings 
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 The most commonly used message-passing format is an Extensible 

Markup Language (XML) document using Simple Object Access 

Protocol (SOAP). 

 But many more are possible, including Web Services Security (WSS), and 

Business Process Execution Language for Web Services (WS-BPEL).   
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 When you combine Web services to create business processes, the 

integration must be managed.  

 Two main methods are used to combine Web services: orchestration and 

choreography.   

 In orchestration, a middleware service centrally coordinates all the 

different Web service operations, and all services send messages and 

receive messages from the orchestrator.   

 

 By contrast, a compound business process that uses choreography has no 

central coordination function. 

  In choreography, each Web service that is part of a business process is 

aware of when to process a message and with what client or component it 

needs to interact with.  

  Choreography is a collaborative effort where the logic of the business 

process is pushed out to the members who are responsible for determining 
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which operations to execute and when to execute them, 

 

 The Enterprise Service Bus (ESB):  

  An ESB is not a physical bus in the sense of a network; rather, it is an 

architectural pattern comprised of a set of network services that manage 

transactions in a Service Oriented Architecture.  

  Messages flow from client to component through the ESB, which 

manages these transactions, even though the location of the services  

comprising the ESB may vary widely.  
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ESB Features: 

•Monitoring services aid in managing events. 

•Process management services manage message transactions. 

•Data repositories or registries store business logic and aid in governance of 

business processes. 

•Data services pass messages between clients and services. 

•Data abstraction services translate messages from one format to another, as 

required. 

•Governance is a service that monitors compliance of your operations with 

governmental regulation, which can vary from state to state and from 

country to country. 

•Security services validate clients and services and allow messages to pass 

from one to the other.  
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2. Web Services 

What is Web Service? 

Web service is a standardized medium to propagate communication between the client 

and server applications on the WWW (World Wide Web). A web service is a software 

module that is designed to perform a certain set of tasks. 

 Web services in cloud computing can be searched for over the network and can also 
be invoked accordingly. 

 When invoked, the web service would be able to provide the functionality to the 
client, which invokes that web service. 

How WebServices Work? 

 

How Web Services Work? 

The above diagram shows a very simplistic view of how a web service would actually 
work. The client would invoke a series of web service calls via requests to a server which 
would host the actual web service. 
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These requests are made through what is known as remote procedure calls. Remote 
Procedure Calls(RPC) are calls made to methods which are hosted by the relevant web 
service. 

 

As an example, Amazon provides a web service that provides prices for products sold 

online via amazon.com. The front end or presentation layer can be in .Net or Java but 

either programming language would have the ability to communicate with the web 

service. 

The main component of a web service design is the data which is transferred between the 
client and the server, and that is XML. XML (Extensible markup language) is a counterpart 
to HTML and easy to understand the intermediate language that is understood by many 
programming languages. 

So when applications talk to each other, they actually talk in XML. This provides a 
common platform for application developed in various programming languages to talk to 
each other. 

Web services use something known as SOAP (Simple Object Access Protocol) for sending 
the XML data between applications. The data is sent over normal HTTP. The data which is 
sent from the web service to the application is called a SOAP message. The SOAP message 
is nothing but an XML document. Since the document is written in XML, the client 
application calling the web service can be written in any programming language. 

Why do you need a Web Service? 
Modern day business applications use variety of programming platforms to develop web-
based applications. Some applications may be developed in Java, others in .Net, while 
some other in Angular JS, Node.js, etc. 

Most often than not, these heterogeneous applications need some sort of communication 
to happen between them. Since they are built using different development languages, it 
becomes really difficult to ensure accurate communication between applications. 

Here is where web services come in. Web services provide a common platform that allows 
multiple applications built on various programming languages to have the ability to 
communicate with each other. 

Type of Web Service 
There are mainly two types of web services. 

https://www.guru99.com/java-tutorial.html
https://www.guru99.com/best-programming-language.html
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1. SOAP web services. 
2. RESTful web services. 

In order for a web service to be fully functional, there are certain components that need to 
be in place. These components need to be present irrespective of whatever development 
language is used for programming the web service. 

Let’s look at these components in more detail. 

SOAP (Simple Object Access Protocol) 

SOAP is known as a transport-independent messaging protocol. SOAP is based on 
transferring XML data as SOAP Messages. Each message has something which is known 
as an XML document. Only the structure of the XML document follows a specific pattern, 
but not the content. The best part of Web services and SOAP is that its all sent via HTTP, 
which is the standard web protocol. 

Here is what a SOAP message consists of 

 Each SOAP document needs to have a root element known as the <Envelope> 
element. The root element is the first element in an XML document. 

 The “envelope” is in turn divided into 2 parts. The first is the header, and the next 
is the body. 

 The header contains the routing data which is basically the information which tells 
the XML document to which client it needs to be sent to. 

 The body will contain the actual message. 

he diagram below shows a simple example of the communication via SOAP. 

SOAP Protocol 
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We will discuss SOAP in detail , 

 WSDL (Web services description language) 

A web service cannot be used if it cannot be found. The client invoking the web service 
should know where the web service actually resides. 

Secondly, the client application needs to know what the web service actually does, so that 
it can invoke the right web service. This is done with the help of the WSDL, known as the 
Web services description language. The WSDL file is again an XML-based file which 
basically tells the client application what the web service does. By using the WSDL 
document, the client application would be able to understand where the web service is 
located and how it can be utilized. 

Web Service Example 

A Web services example of a WSDL file is given below. 

<definitions>  

   <message name="TutorialRequest"> 

      <part name="TutorialID" type="xsd:string"/> 

   </message> 

      

   <message name="TutorialResponse"> 

      <part name="TutorialName" type="xsd:string"/> 

   </message> 

 

   <portType name="Tutorial_PortType"> 

      <operation name="Tutorial"> 

         <input message="tns:TutorialRequest"/> 

         <output message="tns:TutorialResponse"/> 

      </operation> 

   </portType> 

 

   <binding name="Tutorial_Binding" type="tns:Tutorial_PortType"> 

      <soap:binding style="rpc" 

         transport="http://schemas.xmlsoap.org/soap/http"/> 

      <operation name="Tutorial"> 

         <soap:operation soapAction="Tutorial"/> 

         <input> 

            <soap:body 

               encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" 

               namespace="urn:examples:Tutorialservice" 

               use="encoded"/> 

         </input> 

          

   <output> 

            <soap:body 
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               encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" 

               namespace="urn:examples:Tutorialservice" 

               use="encoded"/> 

         </output> 

      </operation> 

   </binding> 

</definitions> 

The important aspects to note about the above WSDL declaration examples of web 
services are as follows: 

1. <message> – The message parameter in the WSDL definition is used to define the 
different data elements for each operation performed by the web service. So in the 
web services examples above, we have 2 messages which can be exchanged 
between the web service and the client application, one is the “TutorialRequest”, 
and the other is the “TutorialResponse” operation. The TutorialRequest contains an 
element called “TutorialID” which is of the type string. Similarly, the 
TutorialResponse operation contains an element called “TutorialName” which is 
also a type string. 

2. <portType> – This actually describes the operation which can be performed by the 
web service, which in our case is called Tutorial. This operation can take 2 
messages; one is an input message, and the other is the output message. 

3. <binding> – This element contains the protocol which is used. So in our case, we 
are defining it to use http (http://schemas.xmlsoap.org/soap/http). We also specify 
other details for the body of the operation, like the namespace and whether the 
message should be encoded. 

Universal Description, Discovery, and Integration (UDDI) 

UDDI is a standard for describing, publishing, and discovering the web services that are 
provided by a particular service provider. It provides a specification which helps in 
hosting the information on web services. 

Now we discussed in the previous topic about WSDL and how it contains information on 
what the Web service actually does. But how can a client application locate a WSDL file to 
understand the various operations offered by a web service? So UDDI is the answer to this 
and provides a repository on which WSDL files can be hosted. So the client application 
will have complete access to the UDDI, which acts as a database containing all the WSDL 
files. 

Just as a telephone directory has the name, address and telephone number of a 
particular person, the same way the UDDI registry will have the relevant information 

for the web service. So that a client application knows, where it can be found. 

Web Services Advantages 
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We already understand why web services came about in the first place, which 
was to provide a platform which could allow different applications to talk to 
each other. 

But let’s look at the list of web services advantages for why it is important to use 
web services. 

1. Exposing Business Functionality on the network – A web service is a 
unit of managed code that provides some sort of functionality to client 
applications or end users. This functionality can be invoked over the 
HTTP protocol which means that it can also be invoked over the internet. 
Nowadays all applications are on the internet which makes the purpose of 
Web services more useful. That means the web service can be anywhere 
on the internet and provide the necessary functionality as required. 

2. Interoperability amongst applications – Web services allow various 
applications to talk to each other and share data and services among 
themselves. All types of applications can talk to each other. So instead of 
writing specific code which can only be understood by specific 
applications, you can now write generic code that can be understood by 
all applications 

3. A Standardized Protocol which everybody understands – Web services 
use standardized industry protocol for the communication. All the four 
layers (Service Transport, XML Messaging, Service Description, and 
Service Discovery layers) uses well-defined protocols in the web services 
protocol stack. 

4. Reduction in cost of communication – Web services use SOAP over 
HTTP protocol, so you can use your existing low-cost internet for 
implementing web services. 

Web Services Architecture 
Every framework needs some sort of architecture to make sure the entire framework 
works as desired, similarly, in web services. The Web Services Architecture consists of 
three distinct roles as given below : 

1. Provider – The provider creates the web service and makes it available to client 
application who want to use it. 
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2. Requestor – A requestor is nothing but the client application that needs to contact a 
web service. The client application can be a .Net, Java, or any other language based 
application which looks for some sort of functionality via a web service. 

3. Broker – The broker is nothing but the application which provides access to the 
UDDI. The UDDI, as discussed in the earlier topic enables the client application to 
locate the web service. 

The diagram below showcases how the Service provider, the Service requestor and Service 

registry interact with each other. 

 

Web Services Architecture 

1. Publish – A provider informs the broker (service registry) about the existence of the 
web service by using the broker’s publish interface to make the service accessible to 
clients 

2. Find – The requestor consults the broker to locate a published web service 
3. Bind – With the information it gained from the broker(service registry) about the 

web service, the requestor is able to bind, or invoke, the web service. 

Web service Characteristics 
Web services have the following special behavioral characteristics: 

1. They are XML-Based – Web Services uses XML to represent the data at the 
representation and data transportation layers. Using XML eliminates any 
networking, operating system, or platform sort of dependency since XML is the 
common language understood by all. 

2. Loosely Coupled – Loosely coupled means that the client and the web service are 
not bound to each other, which means that even if the web service changes over 
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time, it should not change the way the client calls the web service. Adopting a 
loosely coupled architecture tends to make software systems more manageable and 
allows simpler integration between different systems. 

3. Synchronous or Asynchronous functionality – Synchronicity refers to the binding 
of the client to the execution of the service. In synchronous operations, the client 
will actually wait for the web service to complete an operation. An example of this 
is probably a scenario wherein a database read and write operation are being 
performed. If data is read from one database and subsequently written to another, 
then the operations have to be done in a sequential manner. Asynchronous 
operations allow a client to invoke a service and then execute other functions in 
parallel. This is one of the common and probably the most preferred techniques for 
ensuring that other services are not stopped when a particular operation is being 
carried out. 

4. Ability to support Remote Procedure Calls (RPCs) – Web services enable clients to 
invoke procedures, functions, and methods on remote objects using an XML-based 
protocol. Remote procedures expose input and output parameters that a web 
service must support. 

5. Supports Document Exchange – One of the key benefits of XML is its generic way 
of representing not only data but also complex documents. These documents can be 
as simple as representing a current address, or they can be as complex as 
representing an entire book. 

3.Basics of Virtualization 

Virtualization in Cloud Computing 

Virtualization is the "creation of a virtual (rather than actual) version of 
something, such as a server, a desktop, a storage device, an operating system 
or network resources". 

In other words, Virtualization is a technique, which allows to share a single 
physical instance of a resource or an application among multiple customers 
and organizations. It does by assigning a logical name to a physical storage 
and providing a pointer to that physical resource when demanded. 

What is the concept behind the Virtualization? 

Creation of a virtual machine over existing operating system and hardware is 
known as Hardware Virtualization. A Virtual machine provides an 

environment that is logically separated from the underlying hardware. 
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The machine on which the virtual machine is going to create is known 
as Host Machine and that virtual machine is referred as a Guest Machine 

Types of Virtualization: 4. Types of Virtualization 

1. Hardware Virtualization. 

2. Operating system Virtualization. 

3. Server Virtualization. 

4. Storage Virtualization. 

1) Hardware Virtualization: 

When the virtual machine software or virtual machine manager (VMM) is 

directly installed on the hardware system is known as hardware virtualization. 

The main job of hypervisor is to control and monitoring the processor, 

memory and other hardware resources. 

After virtualization of hardware system we can install different operating 
system on it and run different applications on those OS. 

Usage: 

Hardware virtualization is mainly done for the server platforms, because 
controlling virtual machines is much easier than controlling a physical server. 

2) Operating System Virtualization: 

When the virtual machine software or virtual machine manager (VMM) is installed on the 

Host operating system instead of directly on the hardware system is known as 

operating system virtualization. 

Usage: 

Operating System Virtualization is mainly used for testing the applications 

on different platforms of OS. 
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3) Server Virtualization: 

When the virtual machine software or virtual machine manager (VMM) is 

directly installed on the Server system is known as server virtualization. 

Usage: 

Server virtualization is done because a single physical server can be divided 
into multiple servers on the demand basis and for balancing the load. 

4) Storage Virtualization: 

Storage virtualization is the process of grouping the physical storage from multiple 

network storage devices so that it looks like a single storage device. 

Storage virtualization is also implemented by using software applications. 

Usage: 

Storage virtualization is mainly done for back-up and recovery purposes. 

How does virtualization work in cloud computing? 

Virtualization plays a very important role in the cloud computing 
technology, normally in the cloud computing, users share the data present in 
the clouds like application etc, but actually with the help of virtualization 

users shares the Infrastructure. 

The main usage of Virtualization Technology is to provide the applications 
with the standard versions to their cloud users, suppose if the next version of 
that application is released, then cloud provider has to provide the latest 
version to their cloud users and practically it is possible because it is more 

expensive. 

To overcome this problem we use basically virtualization technology, By 
using virtualization, all severs and the software application which are 
required by other cloud providers are maintained by the third party people, 

and the cloud providers has to pay the money on monthly or annual basis. 
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Conclusion 

Mainly Virtualization means, running multiple operating systems on a single 
machine but sharing all the hardware resources. And it helps us to provide 
the pool of IT resources so that we can share these IT resources in order get 
benefits in the business. 

5.Emulation 

What is Emulation? 

In computing, the emulator is a hardware or software that enables one device 
(named Host) to function like other systems (named Guest). It is a perfect 
way to execute the hardware and software in any system. Emulation brings 
greater overhead, but it also has its benefits. It is relatively inexpensive, easily 
accessible and allows us to run programs that have become redundant in the 

available system. 

An emulator changes the CPU instructions required for the architecture and 
executes it on another architecture successfully. The emulation systems could 
be accessed remotely by anyone and are very simpler to use. Without 
affecting the underlying OS, it is an excellent capacity for embedded and OS 
development. Without considering the host's capabilities, emulation will 

usually manage the size of the design under test (DUT). 
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virtualization Emulation 

The virtual machine may execute the code 
directly that's available in various 
languages. 

An emulator needs an 
interpreter to translate the 
source code. 

In virtualization, hardware may be directly 
accessible. 

In terms of emulation, we need a 
software connector to access 
hardware. 

Virtual Machines solutions are costlier than 
the emulator. 

It is comparatively cheaper than 
virtualization. 

Virtual Machines are relatively quicker in 
their operation. 

Emulators are comparatively 
slower than virtualization. 

Virtualization offers better backup features. Emulation falls short of 
virtualization as far as backup 
and recovery are considered. 

 

6.Implementation levels of Virtualization 

IMPLEMENTATION LEVELS OF VIRTUALIZATION 

 Virtualization is a computer architecture technology by which multiple 
virtual machines (VMs) are multiplexed in the same hardware machine.  

 The purpose of a VM is to enhance resource sharing by many users and 
improve computer performance in terms of resource utilization and 
application flexibility.  

 Hardware resources (CPU, memory, I/O devices, etc.) or software 
resources (operating system and software libraries) can be virtualized 
in various functional layers.  

 This virtualization technology has been revitalized as the demand for 
distributed and cloud computing increased sharply in recent years. 

 The idea is to separate the hardware from the software to yield better 
system efficiency.  

 For example, computer users gained access to much enlarged memory 
space when the concept of virtual memory was introduced.  
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 Similarly, virtualization techniques can be applied to enhance the use of 
compute engines, networks, and storage.  
 

   3.1.1 Levels of Virtualization Implementation 

 A traditional computer runs with a host operating system specially  
ailored for its hardware architecture, as shown in Figure 3.1(a). After 
virtualization, different user applications managed by their own 
operating systems (guest OS) can run on the same hardware,  
independent of the host OS.  

 This is often done by adding additional software, called a virtualization 
layer as shown in Figure 3.1(b). 

 This virtualization layer is known as hypervisor or virtual machine 

monitor (VMM).  
 The VMs are shown in the upper boxes, where applications run with 

their own guest OS over the virtualized CPU, memory, and I/O 
resources. 

 The main function of the software layer for virtualization is to 
virtualize the physical hardware of a host machine into virtual 
resources to be used by the VMs, exclusively.  

 This can be implemented at various operational levels, as we will 
discuss shortly. The virtualization software creates the abstraction of 
VMs by interposing a virtualization layer at various levels of a 
computer system. 

  Common virtualization layers include the instruction set architecture 
(ISA) level, hardware level,operating system level, library support 
level, and application level (see Figure 3.2). 
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Other forms of application-level virtualization are known as application isolation, 

application sandboxing, or application streaming. The process involves wrapping the 
application in a layer that is isolated from the host OS and other applications. The result 
is an application that is much easier to distribute and remove from user workstations. 
 
3.1.1.6 Relative Merits of Different Approaches 

 
Table 3.1 compares the relative merits of implementing virtualization at various levels. 
The column headings correspond to four technical merits. “Higher Performance” and 
“Application Flexibility” are self-explanatory. “Implementation Complexity” implies the 
cost to implement that particular virtualization level. “Application Isolation” refers to the 
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effort required to isolate resources committed to different VMs. Each row corresponds to a 
particular level of virtualization. 
 
The number of X’s in the table cells reflects the advantage points of each implementation 
level. Five X’s implies the best case and one X implies the worst case. Overall, hardware 
and OS support will yield the highest performance. However, the hardware and 
application levels are also the mostexpensive to implement. User isolation is the most 
difficult to achieve. ISA implementation offersthe best application flexibility. 

 

6.Virtualization structures 

7. Tools & Mechanisms 
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8.VIRTUALIZATION OF CPU, MEMORY, AND I/O DEVICES 

3.3 VIRTUALIZATION OF CPU, MEMORY, AND I/O DEVICES 
 

To support virtualization, processors such as the x86 employ a special running 
mode and instructions, known as hardware-assisted virtualization. In this way, 
the VMM and guest OS run in different modes and all sensitive instructions of 
the guest OS and its applications are trapped in the VMM. To save processor 
states, mode switching is completed by hardware. For the x86 architecture, Intel 
and AMD have proprietary technologies for hardware-assisted virtualization. 
 
3.3.1 Hardware Support for Virtualization 
 

Modern operating systems and processors permit multiple processes to run 
simultaneously. If there is no protection mechanism in a processor, all 
instructions from different processes will access the hardware directly and 
cause a system crash. Therefore, all processors have at least two modes, user 
mode and supervisor mode, to ensure controlled access of critical hardware. 
Instructions running in supervisor mode are called privileged instructions. 
Other instructions are unprivileged instructions. 
 
In a virtualized environment, it is more difficult to make OSes and applications 
run correctly because there are more layers in the machine stack. Example 3.4 
discusses Intel’s hardware support approach.  

 

At the time of this writing, many hardware virtualization products were 
available. The VMware Workstation is a VM software suite for x86 and x86-64 
computers. This software suite allows users to set up multiple x86 and x86-64 
virtual computers and to use one or more of these VMs simultaneously with the 
host operating system. The VMware Workstation assumes the host-based 
virtualization.  
 
Xen is a hypervisor for use in IA-32, x86-64, Itanium, and PowerPC 970 
hosts. Actually, Xen modifies Linux as the lowest and most privileged layer, or a 
hypervisor. One or more guest OS can run on top of the hypervisor. KVM 
(Kernel-based Virtual Machine) is a Linux kernel virtualization infrastructure. 
KVM can support hardware-assisted virtualization and paravirtualization by 
using the Intel VT-x or AMD-v and VirtIO framework, respectively.  
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The  VirtI/O framework includes a paravirtual Ethernet card, a disk I/O 
controller, a balloon device for adjusting guest memory usage, and a VGA 
graphics interface using VMware drivers. 

 
 
3.3.2 CPU Virtualization 
A VM is a duplicate of an existing computer system in which a majority of the VM 
instructions are executed on the host processor in native mode. Thus, 
unprivileged instructions of VMs run directly on the host machine for higher 
efficiency. Other critical instructions should be handled carefully for correctness 
and stability.  
 
The critical instructions are divided into three categories:  
 

1) Privileged instructions,  
2) control sensitive instructions, and  
3) Behavior-sensitive instructions.  

 
Privileged instructions execute in a privileged mode and will be trapped if 
executed outside this mode. Control-sensitive instructions attempt to change the 
configuration of resources used. Behavior-sensitive instructions have different 
behaviors depending on the configuration of resources, including the load and 
store operations over the virtual memory. 
 
A CPU architecture is virtualizable if it supports the ability to run the VM’s 
privileged and unprivileged instructions in the CPU’s user mode while the VMM 
runs in supervisor mode. When the privileged instructions including control- 
and behavior-sensitive instructions of a VM are executed, they are trapped in the 
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VMM. In this case, the VMM acts as a unified mediator for hardware access from 
different VMs to guarantee the correctness and stability of the whole system. 
 
 However, not all CPU architectures are virtualizable. RISC CPU architectures can 
be naturally virtualized because all control- and behavior-sensitive instructions 
are privileged instructions. On the contrary, x86 CPU architectures are not 
primarily designed to support virtualization. This is because about 10 sensitive 
instructions, such as SGDT and SMSW, are not privileged instructions. When 
these instructions execute in virtualization, they cannot be trapped in the VMM. 
 
On a native UNIX-like system, a system call triggers the 80h interrupt and passes 
control to the OS kernel. The interrupt handler in the kernel is then invoked to 
process the system call. On a paravirtualization system such as Xen, a system call 
in the guest OS first triggers the 80h interrupt normally. 
 
Almost at the same time, the 82h interrupt in the hypervisor is triggered. 
Incidentally, control is passed on to the hypervisor as well. When the hypervisor 
completes its task for the guest OS system call, it passes control back to the guest 
OS kernel. Certainly, the guest OS kernel may also invoke the hypercall while it’s 
running. Although paravirtualization of a CPU lets unmodified applications run 
in the VM, it causes a small performance penalty. 
 

3.3.2.1 Hardware-Assisted CPU Virtualization 
 
This technique attempts to simplify virtualization because full or 
paravirtualization is complicated. Intel and AMD add an additional mode called 
privilege mode level (some people call it Ring-1) to x86 processors.  
 
Therefore, operating systems can still run at Ring 0 and the hypervisor can run 
at Ring -1. All the privileged and sensitive instructions are trapped in the 
hypervisor automatically. This technique removes the difficulty of implementing 
binary translation of full virtualization. It also lets the operating system run in 
VMs without modification. 
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3.3.3 Memory Virtualization 

Virtual memory virtualization is similar to the virtual memory support provided by 

modern operating systems. In a traditional execution environment, the operating system 
maintains mappings of virtual memory to machine memory using page tables, which is a 
one-stage mapping from virtual memory to machine memory. All modern x86 CPUs 
include a memory management unit (MMU) and a translation lookaside buffer (TLB) to 
optimize virtual memory performance.  
 
However, in a virtual execution environment, virtual memory virtualization involves 
sharing the physical system memory in RAM and dynamically allocating it to the physical 
memory of the VMs.  
 
That means a two-stage mapping process should be maintained by the guest OS and the 

VMM, respectively: virtual memory to physical memory and physical memory to 
machine memory.  Furthermore, MMU virtualization should be supported, which is 
transparent to the guest OS. The guest OS continues to control the mapping of virtual 
addresses to the physical memory addresses of VMs. But the guest OS cannot directly 
access the actual machine memory. The VMM is responsible for mapping the guest 
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physical memory to the actual machine memory. Figure 3.12 shows the two-level memory 
mapping procedure. 
 

 
the VMM page table is called the shadow page table. Nested page tables add 
another layer of indirection to virtual memory. The MMU already handles 
virtual-to-physical translations as defined by the OS. Then the physical memory 
addresses are translated to machine addresses using another set of page tables 
defined by the hypervisor. Since modern operating systems maintain a set of 
page tables for every process, the shadow page tables will get flooded.  
 
Consequently, the performance overhead and cost of memory will be very high. 
VMware uses shadow page tables to perform virtual-memory-to-machine-
memory address translation. Processors use TLB hardware to map the virtual 
memory directly to the machine memory to avoid the two levels of translation 
on every access. When the guest OS changes the virtual memory to a physical 
memory mapping, the VMM updates the shadow page tables to enable a direct 
lookup.  
 
The AMD Barcelona processor has featured hardware-assisted memory 
virtualization since 2007. It provides hardware assistance to the two-stage 
address translation in a virtual execution environment by using a technology 
called nested paging. 
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3.3.4 I/O Virtualization 
I/O virtualization involves managing the routing of I/O requests between virtual devices 
and the shared physical hardware. At the time of this writing, there are three ways to 
implement I/O virtualization: full device emulation, para-virtualization, and direct I/O.  
 
Full device emulation is the first approach for I/O virtualization. Generally, this approach 
emulates well-known, real-world devices. 
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All the functions of a device or bus infrastructure, such as device enumeration, identification, 
interrupts, and DMA, are replicated in software. This software is located in the VMM and acts as a 
virtual device. The I/O access requests of the guest OS are trapped in the VMM which interacts 
with the I/O devices. The full device emulation approach is shown in Figure 3.14. 
 
A single hardware device can be shared by multiple VMs that run concurrently. However, 
software emulation runs much slower than the hardware it emulates [10,15]. The para-
virtualization method of I/O virtualization is typically used in Xen. It is also known as the split 
driver model consisting of a frontend driver and a backend driver. The frontend driver is running 
in Domain U and the backend driver is running in Domain 0. They interact with each other via a 
block of shared memory.  
 
The frontend driver manages the I/O requests of the guest OSes and the backend driver is 
responsible for managing the real I/O devices and multiplexing the I/O data of different VMs. 
Although para-I/O-virtualization achieves better device performance than full device emulation, it 
comes with a higher CPU overhead. 
 
Direct I/O virtualization lets the VM access devices directly. It can achieve close-to-native 
performance without high CPU costs. However, current direct I/O virtualization implementations 
focus on networking for mainframes. There are a lot of challenges for commodity hardware 
devices. For example, when a physical device is reclaimed (required by workload migration) for 
later reassignment, it may have been set to an arbitrary state (e.g., DMA to some arbitrary memory 
locations) that can function incorrectly or even crash the whole system. Since software-based I/O 
virtualization requires a very high overhead of device emulation, hardware-assisted I/O 
virtualization is critical. 
 
Intel VT-d supports the remapping of I/O DMA transfers and device-generated interrupts. The 
architecture of VT-d provides the flexibility to support multiple usage models that may run 
unmodified, special-purpose, or “virtualization-aware” guest OSes. 
 

 
9.Desktop Virtualization 

What is Desktop Virtualization? 
Desktop virtualization is a method of simulating a user workstation so it can be 
accessed from a remotely connected device. By abstracting the user desktop in 
this way, organizations can allow users to work from virtually anywhere with a 
network connecting, using any desktop laptop, tablet, or smartphone to access 
enterprise resources without regard to the device or operating system employed 
by the remote user. 
 
Remote desktop virtualization is also a key component of digital 
workspaces. Virtual desktop workloads run on desktop virtualization servers 

https://www.vmware.com/topics/glossary/content/virtual-desktops
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which typically execute on virtual machines (VMs) either at on-premises data 
centers or in the public cloud. 
Download Now 

Since the user devices is basically a display, keyboard, and mouse, a lost or 
stolen device presents a reduced risk to the organization. All user data and 
programs exist in the desktop virtualization server, not on client devices. 
 

How does Desktop Virtualization work? 
Remote desktop virtualization is typically based on a client/server model, 

where the organization’s chosen operating system and applications run on a 
server located either in the cloud or in a data center.  

In this model all interactions with users occur on a local device of the 
user’s choosing, reminiscent of the so-called ‘dumb’ terminals popular on 
mainframes and early Unix systems. 
 

What are the benefits of Desktop Virtualization? 
1. Resource Utilization:  
 Since IT resources for desktop virtualization are concentrated in a data 

center, resources are pooled for efficiency.  
 The need to push OS and application updates to end-user devices is 

eliminated, and virtually any desktop, laptop, tablet, or smartphone can be 
used to access virtualized desktop applications.  

 IT organizations can thus deploy less powerful and less expensive client 
devices since they are basically only used for input and output. 

 
2. Remote Workforce Enablement:  
 Since each virtual desktop resides in central servers, new user desktops 

can be provisioned in minutes and become instantly available for new 
users to access.  

 Additionally IT support resources can focus on issues on the virtualization 
servers with little regard to the actual end-user device being used to access 
the virtual desktop.  

 Finally, since all applications are served to the client over a network, users 
have the ability to access their business applications virtually anywhere 
there is internet connectivity.  

 If a user leaves the organization, the resources that were used for their 
virtual desktop can then be returned to centrally pooled infrastructure. 
 

https://www.vmware.com/topics/glossary/content/virtual-machine
https://www.vmware.com/topics/glossary/content/public-cloud
https://www.vmware.com/learn/435015_REG.html?src=WWW_us_MKT_YVIhQFCiJglBM7UqrwmX&int_cid=7012H000001KUGf
https://www.vmware.com/topics/glossary/content/data-center
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3. Security:  
 IT professionals rate security as their biggest challenge year after year.  
 By removing OS and application concerns from user devices, desktop 

virtualization enables centralized security control, with hardware security 
needs limited to virtualization servers, and an emphasis on identity and 
access management with role-based permissions that limit users only to 
those applications and data they are authorized to access.  

 Additionally, if an employee leaves an organization there is no need to 
remove applications and data from user devices; any data on the user 
device is ephemeral by design and does not persist when a virtual desktop 

session ends. 
 

What are the types of Desktop Virtualization? 
The three most popular types of desktop virtualization are  

1. Virtual desktop infrastructure (VDI),  
2. Remote desktop services (RDS), and  
3. Desktop-as-a-Service (DaaS). 

 
1.VDI:  
 VDI simulates the familiar desktop computing model as virtual desktop 

sessions that run on VMs either in on-premises data center or in the cloud.  
 Organizations who adopt this model manage the desktop virtualization 

server as they would any other application server on-premises.  
 Since all end-user computing is moved from users back into the data 

center, the initial deployment of servers to run VDI sessions can be a 
considerable investment, tempered by eliminating the need to constantly 
refresh end-user devices. 

 
2.RDS:  
 is often used where a limited number of applications need be virtualized, 

rather than a full Windows, Mac, or Linux desktop.  
 In this model applications are streamed to the local device which runs its 

own OS.  
 Because only applications are virtualized RDS systems can offer a higher 

density of users per VM. 
 
3.DaaS : 

https://www.vmware.com/topics/glossary/content/virtual-desktop-infrastructure-vdi
https://www.vmware.com/topics/glossary/content/desktop-as-a-service
https://www.vmware.com/topics/glossary/content/end-user-computing
https://www.vmware.com/topics/glossary/content/desktop-as-a-service


UNIT-IV CLOUD COMPUTING TECHNOLOGIES IMCA/II SEM 

Prepared By,  
Mrs.J.SRIVANDHANA.,AP/MCA                                       35 
 

 shifts the burden of providing desktop virtualization to service providers, 
which greatly alleviates the IT burden in providing virtual desktops.  

 Organizations that wish to move IT expenses from capital expense to 
operational expenses will appreciate the predictable monthly costs that 
DaaS providers base their business model on.  

 

Desktop Virtualization vs. Server Virtualization 
In server virtualization, a server OS and its applications are abstracted into a 
VM from the underlying hardware by a hypervisor. Multiple VMs can run on a 
single server, each with its own server OS, applications, and all the application 
dependencies required to execute as if it were running on bare metal. 
 
Desktop virtualization abstracts client software (OS and applications) from a 
physical thin client which connects to applications and data remotely, typically 
via the internet. This abstraction enables users to utilize any number of devices 
to access their virtual desktop. Desktop virtualization can greatly increase an 
organization’s need for bandwidth, depending on the number of concurrent 
users during peak. 
 

Desktop Virtualization vs. App Virtualization 
Application virtualization insulates executing programs from the underlying 
device, where desktop virtualization abstracts the entire desktop – OS and 
applications – which are then accessible by virtually any client device. 
 
Application virtualization simplifies the installation of each individual 
application, which is installed once on a server and then virtualized to the 
various end-user device that it executes on. Client devices are sent a packaged, 
pre-configured executable which eases deployment. 
 
A virtualization application exists as a single instance in the application server, 
so maintenance is greatly simplified. Only one instance needs be updated.  
 
If an application is retired, deleting it from the application server will also delete 
it from all users wherever they are.  
 
Further, since virtualized applications are packaged in their own ‘containers’ 
they cannot interact with each other or cause other applications to fail.  
 

https://www.vmware.com/topics/glossary/content/virtual-desktops
https://www.vmware.com/topics/glossary/content/application-virtualization
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Finally, since virtualized applications are independent of the underlying device 
OS, they can be used on any endpoint, whether Windows, iOS or Linux/Android. 
 
However, application virtualization is not for every application. Compute- 
and graphics-intensive applications can suffer from slowing down causing 
visible lag during rendering, and a solid broadband connection is 
necessary to delivery a user experience comparable to local device  
applications. 
 

10.What is Server Virtualization? 
Server virtualization is used to mask server resources from server users. This 
can include the number and identity of operating systems, processors, and 
individual physical servers. 
 

Server Virtualization Definition 

Server virtualization is the process of dividing a physical server into multiple 
unique and isolated virtual servers by means of a software application. Each 
virtual server can run its own operating systems independently. 
 

Key Benefits of Server Virtualization: 
 Higher server ability 
 Cheaper operating costs 
 Eliminate server complexity 
 Increased application performance 
 Deploy workload quicker 
 

Three Kinds of Server Virtualization: 
1. Full Virtualization: Full virtualization uses a hypervisor, a type of 
software that directly communicates with a physical server's disk space and 
CPU. The hypervisor monitors the physical server's resources and keeps each 
virtual server independent and unaware of the other virtual servers. It also 
relays resources from the physical server to the correct virtual server as it 
runs applications. The biggest limitation of using full virtualization is that a 
hypervisor has its own processing needs. This can slow down applications and 
impact server performance. 
 

https://www.vmware.com/topics/glossary/content/hypervisor
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2. Para-Virtualization: Unlike full virtualization, para-virtualization 
involves the entire network working together as a cohesive unit. Since each 
operating system on the virtual servers is aware of one another in para-
virtualization, the hypervisor does not need to use as much processing power 
to manage the operating systems. 
 
3. OS-Level Virtualization: Unlike full and para-virtualization, OS-level 
visualization does not use a hypervisor. Instead, the virtualization capability, 
which is part of the physical server operating system, performs all the tasks of 
a hypervisor. However, all the virtual servers must run that same operating 
system in this server virtualization method. 

 

 

Why Server Virtualization? 
Server virtualization is a cost-effective way to provide web hosting 

services and effectively utilize existing resources in IT infrastructure. Without 
server virtualization, servers only use a small part of their processing power. 
This results in servers sitting idle because the workload is distributed to only a 
portion of the network’s servers. Data centers become overcrowded with 
underutilized servers, causing a waste of resources and power. 
 
By having each physical server divided into multiple virtual servers, server 
virtualization allows each virtual server to act as a unique physical device. Each 
virtual server can run its own applications and operating system. This process 
increases the utilization of resources by making each virtual server act as a 
physical server and increases the capacity of each physical machine. 
 

11.Google App Engine 

What is Google App Engine?  

Definition  
It is a platform for hosting web applications in Google managed data centers. It is 
cloud computing technology which virtualizes applications across multiple 
servers and data centers.  

https://www.vmware.com/topics/glossary/content/data-center
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Running your web application in Google infrastructure 
 Support different runtime environments 
 Java (JRE 6 with limitation, Servlet 2.5, JDO, JPA) 
 Python (2.5.2) 
 Apps run in sandbox. 
 Automatic scaling and load balancing 
 No server restart, no network issues 

 
4.4.2.1 Google Cloud Infrastructure 
 
 Google has pioneered cloud development by leveraging the large number 

of data centers it operates. 
 For example, Google pioneered cloud services in Gmail, Google Docs, and 

Google Earth, among other applications. These applications can support a 
large number of users simultaneously with HA. 

 Notable technology achievements include the Google File System (GFS), 
MapReduce, BigTable, and Chubby. 

  In 2008, Google announced the GAE web application platform which is 
becoming a common platform for many small cloud service providers.  

 This platform specializes in supporting scalable (elastic) web applications. 
GAE enables users to run their applications on a large number of data 
centers associated with Google’s search engine operations. 
 

4.4.2.2 GAE Architecture 
 Figure 4.20 shows the major building blocks of the Google cloud platform 

which has been used to deliver the cloud services highlighted earlier. GFS 
is used for storing large amounts of data. 

 MapReduce is for use in application program development. Chubby is used 
for distributed application lock services. 

 BigTable offers a storage service for accessing structured data. These 
technologies are described in more detail in Chapter 8. Users can interact 
with Google applications via the 



UNIT-IV CLOUD COMPUTING TECHNOLOGIES IMCA/II SEM 

Prepared By,  
Mrs.J.SRIVANDHANA.,AP/MCA                                       39 
 

 

 

 

 

 

 



UNIT-IV CLOUD COMPUTING TECHNOLOGIES IMCA/II SEM 

Prepared By,  
Mrs.J.SRIVANDHANA.,AP/MCA                                       40 
 

12.Amazon AWS 

 Amazon.com is one of the most important and heavily trafficked Web sites in 

the world.   

  It provides a vast selection of products using an infrastructure based on Web 

services.  

  Starting in 2006, Amazon.com made its Web service platform available to 

developers on a usage-basis Model.  

  Through hardware virtualization on Xen hypervisors, Amazon.com has made it 

possible to create private virtual servers that you can run worldwide.  

 Amazon.com is the world's largest online retailer with net sales in $24.51 billion, 

according to their 2009 annual report.   

 The company is a long way past selling books and records.  

 To support this business, Amazon.com has built an enormous network of IT 

systems to support not only average, but peak customer demands. 

 Amazon Web Services (AWS) takes what is essentially unused infrastructure 

capacity on Amazon.com's network and turns it into a very profitable business  

 Amazon Web Services is based on SOA standards, including HTTP, REST, 

and SOAP transfer protocols, open source and commercial operating systems, 

application servers, and browser-based access.   

  The largest component of Amazon's offerings is Amazon's Elastic Compute 

Cloud (EC2), which generates in excess of $220 million annually as of October 

2009.  

  EC2 is estimated to run on over 40,000+ servers worldwide divided into six 

availability zones.  

Amazon Web Service – Components 
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Amazon Web Service Components

Amazon Elastic Compute Cloud (EC2) is the central

application in the AWS portfolio.

 It enables the creation, use, and management of

virtual private servers running the Linux or Windows

operating system over a Xen hypervisor.

 Amazon Machine Instances are sized at various levels

and rented on a computing/hour basis.

A number of tools are used to support EC2 services:

Amazon Simple Queue Service (SQS) is a message

queue or transaction system for distributed Internet-based

applications.

Amazon Simple Notification Service is a Web service

that can publish messages from an application and deliver them

to other applications or to subscribers

Amazon Web Service Components

Amazon CloudWatch, which provides a console or

command line view of resource utilization and operational

indicators for factors such as processor demand, disk

utilization, and network I/O.

The metrics obtained by CloudWatch may be used to

enable a feature called Auto Scaling that can automatically

scale an EC2 site based on a set of rules that you create.

 Auto Scaling is part of Amazon Cloudwatch and available

at no additional charge.

 Amazon Machine Instances (AMIs) in EC2 can be load

balanced using the Elastic Load Balancing feature.
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Amazon Web Service Components

Amazon Simple Storage System (S3) is an online
backup and storage system, which is described in “Working
with Amazon Simple Storage System (S3)” later in this
chapter.

A high speed data transfer feature called AWS
Import/Export can transfer data to and from AWS using
Amazon's own internal network to portable storage devices.

Amazon Elastic Block Store (EBS) is a system for
creating virtual disks (volume) or block level storage devices
that can be used for Amazon Machine Instances in EC2.

Amazon SimpleDB is a structured data store that
supports indexing and data queries to both EC2 and S3.

Amazon Relational Database Service (RDS) allows
you to create instances of the MySQL database to support
your Web sites and the many applications that rely on data-
driven services.

 

13.Federated in the cloud 

Federated cloud is a seamless environment formed by connecting the cloud environment 

of two or more cloud service provider using a common standard. Federated cloud 

integrates heterogeneous cloud environment such as community cloud, public cloud, and 

private cloud in order to scale up the resources and services for the users. 

We will also discuss the properties of a federated cloud environment and its advantages. 

Content: Federated Cloud 

1. What is Federated Cloud? 

2. Federated Cloud Architecture 

3. Cloud Federation Properties 

4. Types of Federation in Cloud 

5. Advantages of Federated Cloud 

What is the Federation in Cloud?  

Cloud computing offers computing resources such as servers, databases, storage, 

networking, runtime environment, virtualization, & software to its customer on their 

https://binaryterms.com/federated-cloud.html#WhatisFederatedCloud?
https://binaryterms.com/federated-cloud.html#FederatedCloudArchitecture
https://binaryterms.com/federated-cloud.html#CloudFederationProperties
https://binaryterms.com/federated-cloud.html#TypesofFederationinCloud
https://binaryterms.com/federated-cloud.html#AdvantagesofFederatedCloud
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demand over the internet. Customers consume these cloud services with pay as you go 

pricing model.  

Now the term federation is associated with the cloud. Federation means associating 

small divisions to a single group for performing a common task. Federated cloud is 

formed by connecting the cloud environment of several cloud providers using a common 

standard. This federation in the cloud helps the provider to easily scale up the resource to 

match business needs. 

Federated Cloud Architecture  

The architecture has three basic components discussed below: 

1. Cloud Exchange 

The Cloud Exchange act as a moderator between cloud coordinator and cloud 

broker. The cloud exchange maps the demands of the cloud broker to the 

available services offered by the coordinator. The cloud exchange has the track 

record of what is the current cost, demand patterns and available cloud providers 

and this information is periodically updated by the cloud coordinator. 

The cloud brokers interact with cloud exchange to gain information about the existing 

SLA policies, availability of resources offered by the cloud providers. 
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Following are the services offered by cloud exchange to both cloud broker and cloud 

coordinator. 

 Database Repository: Cloud exchange act as a database repository 

or directory where cloud broker announces their resources, service and the price they 

offer for the services. The customer then analyze this repository to search the most 

appropriate service and price suiting them and place a request for the service 

 Dealer: The cloud exchanger always updates policies of its participants, they 

always act as a third party between broker and coordinator. 

 Bank: Cloud exchanger facilitates the financial transaction between cloud 

vendors and its clients thus maintaining the trust. 

2. Cloud Coordinator 

The cloud controller manages the cloud enterprises and their membership. The 

cloud coordinator allocates the cloud resources to the remote users based on the 

quality of service they demand and the credits they have in the cloud bank. Based 

on the policies of SLA the marketing and pricing policies are developed by the 

cloud coordinator. 

3. Cloud Broker 
On behalf of the customer, it is the cloud broker who interacts with the cloud 

coordinator, analyzes the SLA agreement, resources offered by different cloud 

providers in cloud exchange. Cloud broker finalized the most appropriate deal for 

their client. 
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Cloud Federation Properties 

Cloud federation properties can be classified into two categories i.e. functional cloud 

federation properties and usage cloud federation properties. 

Functional Cloud Federation Properties  

1. Authentication: Cloud federation has the involvement of several foreign resources 

that have participated in the federation. To consume these foreign resource customer 

must be provided with the access credential relevant to the target foreign resource. 

However, the respective foreign resource must also have authentication information of 

the customer. 

2. Integrity: Integrity in the federated cloud offers and demand consistent resources by 

the providers participated in the federation. If the federated cloud environment lacks in 

providing the resources its purpose becomes questionable. 

To maintain the consistency of the environment management is needed by the providers 

they can even designate a federation administrative board or the provider can automate 

the process which will trigger the administrative action when any irregularity is detected. 

3. Monitoring: Federated cloud can be monitored in two ways global monitoring and 

monitoring as a service (MaaS). Global monitoring aids in maintaining the federated 

cloud. MaaS provides information that helps in tracking contracted services to the 

customer. 

4. Object: Marketing object in cloud computing are infrastructure, software, platform 

that are offered to the customer as a service. These objects have to pass through 

federation when consumed in the federated cloud. 

5. Contracts: In cloud computing, the agreement between provider and consumer i.e. 

service level agreement (SLA) has both technical as well as administrative commitments 

between provider and consumer. In addition to SLA federated cloud has a federation 

level agreement that encloses commitment to the functional and usage properties. 

6. Provisioning: Allocating services and resources offered by the cloud provider to the 

customer through federation. It can be done manually or automatically. In 

an automatic way, the best provider is chosen to allocate the resources and services to 

the customer. In the manual way entity in the federation selects the provider to allocate 

the resources and services. 
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7. Service Management: Service management discovers and publishes the services 

offered by the federated cloud. 

8.Interoperability: Interoperability is a mechanism with which the customer’s system is 

able to interact with the cloud service or cloud service in the federation is able to interact 

with other cloud services. 

9. Commercialization: The providers participated in federation publish their offers to a 

central entity. The customer interacts with this central entity to verify the prices and 

propose an offer. 

Usage Cloud Federation Properties 

1. Interaction Architecture: In the federated cloud, the customers can interact with 

the architecture either centrally or in a decentralized manner. In centralized interaction, 

the customer has interacted with a broker to mediate between them and the organization. 

Decentralized interaction allows the customer to interact directly with the clouds in the 

federation. 

2. Expansion: Expansion of federation depend on how the resources and services in the 

federation are used. 

3. Centric: The federated cloud focuses on the implementation and usability of elements 

in the federated cloud architecture. The four centrics of the federated cloud are customer, 

business, provider, service. The federated cloud architecture and mechanism are 

designed prioritizing the customer. Business-centric focuses on the monetization. 

Provider centric focuses on maximizing the use of resources and services. Service 

centric focus on the services and their specialities. 

4. Practice Niche: Federated cloud can be practised with different niches like 

commercial and non-commercial. 

5. Volunteer: The providers must voluntarily involve in the federation and must be able 

to take the decision to leave the federation when they require. 

6. Visibility: Visibility of a federated cloud helps the customer to interpret the 

organization of multiple clouds in the federated environment. 
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Types of Federation in Cloud 

Federation in the cloud is an ability to connect two or more cloud computing 

environment of distinct cloud service providers. The federation can be classified into 

four types. 

 Permissive federation 

Permissive federation allows the interconnection of the cloud environment of two 

service providers without the verifying identity of peer cloud using DNS lookups. 

This raises the chances of domain spoofing. 

 Verified Federation 

Verified federation allows interconnection of the cloud environment, two service 

providers, only after the peer cloud is identified using the information obtained from 

DNS. Though the identity verification prevents spoofing the connection is still not 

encrypted and there are chances of DNS attack. 

 Encrypted Federation 

Encrypted federation allows interconnection of the cloud environment of two services 

provider only if the peer cloud supports transport layer security (TSL). The peer cloud 

interested in the federation must provide the digital certificate which still 

provides mutual authentication. Thus encrypted federation results in weak identity 

verification. 

 Trusted federationallows two clouds from different provider to connect only 

under a provision that the peer cloud support TSL along with that it provides 

a digital certificate authorized by the certification authority (CA) that is trusted by 

the authenticating cloud. 

Advantages of Federated Cloud 

1. Federated cloud allows scaling up of resources. 

2. Federated cloud increases reliability. 

3. Federated cloud has increased collaboration of cloud resources. 

4. Connects multiple cloud service provider globally to let providers buy and sell 

their services on demand. 

5. Dynamic scalability reduces the cost and time of providers. 
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