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UNIT V  SECURITY ASSESSMENT       9  

Security Monitoring and Improvement-Security Audit-Security Performance-

Information Risk Reporting-Information Security Compliance Monitoring-Security 

Monitoring and Improvement Best Practices. 

 

CS-UNIT-5                                                                             PART-A(2 MARKS) 

1. What is Alarm processor? 

Soln:- 

Some of the events detected by the event discriminator are defined to be 

alarm events. For such events, an alarm is issued to an alarm processor. 

The alarm processor takes some action based on the alarm events and this 

action is an auditable event that is recorded in the audit recorder. 

2. What is Security audit trail? 

Soln:- 

The audit recorder creates a formatted record of each event and stores it in 

the security audit trail. 

3. What are the key objectives of an external security audit? 

Soln:- 

The  key objectives are as follows: 

 Assess the process of the internal audit. 

 Determine the commonality and frequency of recurrence of various 

types of security violations. 

 Identify the common causes. 

 Provide advisory and training inputs to tackle the neglect of procedures. 

 Review and update the policy. 

4. What is technical vulnerability? 

Soln:- 

A technical vulnerability is a hardware, software, or firmware weakness or 

design deficiency that leaves an information system open to assault, harm, 

or unauthorized exploitation, either externally or internally, thereby 

resulting in unacceptable risk of information compromise, information 

alteration, or service denial.  Figure llustrates the five key steps involved in 

vulnerability management.  

5. What is Quality assurance? 

Soln:- 

Security metrics can be used during the software development life cycle to 

eliminate vulnerabilities, particularly during code production, by 

performing functions such as measuring adherence to secure coding 
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standards, identifying likely vulnerabilities, and tracking and analyzing 

security flaws that are eventually discovered. 

6. How does the SGP define the security performance function? 

Soln:- 

The SGP defines the security performance function as follows: 

 Security monitoring and reporting—This consists of monitoring 

security performance regularly and reporting to specific audiences, such as 

executive management. 

 Information risk reporting—This consists of producing reports related 

to information risk and presenting reporting to executive management on a 

regular basis. 

 Information security compliance monitoring—This consists of 

information security controls derived from regulatory and legal drivers and 

contracts used to monitor security compliance. 
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CS-UNIT-5                                                           PART-B(13 MARKS) 

1. Briefly define the terms security audit and security audit trail.(6) 

Soln:- 

A security audit is an independent review and examination of a system’s 

records and activities to determine the adequacy of system controls, ensure 

compliance with established security policy and procedures, detect 

breaches in security services, and recommend any changes that are 

indicated for countermeasures. 

 The key objective of a security audit is to assess the security of the 

system’s physical configuration and environment, software, information 

handling processes, and user practices. 

A security audit trail is a chronological record of system activities that is 

sufficient to enable the reconstruction and examination of the sequence of 

environments and activities surrounding or leading to an operation, a 

procedure, or an event in a security-relevant transaction from inception to 

final results. Its key objective is to provide a historical record of 

progression based on a sequence of events to provide proof of compliance 

and operational integrity. 

 

2. NIST IR 7564 defines three broad uses of security metrics. 

Enumerate them.  (7) 

Soln:- 

NIST IR 7564 defines the following three broad uses of security metrics: 

Strategic support—Assessments of security properties can be used to aid 

indifferent kinds of decision making, such as program planning, resource 

allocation, 

and product and service selection. 

Quality assurance—Security metrics can be used during the 

softwaredevelopment life cycle to eliminate vulnerabilities, particularly 

during codeproduction, by performing functions such as measuring 

adherence to secure codingstandards, identifying likely vulnerabilities, and 

tracking and analyzing securityflaws that are eventually discovered. 

Tactical oversight—Monitoring and reporting of the security status or 

posture ofan IT system can be carried out to determine compliance with 

securityrequirements (for example, policies, procedures, regulations), 

gauge theeffectiveness of security controls and manage risk, provide a basis 

for trendanalysis, and identify specific areas for improvement. 
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3. What guidelines does COBIT 5 define for the performance and 

conformanceand system of internal control process?(7) 

Soln:- 

COBIT 5 defines the following steps for the performance and 

conformanceprocess: 

1. Establish a monitoring approach—Engage with stakeholders to 

establish andmaintain a monitoring approach to define the objectives, 

scope, and method formeasuring business solution and service delivery 

and contribution to enterpriseobjectives. Integrate this approach with the 

corporate performance managementsystem. 

2. Set performance and conformance targets—Work with stakeholders 

to define,periodically review, update, and approve performance and 

conformance targetswithin the performance measurement system. 

3. Collect and process performance and conformance data—Collect 

and processtimely and accurate data aligned with enterprise approaches. 

4. Analyze and report performance—Periodically review and report 

performanceagainst targets, using a method that provides a succinct all-

around view of ITperformance and fits within the enterprise monitoring 

system. 

5. Ensure the implementation of corrective actions—Assist 

stakeholders inidentifying, initiating, and tracking corrective actions to 

address anomalies. 

For the system of internal control process, COBIT 5 defines the 

following steps: 

1. Monitor internal controls. Continuously monitor, benchmark, and 

improve the ITcontrol environment and control framework to meet 

organizational objectives. 

2. Review business process controls effectiveness. Review the 

operation ofcontrols, including a review of monitoring and test evidence, to 

ensure thatcontrols in business processes operate effectively. Include 

activities to maintainevidence of the effective operation of controls through 

mechanisms such asperiodic testing of controls, continuous control 

monitoring, independentassessments, command and control centers, and 

network operations centers. 

3. Perform control self-assessments. Encourage management and 

process owners totake positive ownership of control improvement through 

a continuing program ofself-assessment to evaluate the completeness and 

effectiveness of management’scontrol over processes, policies, and 

contracts. 
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4. Identify and report control deficiencies. Identify control deficiencies 

and analyse and identify their underlying root causes. Escalate control 

deficiencies and reportto stakeholders. 

5. Ensure that assurance providers are independent and qualified. 

Ensure that theentities performing assurance are independent from the 

function, groups, ororganizations in scope. 

6. Plan assurance initiatives. Plan assurance initiatives based on 

enterpriseobjectives and strategic priorities, inherent risk, resource 

constraints, andsufficient knowledge of the enterprise. 

7. Scope assurance initiatives. Define and agree with management on the 

scope ofthe assurance initiative, based on the assurance objectives. 

8. Execute assurance initiatives. Execute the planned assurance 

initiative. Reporton identified findings. Provide positive assurance 

opinions, where appropriate,and recommendations for improvement 

relating to identified operationalperformance, external compliance, and 

internal control system residual risk. 

 

4. Describe the monitoring and reporting function, as per SP 800-55. 

(6) 

SP 800-55 provides the following view of implementing the monitoring 

andreporting function based on the security performance metricsshown in 

Figure 18.3. 

 
This process proceeds in six steps: 

1. Prepare for data collection—This step involves the metrics 

developmentprocess. 
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2. Collect data and analyze results—The analysis should identify gaps 

betweenactual and desired performance, identify reasons for undesired 

results, and identifyareas that require improvement. 

3. Identify corrective actions—Based on step 2, determine appropriate 

correctiveactions and prioritize them based on risk mitigation goals. 

4. Develop business case—This involves developing a cost model for 

eachcorrective action and making a business case for taking that action. 

5. Obtain resources—Obtain the needed budget and resource allocation. 

6. Apply corrective actions—These actions may include adjustments in 

management,technical, and operational areas. 

 

5. ISACA’s guidance on information risk reporting is based on which 

two concepts of COBIT 5(6) 

Soln:-           

 ISACA’s guidance on information risk reporting is based on the following 

twoconcepts of COBIT 5: 

Process—This is defined as a collection of practices influenced by 

theenterprise’s policies and procedures that takes inputs from a number of 

sources(including other processes), manipulates the inputs, and produces 

outputs (forexample, products, services). Processes have clear business 

reasons for existing,accountable owners, clear roles and responsibilities 

around the execution of theprocess, and the means to measure 

performance. 

Activity—This is the main action taken to operate the process. It 

providesguidance to achieving management practices for successful 

governance andmanagement of enterprise IT. It involves describing a set of 

necessary and 

sufficient action-oriented implementation steps to achieve a governance 

practice ormanagement practice. 

 

6. What are the generic steps for security compliance monitoring?(6) 

The generic steps for security compliance monitoring are as follows: 

1. Identify key stakeholders and/or partners across the organization who 

regularlydeal with institutional compliance issues (for example, legal, risk 

management,privacy, audit). 

2. Identify key standards, regulations, contractual commitments, and other 

areas thataddress specific requirements for security and privacy. 

3. Perform a high-level gap analysis of each compliance requirement that 

isapplicable to determine where progress needs to be made. 
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4. Develop a prioritized action plan to help organize remedial efforts. 

5. Develop a compliance policy, standard, roles and responsibilities, 

and/orprocedures in collaboration with other key stakeholders. 

 

CS-UNIT-5                                                           PART-C(15 MARKS) 

1. What are the key elements of the X.816 security audit model’s 

relationship with security alarms? Explain in detail with neat diagram   

(15) 

Soln:- 

Security audit mechanisms are not involved directly in the prevention of 

security violations. The basic objective of a security audit is to establish 

accountability for system entities that initiate or participate in security-

relevant events and actions. Thus, means are needed to generate and 

record a security audit trailand to review and analyze the audit trail to 

discover and investigate security violations. 

Security Audit and Alarms Model 

X.816 has developed a model that shows the elements of the  security 

auditing function and their relationships to security alarms is shown in Fig. 

Key elements of the X.816 model for security audit’s relationship with 

security alarms are as follows: 

Event discriminator—This logic embedded into the software of the 

system monitors system activity and detects security-related events that it 

has been configured to detect. 

Audit recorder—For each detected event, the event discriminator 

transmits the information to an audit recorder. The model depicts this 

transmission as being in the form of a message. The audit could also be 

done by recording the event in a shared memory area. 

Alarm processor—Some of the events detected by the event discriminator 

are defined to be alarm events. For such events, an alarm is issued to an 

alarm processor. The alarm processor takes some action based on the 

alarm events and this action is an auditable event that is recorded in the 

audit recorder. 

Security audit trail—The audit recorder creates a formatted record of 

each event and stores it in the security audit trail.Some of the auditable 

items suggested in the X.816 model of security audits and alarms are as 

follows: 

 Security-related events related to a specific connection, such as 

connection request/confirmation. 
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 Security-related events related to the use of security services, such as 

security service requests. 

 Security-related events related to management, such as management 

operations/notifications. 

 
   Fig. Security Audit and Alarms Model 

 Events such as access denials, authentication, and attribute changes. 

 Individual security services such as authentication results, access control 

results, non-repudiation, and integrity responses. 

 

2. What are the four different types of audit trails?   (7) 

Soln:- 

There are four types of audit trails: 

 System-level audit trail—This type of audit trail is generally used to 

monitor and optimize system performance but can serve a security audit 

function as well. The system enforces certain aspects of security policy, 

such as access to the system itself.  

 Application-level audit trail—Application-level audit trails may be 

used to detect security violations in an application or to detect flaws in the 

application’s interaction with the system. User-level audit trail—A user-

level audit trail traces the activity of individual users over time. It can be 

used to hold a user accountable for his or her actions.  

 Physical access audit trail—This type of audit trail can be generated by 

equipment that controls physical access and is then transmitted to a central 
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host for subsequent storage and analysis. Examples include card-key 

systems and alarm systems. 

 

 

3. What are the three key processes for the COBIT 5 Monitor, Evaluate, 

and Assess domain?            (15) 

Soln:-Table  lists the metrics defined for these three processes.The three 

key processes for the COBIT 5 Monitor, Evaluate, and Assess domain are as 

follows: 

Performance and conformance—Collect, validate, and evaluate business, 

IT, andprocess goals and metrics. Monitor to ensure that processes are 

performing againstagreed-on performance and conformance goals and 

metrics and provide reportingthat is systematic and timely. 

 
 

System of internal control—Continuously monitor and evaluate the 

controlenvironment, including self-assessments and independent 

assurance reviews.Enable management to identify control deficiencies and 
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inefficiencies and toinitiate improvement actions. Plan, organize, and 

maintain standards for internalcontrol assessment and assurance activities. 

Compliance with external requirements—Evaluate whether IT 

processes and ITsupportedbusiness processes are compliant with laws, 

regulations, and contractualrequirements. Obtain assurance that the 

requirements were identified and compliedwith and integrate IT 

compliance with overall enterprise compliance. 

 

4. Discuss Security Monitoring and Improvement Best Practices in 

detail                                                                                                                         (8) 

Soln:- 

The SGP breaks down the best practices in the security monitoring and 

improvementcategory into two areas and eight topics and provides 

detailed checklists for each topic. 

The areas and topics are as follows: 

Security audit: This area provides guidance for conducting thorough, 

independent,and regular audits of the security status of target 

environments (critical businessenvironments, processes, applications, and 

supporting systems/networks). 

Security audit management: The objective of this topic is to ensure that 

securitycontrols have been implemented effectively and that risk is being 

adequatelymanaged and to provide the owners of target environments and 

executivemanagement with an independent assessment of their security 

status. 

Security audit process—planning: Provides guidance on a methodology 

forsecurity audits. 

Security audit process—fieldwork: Provides a checklist of actions related 

to collecting relevant background material, performing security audit tests, 

and recording the results of the tests. 

Security audit process—reporting: Provides a checklist of items that 

shouldbe in the security audit report, as well as guidance on the reporting 

process. 

Security audit process—monitoring: Provides a checklist of actions 

toensure the risks identified during security audits are treated 

effectively,compliance requirements are being met, and agreed security 

controls arebeing implemented within agreed time scales. 

Security performance: This area provides guidance for monitoring 

informationrisks; compliance with the security-related elements of legal, 

regulatory, andcontractual requirements; and the overall information 
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security condition of theorganization on a regular basis, reporting the 

results to specific audiences, such asexecutive management. 

Security monitoring and performance: The objective of this topic is to 

ensurethat there is a reporting function that provides selected audiences 

with a relevant,accurate, comprehensive, and coherent assessment of 

information securityperformance. 

Information risk reporting: The objective of this topic is to ensure that 

there is areporting function that provides executive management with an 

accurate,comprehensive, and coherent view of information risk across the 

organization. 

Information security compliance monitoring: This topic provides 

guidelines fora security management process that should be established, 

which comprisesinformation security controls derived from regulatory and 

legal drivers andcontracts. 
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MODEL QUESTION BANK JULY 2023 

Branch/ Sem : I MCA / II Semester        Date: 03-07-23 

Subject Code &Subject Name : MC4205-  CYBER SECURITY    

   Part – A  (2  Marks) 

1. Define Cyber Security 

2. How to break the CIA model into three parts? 

3. How to Provide firewall security for your Internet connection? 

4. List out five phases of SDLC in IT system 

5. Write the term privacy from an information point of view. 

6. What is AppVet? 

7. What does the term employment life cycle mean? 

8. What is the significance of a risk organisation? 

9. What are the key activities for the disposal phase?                                

10. What does COTS stand for, and what does it mean? Give some examples of  

COTS. 

11. What does TCO stand for, and what does it mean? 

12. Write  the term control gates from SDLC point of view. 

13. What is the concept of technical security controls? 

14. List and describe some common types of malware. 

15. Does the SABSA matrix provide two-way traceability? If yes, how? 

16. What are two generic approaches to intrusion detection? 

17. Define the terms security audit and security audit trail. 

18. What are the key objectives of an external security audit? 

19. What is Alarm processor? 

20. How does the SGP define the security performance function? 

 

       PART – B ( 13  MARKS) 

1. (i).Identify the various vulnerability in cyber security and explain in detail          (7)  

    (ii).What are the system that can be affected by security breaches and attacks  

and  explain in detail                                                        (6) 

2. Discuss Best practices for cyber security in detail.                       (13)  

3. Describe the Motivation and the resources for carrying out an attack make  

humans potentially dangerous threat-sources.    (13) 

4. (i) Discuss about Bell La Padula security model  in detail  (7) 

    (ii).What are the challenges of cyber security?    (6) 
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5. Explain  the four phases of the cyber security learning continuum with neat  

diagram in detail?                 (13) 

6. (i).What is the best way to manage hardware equipment after its  

deployment?                                                                                                    (7)           

(ii).Enumerate key security considerations throughout the SDLC                      (6) 

7. What are the goals, three main processes and tools used for a security  

awareness program in detail with necessary diagram?                                     (13) 

 

8. (i).Explain the NIST risk management framework’s six-step approach to  

managing overall risk.   (13) 

   (ii). What are four phases of the DevOps reference architecture?                       (7) 

9. Explain the typical stages of application life cycle management.                      (13) 

10. (i). Discuss Corporate Business Application Security in detail                          (7) 

     (ii).Explain Application Performance Management in detail with neat diagram(6) 

11. (i).What is ModSecurity? Highlight some of its salient features.                          (8) 

 (ii).List some of the benefits of EUDAs.                         (5)              

12. (i). What are the three authentication factors in user identity authentication?    (7) 

     (ii).How can you categorize authentication protocols used with a smart token? (6) 

13. Explain three types of flows associated with a supply chain .How is an  

      ICT supply chain different from a general supply chain? (13) 

14. (i). What are the main external and Internal risks of a supply chain? and  

explain in detail        (7) 

     (ii).What are the steps to prevent delivery of malicious payload in a  

Cyber attack kill chain?                                                                      (6) 

15. Explain the layers of the SABSA model.     (13) 

16. Explain the typical architectural components of a PKI system                       (13) 

17. What are the key elements of the X.816 security audit model’s relationship with  

security alarms? Explain in detail with neat diagram                                    (13) 

18. (i).ISACA’s guidance on information risk reporting is based on which two  

concepts of COBIT 5?      (6) 

(ii).Discuss Security Monitoring and Improvement Best Practices in detail          (7) 

19. (i) What guidelines does COBIT 5 define for the performance and  

conformance and system of internal control process?                          (7) 

     (ii). Describe the monitoring and reporting function, as per SP 800-55 (6) 

20. What are the three key processes for the COBIT 5 Monitor, Evaluate, and  

Assess domain?           (13) 

 

     PART – C (15 MARKS) 

1. (i).Discuss different types of risk Assessment in the risk management  

methodology in detail.      (7)  

    (ii). Explain the four steps of the security categorization process included in NIST   

SP800-60.          (8) 

2. (i).Explain the term technical vulnerability. What are five key steps  

involved in vulnerability management?     (8) 

        (ii). Discuss Biba Integrity Model in detail                                      (7) 

3. (i).What does the term BYOD stand for, and what does it mean? Cite some               
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challenges it imposes to an organizations security.        (8)            

   (ii).Define media sanitization and list three actions for sanitization.      (7)  

4. Case study on OWASP vulnerabilities using OWASP ZAP tools                      (15) 

 

 

 


