UNIT IV TECHNICAL SECURITY 9

Supply  Chain  Management-Cloud  Security-Security  Architecture-Malware
Protection-Intrusion Detection-Digital Rights Management-Cryptographic
Techniques-Threat and Incident Management-Vulnerability Management-Security
Event Management-Forensic Investigations- Local Environment Management-
Business Continuity.

CS-UNIT-4 PART-A (2MARKS)
1. What does ICT stand for, and what does it mean?
Soln:-

ICT, which stands for information communication technology, comprises a
collection of devices, networking components, applications, and systems
that together allow people and organizations to interact in the digital
world. ICT is generally used to represent a broader, more comprehensive
list of all components related to computer and digital technologies than IT.
2.List the supply chain security controls mentioned in SP 800-161
standard.

Soln:-SP 800-161 organizes security controls for SCRM into the following
categories:

e Awareness and training

e Security assessment and authorization

¢ Configuration management

¢ Identification and authentication

¢ Incidentresponse

e Maintenance

e Planning

e Program management

e Personnel security

e Risk assessment

3.Enumerate three security controls in the provenance family.
Soln:-The three security controls of the provenance family are as follows:

e Provenance policy and procedures—This provides guidance for
implementing a provenance policy.

e Tracking provenance and developing a baseline—This provides
details concerning the tracking process.

¢ Auditing roles responsible for provenance—This indicates the role
auditing plays in an effective provenance policy.
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4. Define the term cloud computing.

Soln:- Cloud computing is a model for enabling ubiquitous, convenient, on-
demand, and scalable network access to a shared pool of configurable
computing resources (for example, networks, servers, storage, applications,
services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.

5.What is a security architecture? What are the key characteristics of
a security architecture?

Soln:-

Security architecture is a unified security design that addresses the
necessities and potential risks involved in a certain scenario or
environment. Its key characteristics are as follows:

e It consists of a transparent and coherent overview of models, principles,
starting points, and conditions that give a concrete interpretation of the
information security policy, usually without speaking in terms of specific
solutions.

e It reduces a complex problem into models, principles and sub problems
that can be understood.

6. What is the concept of technical security controls?

Soln:-

Technical security controls are safeguards or countermeasures designed
for an information system that are primarily implemented and executed by
the information system through mechanisms contained in the hardware,
software, or firmware components of the system (for example, biometric
controls).

7.Does the SABSA matrix provide two-way traceability? If yes, how?
Soln:-The two-way traceability is as follows:

e Completeness—Completeness answers the question “Has every
business requirement been met?” The layers and matrix allow you to trace
every requirement through to the components that provide a solution.

¢ Justification—]Justification answers the question “Is every component of
the architecture needed?” When someone questions “Why are we doing it
this way?” the rationale is plain if you trace back to the business
requirements that drive the specific solution.

8.List and describe some common types of malware.

Soln:-Some common types of malware are as follows:

e Adware

e Backdoor/trapdoor
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e Keylogger

e Kit (virus generator)

e Logic bomb

e Malware as a Service

e Ransomware

e Rootkit

e Spyware

e Trojan horse

e Virus

e Zombie/bot

9.What are some best practices for avoiding common security
mistakes with IAM?

Soln:-Some of the best practices for avoiding common security mistakes
with [AM are as follows:

e Proactively train staff to spot warning signs of phishing attacks and
social engineering.

e Implement least-privilege access controls by giving access to systems
only when itis needed.

¢ Implement controls and monitoring tools to access privileged systems
and data.

e Protect your mobile and cloud applications.

e Stop breaches that start on endpoints by granting access to apps and
infrastructure from trusted and secured endpoints.

10. What are the two difficulties, or challenges, that result from the
use of vulnerability scans

Soln:-An enterprise needs to address two challenges involved in scanning:
¢ Disruptions caused by scanning—The scanning process can impact
performance. IT operations staff need to be in the loop. They should be
made aware of the importance and relevance of scans. Also, timing needs to
be resolved to ensure that scanning does not conflict with regular
maintenance schedules.

e Huge amounts of data and numerous false positives—Technical
vulnerability management practices can produce very large data sets. It is
important to realize that even though a tool indicates that a vulnerability is
present, frequently follow up evaluations are needed validate these
findings.
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11. What is an intrusion detection system? How may such a system
be classified?

Soln:-An intrusion detection system (IDS) is a system that monitors
network traffic for suspicious activity and issues alerts when such activity
is discovered. Typically, it detects and reports all types of anomalies. There
are two types of IDSs:

e Host-based IDS—This monitors the characteristics of a single host and
the events occurring within that host for suspicious activity. Host-based
IDSs can determine exactly which processes and user accounts are involved
in a particular attack on the operating system.

e Network-based IDS—This monitors network traffic for particular
network segments or devices and analyzes network, transport, and
application protocols to identify suspicious activity.

12. What are two generic approaches to intrusion detection?
Soln:-Two generic approaches to intrusion detection are as follows:

e Misuse detection—Misuse detection is based on rules that specify
system events, sequences of events, or observable properties of a system
that are believed to be symptomatic of security incidents.

e Anomaly detection—Anomaly detection is based on detection of
activity that is different from the normal behavior of system entities and
system resources. An advantage of anomaly detection is that it is able to
detect previously unknown attacks based on an audit of activity.

13. What are some common approaches to recognizing sensitive
data in real time?

Soln:-Some common ways to recognize sensitive data in real time are as
follows:

¢ Rule-based—Regular expressions, keywords, and other basic pattern-
matching techniques are best suited for basic structured data, such as
credit card numbers and Social Security numbers. This technique efficiently
identifies data blocks, files, database records, and so on that contain easily
recognized sensitive data.

e Database fingerprinting—This technique searches for exact matches to
data loaded from a database, which can include multiple-field
combinations, such as name, credit card number, and CVV number.

e Exact file matching—This technique involves computing the hash value
of a file and monitoring for any files that match that exact fingerprint. This
is easy to implement and can be used to check whether a file has been
accidentally stored or transmitted in an unauthorized manner.

82



e Partial document matching—This technique looks for a partial match
on a protected document. It involves the use of multiple hashes on portions
of the document, such that if a portion of the document is extracted and
filed elsewhere or pasted into an email, it can be detected.

14. Who /what are the principal users of a DRM system?

Soln:-

Principal users of DRM system are as follows:

e Content provider—The content provider holds digital rights to the
content and wants to protect these rights.

e Distributor—The distributor provides distribution channels, such as an
online shop or a web retailer.

e Consumer—The consumer uses the system to access the digital content
by retrieving downloadable or streaming content through the distribution
channel and then paying for the digital license (for example, Netflix users).
e Clearinghouse—The clearinghouse handles the financial transaction for
issuing the digital license to the consumer and pays royalty fees to the
content provider and distribution fees to the distributor accordingly (for
example, PCH/Media).

15. What is cryptography? How is it useful?

Soln:-

Cryptography is a method of converting ordinary plaintext into
unintelligible text and vice versa. Cryptography not only protects data from
theft or alteration but can also be used for user authentication. It is useful
in the following processes:

e Data encryption—Data encryption is a powerful and cost-effective
means of providing data confidentiality and data integrity.

e Data integrity—Data integrity is established by cryptographic
algorithms that can provide an effective way to determine whether a block
of data (for example, email text, message, file, database record) has been
altered in an unauthorized manner.

e Data signature—The digital signature, or electronic signature, is the
electronic equivalent of a written signature that can be recognized as
having the same legal status as a written signature.

e User authentication—Cryptography is a powerful authentication tool.
Instead of communicating passwords over an open network, authentication
can be performed by demonstrating knowledge of a cryptographic key. A
one-time password, which is not susceptible to eavesdropping, can be used.
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16. List five Key ingredients of symmetric encryption.

Soln:-Symmetric encryption has the following five ingredients:

¢ Plaintext—This refers to the original message or data block that is fed
into the algorithm as input.

e Encryption algorithm—This performs various substitutions and
transformations on the plaintext.

e Secret key—This is one of the main inputs to the encryption algorithm.
The exact substitutions and transformations performed by the algorithm
depend on the key.

e Ciphertext—This refers to the scrambled message produced as output.
It depends on the plaintext and the secret key. For a given data block, two
different keys produce two different ciphertexts.

e Decryption algorithm—This is the inverse of the encryption algorithm:
It uses the ciphertext and the secret key and produces the original
plaintext.

17. What are the key ingredients of a public key encryption scheme?
Soln:-A public key encryption scheme has following ingredients:

¢ Plaintext—This is the readable message or data block that is fed into the
algorithm as input.

¢ Encryptionalgorithm—This performs various transformations (mainly
mathematical operations) on the plaintext.

e Public and private key—This refers to a pair of keys that have been
selected so that if one is used for encryption, the other is used for
decryption.

e Ciphertext—This refers to the scrambled message produced as output.
It depends on the plaintext and the secret key. For a given data block, two
different keys will produce two different ciphertexts.

e Decryption algorithm—This is inverse of the encryption algorithm: It
accepts the ciphertext and the matching key and produces the original
plaintext.

18. What is identity and access management? How can it be
deployed?

Soln:-Identity and access management (IAM) is a framework for business
processes that facilitates the management of electronic or digital identities.
The framework includes the organizational policies for managing digital
identity as well as the technologies needed to support identity
management. Typically, these policies fall into two categories:
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e Provisioning process—Provides users with the accounts and access
rights they require to access systems and applications

e User access process—Manages the actions performed each time a user
attempts to access a new system, such as authentication and sign-on.
There are three ways to deploy it:

e Centralized—All access decisions, provisioning, management, and
technology are concentrated in a single physical or virtual location. Policies,
standards, and operations are pushed out from this single location.

e Decentralized—Local, regional, or business units make the decisions for
all access choices, provisioning, management, and technology.

e Federated—Each organization subscribes to a common set of policies,
standards, and procedures for the provisioning and management of users.
Alternatively, the organizations can buy a service from a supplier.

19. Why should you avoid using a key for a prolonged period of time?
Soln:-You should not use a key for a prolonged period of time because it
becomes vulnerable to the following types of error:

¢ Brute-force attacks—With the increase in raw processing power and
parallel computing, a given key length becomes increasingly vulnerable,
and longer key lengths are advised. Any shorter keys still in use need to be
retired as quickly as possible and longer key lengths employed.

e Cryptanalysis—Over time, flaws discovered in a cryptographic
algorithm make it feasible to “break” the algorithm.

e Other security threats—There are direct as well as indirect methods of
attack. This includes attacks on the mechanisms and protocols associated
with the keys, key modification, and achieving unauthorized disclosure.
The longer a particular key is used for encryption and decryption, the
greater the chance that some means of learning the key will succeed.

20. What is a public key certificate?

Soln:-A public key certificate is a set of data that uniquely identifies an
entity, contains the entity’s public key, and is digitally signed by a trusted
party, called a certification authority, thereby binding the public key to the
entity. Public key certificates are designed to provide a solution to the
problem of public key distribution.

21. Differentiate between a security event and a security incident.
Soln:-A security event is any occurrence during which private company
data or records may have been exposed. If a security event was proven to
have resulted in a data or privacy breach, that event is deemed a security
incident.
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22. What are some of the common patch management techniques
used in organizations?

Soln:-Three types of patch management techniques are commonly used:

e Agent-based scanning:- Requires an agent to be running on each host to
be patched, with one or more servers managing the patching process and
coordinating with the agents. Each agent is responsible for determining
what vulnerable software is installed on the host, communicating with the
patch management servers, determining what new patches are available
for the host, installing those patches, and executing any state changes
needed to make the patches take effect.

e Agent-less scanning:-Uses one or more servers that perform network
scanning of each host to be patched and determine what patches each host
needs.

e Passive network monitoring—Monitors local network traffic to
identify applications (and, in some cases, operating systems) that are in
need of patching. Unlike the other techniques, this technique identifies
vulnerabilities on hosts that don’t permit direct administrator access to the
operating system, such as some Internet of Things (IoT) devices and other
appliances.

23. What kind of analysis can you do on cleaned SEM data?

Soln:-

e Pattern matching—A collection of events with a given pattern may
signal a security incident.

e Scan detection—Attacks often begins with scans of IT resources by the
attacker, such as port scans, vulnerability scans, or other types of pings.

e Threshold detection—You can detect threshold crossing. For example,
if the number of occurrences of a type of event exceeds a given threshold in
a certain time period, that can constitute an incident.

¢ Event correlation—Correlation consists of using multiple events from a
number of sources to infer that an attack or suspicious activity has
occurred.

24. How canyou categorize threat sources?

Soln:-Threat sources are categorized in following manner:

e Adversarial—This type of threat comes from individuals, groups,
organizations, or states that seek to exploit the organization’s dependence
on cyber resources. Accidental—This type of threat is spawned by
erroneous actions taken by individuals in the course of executing their
everyday responsibilities.
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e Structural—This type of threat originates from failures of equipment,
environmental controls, or software due to aging, resource depletion, or
other circumstances that exceed expected operating parameters.

e Environmental—This type of threat arises from natural disasters and
failures of critical infrastructures on which the organization depends but
that are outside the control of the organization.

25. What Kkind of infrastructure demands a high level of physical
security?

Soln:-The following infrastructure items demand a high level of physical
security:

Information system hardware—This includes data processing and
storage equipment, transmission and networking facilities, and offline
storage media, as well as supporting documentation.

Physical facility—This includes buildings and other structures housing the
system and network components.

Supporting facilities—These facilities underpin the operation of the
information system.

Personnel—This refers to humans involved in the control, maintenance,
and use of the information systems.

26. What human-caused disasters can disrupt business continuity?
Soln:-Human-caused disasters that hamper business continuity are as
follows:

Theft of equipment

Deliberate fire, food, loss of power supply and failure of air conditioning

Unauthorized use of equipment

Vandalism

27. In what ways do electrical power and electromagnetic radiation
pose threats to physical security?

Soln:-Power utility problems can be broadly grouped into three categories:
Undervoltage and power outages—Undervoltage events range from
temporary dips in the voltage supply, to brownouts (prolonged
undervoltage), to power outages.

Overvoltage—Overvoltage is bigger threat than undervoltage. A surge of
voltage can be caused by a utility company supply anomaly, by some
internal (to the building) wiring fault, or by lightning.

Noise—Power lines can also be a conduit for noise. Noise along a power
supply line causes electromagnetic interference (EMI). This noise can be
transmitted through space as well as through nearby power lines.
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Another source of EMI is high-intensity emissions from nearby commercial
radio stations and microwave relay antennas. Even low-intensity devices,
such as cellular telephones, can interfere with sensitive electronic
equipment.

28. Listand describe some human-caused physical threats.

Soln:-

The following are some of the human-caused physical threats:

¢ Unauthorized physical access—Information assets such as servers,
mainframe computers, network equipment, and storage networks are
generally located in a restricted area, with access limited to a small number
of employees. Unauthorized physical access can lead to other threats, such
as theft, vandalism, or misuse.

e Theft—This threat includes theft of equipment and theft of data by
copying. Eavesdropping and wiretapping also fall into this category. Theft
can be at the hands of an outsider who has gained unauthorized access or
by an insider.

e Vandalism—This threat includes destruction of equipment and data.
29. What is the defense in-depth strategy, and how is it applied to
physical security?

Soln:-Defense in depth is the coordinated use of multiple security
countermeasures to protect the integrity of the information assets in an
enterprise.

Defense in depth is appropriate and effective for physical security. The
protective measures could include fences, gates, locked doors, electronic
access (such as via smart card), armed guards, surveillance systems, and
more.

30. For protecting against cyber attack exploits, list and briefly
describe three countermeasures

Soln:-The counteract exploits by adopting following methods:

e Host-based intrusion detection system (HIDS)—When the exploit is
inside the enterprise network and attacking hosts, a HIDS can detect and
alert on such an attempt.

e Regular patching—Patching discovered vulnerabilities can contain the
damage. Data restoration from backups—After an exploit is discovered
and removed, it may be necessary to restore a valid copy of data from a
backup.
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31. What are some measures that are effective in addressing
technical threats?

Soln:-Important measures that are effective in addressing technical threats
are as follows:

e Brief power interruptions— It is advised to use an uninterruptible
power supply (UPS) for each piece of critical equipment. A UPS is a battery
backup unit that can maintain power to processors, monitors, and other
equipment for a period of minutes.

e Longer blackouts or brownouts—It is advisable to connect critical
equipment to an emergency power source, such as a generator. For reliable
service, management needs to address a range of issues, including product
selection, generator placement, personnel training, and testing and
maintenance schedules.

e Electromagnetic interference—The organization should use a
combination of filters and shielding. The specific technical details depend
on the infrastructure design and the anticipated sources and nature of the
interference.

32. How can an organization counter human-caused physical
threats?

Soln:-An organization can counter human-caused physical threats by
adopting following measures:

e Unauthorized physical access—Physical access should be strictly on a
need basis. Preventive measures include using locks and other hardware,
card entry system, and proximity /touch access systems.

e Theft—The measures to counter unauthorized physical access apply to
the threat of theft as well. In addition, an organization should secure
objects from being moved by bolting them down.

e Vandalism—Vandalism may involve environmental threats such as fire
or technical threats such as interrupting or surging power, and the
corresponding countermeasures apply.

33. How does the SGP categorize best practices in the local
environment management Category

Soln:-The SGP divides the local environment management category into
two areas. These are the areas:

Local environments—This area deals with security issues in end-user
environments and other local environments. It is subdivided into local
environment profile and local security coordination topics.
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Physical and environmental security—This area deals with the security
of critical facilities against targeted cyber attack, unauthorized physical
access, accidental damage, loss of power, fire, and other environmental or
natural hazards. It is subdivided into three categories: physical protection,
power supplies, and hazard protection.

34. What are the characteristics of good business continuity
metrics?

Soln:-Good business continuity metrics have the following characteristics:
e Help senior managers (and/or their target audience) quickly see the
performance of the response and recovery solutions based on risk to the
organization’s products and services

e Convey information that is important to senior managers

e Focus on performance rather than exclusively on activities

e Help senior managers identify problem areas to focus attention and
remediation efforts.

35. What are the three phases of the business continuity process in
response to a disruptive event?

Soln:-In response to a disruptive event, the business continuity process
proceeds in three overlapping phases:

1. Emergency response—This phase is focused on arresting or stabilizing
an event.

2. Crisis management—This phase is focused on safeguarding the
organization.

3. Business recovery/restoration—This phase is focused on fast
restoration and

recovery of critical business processes.
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CS-UNIT-4 PART-B (13MARKS)

1.Explain three types of flows associated with a supply chain .How is
an ICT supply chain different from a general supply chain? (13)
Soln:-

v'A supply chain is an end-to-end network of all the individuals,
organizations, resources, activities, and technology involved from the
creation to the sale of a product or service.

v It typically starts from the delivery of source materials from the supplier
to the manufacturer and goes through to eventual delivery to the end user.
v/ In this traditional use, the term applies to the entire chain of production
and use of physical products.

v An ICT supply chain is a linked set of resources and processes between
acquirers, integrators, and suppliers that begins with the design of ICT
products and services and extends through development, sourcing,
manufacturing, handling, and delivery of ICT products and services to the
acquirer.

v Fig 1 is a simplified view of the flows in an ICT supply chain.
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Fig.1. Supply Chain Flows

Three types of flows are associated with a supply chain:

¢ Product/service flow—This refers to the flow of intermediate products
or services. A key requirement is a smooth flow of an item from the
provider to the enterprise and then on to the internal user or external
customer.

¢ Information flow—This comprises the request for key information
items such as quotations, purchase orders, monthly schedules, engineering
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change requests, quality complaints, and reports on supplier performance
from the customer side to the supplier. From the producer’s side to the
consumer’s side, the information flow

e consists of the presentation of the company, offer, confirmation of
purchase order, reports on action taken on deviation, dispatch details,
report on inventory, invoices, and so on.

e Money flow—This refers to the actual flow of money or currency from
client to seller. On the basis of the invoice raised by the producer, the
clients examine the order for correctness. If the claims are correct, money
flows from the clients to the respective producer. Flow of money is also
observed from the producer side to the clients, in the form of debit notes.

2.Describe key elements involved in supply chain management.(13)
Soln:- Figure 13.2 illustrates a typical sequence of elements involved in
supply chain management are as follows:

Demand

/ managemaent \
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porformancs PRI
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Chain
f';jj oo . Management

FIGURE 13.2 Supply Chaan Management

¢ Demand management—This function meets all demands for goods and
services to support the marketplace. It involves prioritizing demand when
supply is lacking.

e Proper demand management facilitates the planning and use of
resources for profitable business results.

e Supplier qualification—This refers to ability to provide an appropriate
level of confidence that suppliers, vendors, and contractors are able to
supply consistent quality of materials, components, and services, in
compliance with customer and regulatory requirements.
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e Supplier negotiation—This is a formal process of communication in
which two or more people come together to seek mutual agreement over
an issue(s). Negotiation is particularly appropriate when issues besides
price are important for the buyer or when competitive bidding will not
satisfy the buyer’s requirements on those issues.

¢ Sourcing, procurement, and contract management—Sourcing refers
to the selection of a supplier(s). Procurement is the formal process of
purchasing goods or services. Contract management is a strategic
management discipline employed by both buyers and sellers whose
objectives are to manage customer and supplier expectations and
relationships, control risk and cost, and contribute to organizational
profitability /success.

e Logistics and inventory control—Here logistics refers to the process of
strategically managing the procurement, movement, and storage of
materials, parts, and finished inventory (and the related information flows)
through the organization and its marketing channels. Inventory control is
the tracking and accounting of procured items.

¢ Invoice, reconciliation, and payment—This is about payment of goods
and services.

e Supplier performance monitoring—This includes the methods and
techniques used to collect information that can be used to measure, rate, or
rank a supplier’'s commitment to honor commitments and enterprise
objectives on a continuous basis.

3.What are the three tiers of risk management in SP 800-161 in detail
(7)

Soln:-Information Security Risk, shown in Figure 4. The model consists of
three tiers:

Tier 1—This tier is engaged in the development of the overall ICT SCRM
strategy, determination of organization-level ICT SCRM risks, and setting of
the organization wide ICT SCRM policies to guide the organization’s
activities in establishing and maintaining organization wide ICT SCRM
capability.

Tier 2—This tier is engaged in prioritizing the organization’s mission and
business functions, conducting mission-/business-level risk assessment,
implementing Tier 1 strategy, establishing an overarching
organizational capability to manage ICT supply chain risks, and guiding
organizationwide ICT acquisitions and their corresponding SDLCs.
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Tier 3—This tier is involved in specific ICT SCRM activities to be applied to
individual information systems and information technology acquisitions,
including integration of ICT SCRM into these systems’ SDLCs.

4.What are the main external and Internal risks of a supply chain?
and Explain in detail (13)

Soln:- In general terms, supply chain risks may be either external or
internal, as illustrated in Figure.

The external risks of supply chain are as follows:-

¢ Demand—This relates to potential or actual disturbances to the flow of
product, information, and cash emanating from within the network
between the focal firm and its market. For example, disruptions in the cash
resource within the supply chain can have a major impact on the operating
capability of organizations.

e Supply—This is the upstream equivalent of demand risk; it relates to
potential or actual disturbances to the flow of product or information
emanating within the network upstream of the focal firm. The disruption of
key resources cominginto the organization can have a significant impact on
the organization’s ability to perform.

e Environmental—This refers to the risk associated with external and,
from the firm’s perspective, uncontrollable events. The risks can impact the
firm directly or through its suppliers and customers. Environmental risk is
broader than just natural events such as earthquakes or storms. It also
includes, for example, changes created by governing bodies such as
changes in legislation or customs procedures, as well as changes in the
competitive climate.

The internal risks of a supply chain are as follows:-
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e Processes—This refers to the sequences of value-adding and managerial
activities undertaken by the firm. Process risk relates to disruptions to key
business processes that enable the organization to operate. Some processes
are key to maintaining the organization’s competitive advantage, and
others underpin the organization’s activities.
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e Control—This refers to the assumptions, rules, systems, and procedures
that govern how an organization exerts control over the processes and
resources. In terms of the supply chain, this may be order quantities, batch
sizes, safety stock policies, and so on, plus the policies and procedures that
govern asset and transportation management.

e Mitigation—This refers to a hedge against risk built in to the operations
themselves. Mitigation needs to be considered during the supply chain
design process; if it is not undertaken, the risk profile can be increased.

Contingency is the existence of a prepared plan and the identification of
resources that can be mobilized in the event of a risk being identified. This
requires all stakeholders in the supply chain to understand what resources
can be mobilized and the procedures to do this.
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5.What are the central elements in NIST’s cloud computing reference
architecture? (13)

Soln:- The reference architecture depicted in Figure defines five major
actors in terms of their roles and responsibilities:

e Cloud consumer—This refers to a person or an organization that
maintains a business relationship with, and uses service from, cloud
providers.

¢ Cloud provider—This refers to a person, an organization, or an entity
responsible for making a service available to interested parties.

e Cloud auditor—This refers to a party that can conduct independent
assessment of cloud services, information system operations, performance,
and security of the cloud implementation.
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Fig. NIST Cloud Computing Reference Architecture

e Cloud broker—This refers to an entity that manages the use,
performance, and delivery of cloud services and negotiates relationships
between cloud providers and cloud consumers.

e Cloud carrier—This refers to an intermediary that provides

connectivity and transport of cloud services from cloud providers to cloud
consumers.

6. What are some of the threats for cloud service users? (13)
Soln:-

Some of the threats to cloud service users are as follows:

¢ Responsibility ambiguity—This arises from the fact that cloud service
users consume delivered resources through service models, thereby
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making the customer-built IT system dependent on those services. The lack
of a clear definition of responsibility among cloud service users and
providers may evoke conceptual conflicts. Moreover, any contractual
inconsistency of provided services could induce anomalies or incidents.

e Loss of governance—This refers to reduction on full control of IT
systems. The decision by an enterprise to migrate a part of its own IT
system to a cloud infrastructure implies giving partial control to the cloud
service providers. This loss of governance depends on the cloud service
models. For instance, [aaS delegates only hardware and network
management to the provider, while SaaS also delegates operating system,
application, and service integration in order to provide a turnkey service to
the cloud service user.

e Loss of trust—It is sometimes difficult for a cloud service user to
recognize the provider’s trust level due to the black-box feature of the
cloud service. There is no measure to obtain and share the provider’s
security level in a formalized manner.

e Service provider lock-in—This refers to tight binding with the cloud
service provider. Loss of governance could result in lack of freedom in how
to replace one cloud provider with another. This could be the case if a cloud
provider relies on nonstandard hypervisors or virtual machine image
format and does not provide tools to convert virtual machines to a
standardized format.

¢ Insecure cloud service user access—As most of the resource deliveries
are through remote connections, non-protected APIs (mostly management
APIs and PaaS services) are among the easiest attack vectors. Attack
methods such as phishing, fraud, and exploitation of software
vulnerabilities may achieve results.

¢ Lack of information/asset management—Because the physical assets
are not hosted at the user’s premises, a cloud service user may have serious
concerns about lack of information/asset management from cloud service
providers, such as location of sensitive asset/information, lack of physical
control for data storage, reliability of data backup (data retention issues),
and disaster recovery.

Furthermore, cloud service users also may have important concerns about
exposure of data to foreign governments and compliance with privacy laws.
e Data loss and leakage—This threat may be strongly related to the
preceding item. However, loss of an encryption key or a privileged access
code will bring serious problems to cloud service users. Accordingly, lack of
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cryptographic management information, such as encryption Kkeys,
authentication codes, and access privilege, will lead to sensitive damages,
such as data loss and unexpected leakage to the outside.

7.What are the key components of a cloud service agreement,
according to the Cloud Standards Customer Council? (7)
Soln:-The Standards Customer Council defines the following key
components of a cloud service agreement (CSA):

e Customer agreement—This section describes the overall relationship
between the customer and the provider. Its terms include how the
customer is expected to use the service, methods of charging and paying,
reasons a provider may suspend service, termination, and liability
limitations.

e Acceptable use policy—This section prohibits activities that providers
consider to be improper or outright illegal uses of their service. Conversely,
the provider usually agrees not to violate the intellectual property rights of
the customer.

e Cloud service level agreements—These agreements define a set of
service level objectives. These objectives may concern availability,
performance, security, and compliance/privacy. The SLA specifies
thresholds and financial penalties associated with violations of these
thresholds. Well-designed SLAs can significantly contribute to avoiding
conflict and can facilitate the resolution of an issue before it escalates into a
dispute.

e Privacy policies—These policies describe the different types of
information collected; how that information is used, disclosed, and shared;
and how the provider protects that information.

8.Explain the layers of the SABSA model. (13)
Soln:-One of the most widely used security architectures is the Sherwood
Applied Business Security Architecture (SABSA) Enterprise Security
Architecture. The SABSA model consists of five hierarchical layers, with a
sixth layer spanning the other five is shown in Fig.

1. Contextual security architecture—This layer describes the key
business issues, starting with the assets, the motivation for providing
security, the business processes, the organization, geographical dispersion,
and key time-related considerations in these processes.
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Fig. The SABSA Model for Security Architecture
2. Conceptual security architecture—This layer considers the security
characteristics of each of the business drivers. The SABSA ICT Business
Attribute Taxonomy, a set of attributes described in business language that
reflect security characteristics, has been developed for this. The standard
taxonomy has 50 attributes in addition to the traditional security attributes
confidentiality, availability, and integrity. By associating a set of attributes
with each business driver, it is possible to define a security architecture in a
way that provides full traceability to business needs.
3. Logical security architecture—This layer provides a design layer view,
focusing on the delivery of services and information to meet the security
concept.
4. Physical security architecture—This layer takes care of the delivery of
tangible items to support the logical services.
5. Component security architecture—This layer defines the hardware
and tools to deliver the physical design and provides a mapping to conform
to standards.
6. Security service management architecture—This layer takes care of
issues related to how the organization manages the architecture

9. According to SP 800-83, what are some desired capabilities of good
malware protection software? (6)
Soln:-SP 800-83 indicates that good malware software has the following
capabilities:

e It must scan critical host components, such as startup files and boot
records.

¢ [t must watch real-time activities. Good anti-malware software should be
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configured to perform real-time scans of each file as it is downloaded,
opened, or executed, which is known as on-access scanning.

e It must monitor common applications, such as email, instant messaging
software, email clients, and Internet browsers. Good anti-malware software
monitors activity involving the applications most likely to be used to infect
hosts or spread malware to other hosts.

e It must scan each file for known malware. Anti-malware software on
hosts should be configured to scan all hard drives regularly to identify any
file system infections and, optionally, depending on organization security
needs, to scan removable media inserted into the host before allowing its
use.

e It must be capable of identifying common types of malware as well as
attacker tools.

¢ It must be capable of disinfecting and quarantining files. Disinfecting files
refers to removing malware from within a file, and quarantining files
means storing files containing malware in isolation for future disinfection
or examination.

10. How does the SP 800-57 standard classify key types? (13)
Soln:-

SP 800-57 classifies key types as follows:

¢ Private and public signature keys—An asymmetric key pair is used to
generate and verify digital signatures.

e Symmetric authentication key—This key is used for message
authentication. Private and public authentication keys—These keys are
used to provide assurance of the identity of an originating entity (that is,
source authentication) when establishing an authenticated communication
session.

e Symmetric data encryption key—This key is used to provide data
confidentiality by encryption/decryption.

e Symmetric key-wrapping key—This key, also called a key-encryption
key, is used to encrypt/decrypt other keys.

e Symmetric random number generation key—This key is used with a
random number generation algorithm.

e Symmetric master key—This key is used to derive other symmetric
keys (for example, data-encryption keys or key-wrapping keys) using
symmetric cryptographic methods.
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e Private and public Kkey-transport keys—These keys are used to
establish keys (for example, key-wrapping keys, data-encryption keys,
message authentication keys) and, optionally, other keying material (for
example, initialization vectors). Symmetric key-agreement key—This key
is used to establish keys (for example, key wrapping keys, data-encryption
keys, message authentication keys) and, optionally, other keying material
(for example, initialization vectors) using a symmetric key-agreement
algorithm.

¢ Private and public static key-agreement key—This is a long-term key
pair used to establish keys (for example, key-wrapping keys, data-
encryption keys, message authentication keys) and, optionally, other
keying material (for example, initialization vectors).

e Private and public ephemeral key-agreement key—This short-term
key pair is used only once to establish one or more keys (for example, key -
wrapping keys, data-encryption keys, message authentication keys) and,
optionally, other keying material (example, initialization vectors).

e Symmetric authorization key—This key is used to provide privileges to
an entity. The authorization key is known by the entity responsible for
monitoring and granting access privileges for authorized entities and by
the entity seeking access to resources.

¢ Private and public authorization key—This key is used to provide and
verify privileges.

11. Explain the typical architectural components of a PKI system.(13)
Soln:-Figure shows a typical architecture for a PKI.
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Common architectural components of a PKI system are as follows:

¢ End entity—This refers to an end user; a device, such as a router or
server; a process; or any other item that can be identified in the subject
name of a public key certificate.

e Certification authority (CA)—This refers to an authority trusted by one
or more users to create and assign public key certificates. Optionally the
certification authority may create the subjects’ keys. CAs digitally sign
public key certificates, which effectively binds the subject name to the
public key.

e Registration authority—This optional component can be used to
offload many of the administrative functions that a CA ordinarily assumes.
The RA is normally associated with the end entity registration process.

e Repository—This denotes any method for storing and retrieving PKI-
related information, such as public key certificates and CRLs. A repository
can be an X.500-based directory with client access via Lightweight
Directory Access Protocol (LDAP).

e Relying party—This refers to any user or agent thatrelies on the data in
a certificate in making decisions.

12. What are key sources for discovering vulnerabilities? (6)
Soln:-

Key sources that are used to discover vulnerabilities are as follows:

e National Vulnerability Database (NVDB) is a comprehensive list of
known technical vulnerabilities in systems, hardware, and software.

e Computer emergency response team (CERT) or computer
emergency readiness team—Such a team is a cooperative venture that
collects information about system vulnerabilities and disseminates it to
systems managers. Hackers also routinely read CERT reports. Thus, it is
important for system administrators to quickly verify and apply software
patches to discovered vulnerabilities.

o Packet Storm—Packet Storm provides around-the-clock information
and tools to help mitigate both personal data and fiscal loss on a global
scale.

e SecurityFocus—This site maintains two important resources: BugTraq
and the SecurityFocus Vulnerability Database. BugTraq is a high-volume,
full-disclosure mailing list for detailed discussion and announcement of
computer security vulnerabilities. The SecurityFocus Vulnerability
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Database provides security professionals with up-to-date information on
vulnerabilities for all platforms and services.

e Internet Storm Center (ISC)—The ISC (maintained by the SANS
Institute) provides a free analysis and warning service to thousands of
Internet users and organizations and is actively working with Internet
service providers to fight back against the most malicious attackers.

13. For security event logging, what events should be captured in
operating system logs, network device logs, and web server logs?
Soln:-

e Operating system logs—This includes successful user logon/logoff;
failed user logon; user account change or deletion; service failure;
password changes; service started or stopped; and object access denied.

e Network device logs—These logs comprise traffic allowed through
firewall, traffic blocked by firewalls, bytes transferred, protocol usage,
detected attack activity, user account changes, and ad ministrator access.

e Web servers—This is about excessive access attempts to nonexistent
files, code (SQL, HTML) seen as part of the URL, attempted access to
extensions not implement on the server, web service
stopped/started /failed messages, failed user authentication; invalid
request, and internal server errors.

14. Briefly describe an APT attack and list the steps in a typical APT
attack. (5)

Soln:-An advanced persistent threat (APT) is a network attack in which an
unauthorized person gains access to a network and stays there, undetected,
for a long period of time. The intention of an APT attack is to steal data
rather than to cause damage to the network or organization. APT attacks
target organizations in sectors with high value information, such as
national defense, manufacturing, and the financial industry. A typical APT
attack has the following pattern:

1. Conduct background research to find potential targets

2. Execute the initial attack on the chosen target(s)

3. Establish a foothold in the target environment

4. Enable persistent command and control over compromised computers in
the target environment

5. Conduct enterprise reconnaissance to find the servers or storage
facilities holding the targeted information
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6. Move laterally to new systems to explore their contents and understand
to what new parts of the enterprise can be accessed from the new systems
7. Escalate privileges from local user to local administrator to higher levels
of privilege in the environment

8. Gather and encrypt data of interest

9. Exfiltrate data from victim systems

10. Maintain persistent presence

15. What are the steps to prevent delivery of malicious payload in a
cyber attack Kill chain?

Soln:-A variety of technical tools can be used to prevent delivery, such as
the following:

e Antivirus software (AVS)—AVS is a program that monitors a computer
or network to identify all major types of malware and prevent or contain
malware incidents. Continuously running AVS can identify, trap, and
destroy incoming known viruses. If a virus is detected, the AVS can be
configured to trigger a scan of the rest of the IT infrastructure for
indicators of compromise associated with this Outbreak.

e Firewall—A firewall can block delivery attempts from known or
suspected hostile sources.

e Web application firewall (WAF)—A WAF is a firewall that monitors,
filters, or blocks data packets as they travel to and from a web application.
¢ Intrusion prevention system (IPS)—An IPS is a system that can detect
an intrusive activity and can also attempt to stop the activity, ideally before
it reaches its targets. This is similar to an intrusion detection system but is
proactive in attempting to block the intrusion

16. According to ISO 27035-1, what are the objectives for security
incident management?(7)

Soln:-ISO 27035-1 lists the following objectives for security incident
management:

¢ Information security events are detected and dealt with efficiently. This
involves deciding when they should be classified as information security
incidents.

¢ Identified information security incidents are assessed and responded to
in the most appropriate and efficient manner.
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e The adverse effects of information security incidents on the organization
and its operations are minimized by appropriate controls as part of
incident response.

e A link with relevant elements from crisis management and business
continuity management through an escalation process is established.

e Information security vulnerabilities are assessed and dealt with
appropriately to prevent or reduce incidents.

e Lessons are learned quickly from information security incidents,
vulnerabilities, and their management.

e This feedback mechanism is intended to increase the chances of
preventing future information security incidents from occurring, improve
the implementation and use of information security controls, and improve
the overall information security incident management plan.

17. What are some key capabilities of a typical SIEM? (7)
Soln:-Key capabilities of a typical security information and event
management system(SIEM) are as follows:

e Data aggregation—The aggregator serves as a consolidating resource
before data is sent to be correlated or retained.

e Data normalization—This is the process of resolving different
representations of the same types of data into a similar format in a
common database.

e Correlation—Event correlation is the function of linking multiple
security events or alerts, typically within a given time window and across
multiple systems, to identify anomalous activity that would not be evident
from any singular event. Alerting—After data that trigger certain
responses, such as alerts or potential security problems, are gathered or
identified, SIEM tools can activate certain protocols to alert users, such as
notifications sent to the dashboard, an automated email, or a text message.
e Reporting/compliance—Protocols in a SIEM can be established to
automatically collect data necessary for compliance with company,
organizational, and government policies. Both custom reporting and report
templates (generally for common regulations such as Payment Card
Industry Data Security Standards [PCI DSS] and the U.S. Sarbanes-Oxley
Act) are typically part of a SIEM solution.

e Forensics—This is the ability to search log and alert data for indicators
of malicious or otherwise anomalous activities is the forensic function of
the SIEM. Forensics, which is supported by the event correlation and
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normalization processes, requires highly customizable and detailed query
capabilities and drilldown access to raw log files and archival data.

¢ Retention—This refers to storing data for long periods so that decisions
can be made based on more complete data sets.

e Dashboards—This refers to the primary interface to analyze and
visualize data in an attempt to recognize patterns or target activity or data
that does not fit into a normal pattern.

18. According to ISO 27035, how are security incidents classified?
(5)

Soln:-ISO 27035 classifies security incidents in the following way:

e Emergency—Severe impact. These are incidents that: Act on especially
important information systems and Result in especially serious business
loss or Lead to especially important social impact

e Critical —Medium impact. These are incidents that: Act on especially
important information systems or important information systems and
Result in serious business loss or Lead to important social impact

e Warning—Low impact. These are incidents that:Act on especially
importantinformation systems or ordinary information systems and Result
in considerable business loss or Lead to considerable social impact

e Information—No impact. These are incidents that: Act on ordinary
information systems and Result in minor business loss or no business loss
or Lead to minor social impact or no social impact.

19. According to the SGP, what are four key elements of a local
environment security profile?(5)

Soln:-1. Key elements of a security profile are as follows:
Individuals—Each local environment should have one or more staff
members with specific information security responsibilities, as discussed
subsequently. The profile should detail the types of users at the location, in
terms of their application and data usage, level of security awareness
training, security privileges, and whether they use mobile devices and, if so,
what type.

Business processes and information—This area includes the types of
information used and whether any sensitive information is accessible. The
profile should include descriptions of business processes that involve user
information access, as well as descriptions of any external suppliers (for
example, cloud service providers).
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Technology use—The profile should provide a description of the location
housing the users and equipment. The profile should indicate to what
degree the location is accessible to the public or to others who are not part
of the organization, whether the physical space is shared with other
organizations (for example, an office building or park), and any particular
environmental hazards (for example, tornado zone).

20. What are key responsibilities of a local environment security
coordinator? (5)

Soln:-Key responsibilities of a security coordinator are as follows:

e Develop the local environment profile.

e Determine the best way to implement enterprise security policy in the
local

environment.

e Provide oversight of implementation of information security policy in the
local environment.

e Ensure that physical security arrangements are in place and adequate.

e Assist with communicating security policies and requirements to local
end users and local management.

e Keep enterprise security executives and management informed of
security-related developments.

e Oversee or coordinate end-user awareness training.

e Coordinate area response to information security risk assessments.

e Coordinate area response to information security risk audit requests as
directed.

¢ Ensure completion and submission of required documentation.

21. What are some key environmental threats to physical security
(13)

Soln:-

Key environmental threats to physical security are as follows:

e Natural disasters—These are the source of a wide range of
environmental threats to data centers, other information processing
facilities, and personnel. These are potentially the most catastrophic
of physical threats.

e Inappropriate temperature/humidity—Computers and related
equipment are designed to operate within a certain temperature
range. Most computer systems should be kept between 10 and 32
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22.

degrees Celsius (between 50 and 90 degrees Fahrenheit). Outside
this range, resources might continue to operate but may produce
undesirable results. If the ambient temperature around a computer
gets too high, the computer cannot adequately cool itself, and
internal components can be damaged.

Fire and smoke—Fireis a serious threat to human life and property.
The threat is not only from direct flame but may also come from heat,
release of toxic fumes, water damage from fire suppression, and
smoke damage.

Water—Water and other stored liquids in proximity to computer
equipment pose an obvious threat of electrical short-circuit and
subsequent fire. Moving water— such as in plumbing and weather-
created water from rain, snow, and ice—also poses threats. Another
common and catastrophic threat is floodwater.

Chemical, radiological, and biological hazards—Chemical,
radiological, and biological hazards pose a growing threat, both from
intentional attack and from accidental discharge. In general, the
primary risk of these hazards is to human life.

Radiation and chemical agents can also cause damage to electronic
equipment. Dust—Dust is a prevalent threat that is often overlooked.
Even fibers from fabric and paper are abrasive and mildly
conductive, although generally equipment is resistant to such
contaminants. Larger influxes of dust can result from a number of
incidents, such as a controlled explosion of a nearby building and a
windstorm carrying debris from a wildfire. A more likely source of
influx comes from dust surges that originate within the building due
to construction or maintenance work.

Infestation—This covers damage from a broad range of living
organisms, including mold, insects, and rodents. High-humidity
conditions can lead to the growth of mold and mildew, which can be
harmful to both personnel and equipment. Insects, particularly those
that attack wood and paper, are also a common threat.

Describe the three key elements of business continuity (7)

Soln:-

Business continuity is the ability of an organization to maintain essential
functions during and after a disaster has occurred. Business continuity
includes three key elements:
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e Resilience—Critical business functions and the supporting
infrastructure must be designed in such a way that they are materially
unaffected by relevant disruptions (for example, through the use of
redundancy and spare capacity).

e Recovery—Arrangements have to be made to recover or restore critical
and less critical business functions that fail for some reason.

e Contingency—The organization must establish a generalized capability
and readiness to cope effectively with whatever major incidents and
disasters occur, including those that were not, and perhaps could not have
been, foreseen.

23. What natural disaster threats can disrupt business continuity?
(6)

Soln:-

Natural disasters threats that hamper business continuity are as follows:

e Accidental fire—Sources include wildfires, lightning, wastebasket fires,

and short-circuits.

e Severe natural event—This category includes damage resulting from

earthquake, hurricane, tornado, or other severe weather, such as extreme

heat, cold, humidity, wind, or drought.

e Accidental flood—Flood causes include pipe leakage from air-

conditioning equipment, leakage from a water room on the floor above, fire

nozzle being open, accidental triggering of sprinkler systems, broken water

main, and open window during rainstorm.

e Accidental failure of air conditioning—Failure, shutdown, or

inadequacy of the air-conditioning service may cause assets requiring

cooling or ventilation to shut down, malfunction, or fail completely.

e Electromagnetic radiation—This can originate from an internal or

external device, such as radar, radio antenna, or electricity generating

station. This can interfere with proper functioning of equipment or quality

of service of wireless transmission and reception.

e Air contaminants—This is caused by other disasters that produce a

secondary problem by polluting the air for a wide geographic area. Natural

disasters such as flooding can also result in significant mold or other

contamination after the water has receded.
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24. What are the four key business components that are critical for
maintainingbusiness continuity? (7)
Soln:-

Four key business components critical to maintaining business continuity
are as follows:

e Management—Management continuity is critical to ensure continuity of
essential functions. The organization should have a detailed contingency
plan indicating a clear line of succession so that designated backup
individuals have the authority needed to maintain continuity when key
managers are unavailable.

o Staff—All staff should be trained on how to maintain continuity of
operations or restore operations in response to an unexpected disruption.
In addition, the organization should develop guidelines for vertical and
cross training so that staff can take on functions of peers and those above
and below them in the reporting hierarchy, as needed.

e ICT systems—Communication systems and technology should be
interoperable, robust, and reliable. An organization should identify critical
IT systems and have backup and rollover capabilities tested and in place.

¢ Buildings and equipment—This component includes the buildings
where essential functions are performed. Organizations should have
separate backup locations available where management and business
process functions can continue during disruptions that in some way disable
the primary facility. This component also covers essential equipment and
utilities.

25. What are the key steps of business impact analysis? (5)
Soln:-

Key steps of business impact analysis are as follows:

¢ Inventory key business elements such as business processes, information
systems/applications, assets, personnel, and suppliers.

e Develop intake forms to gather consistent information. Interview key
experts throughout the business. Get information from inventories.

e Assess and prioritize all business functions and processes, including their
interdependencies.

o Identify the potential impact of business disruptions resulting from
uncontrolled,nonspecific events on the institution’s business functions and
processes.
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e Identify the legal and regulatory requirements for the institution’s
business

functions and processes. For each business process, determine the
maximum

tolerable downtime (MTD).

e For each business process, determine a reasonable recovery time
objective (RTO) and recovery point objective (RPO). The processes with the
shortest MTD or RTO are the most critical business processes. Get
agreement from senior management.

26. According to ISO 22301, what are three key areas to consider
while developing a business continuity strategy? (5)
Soln:-According to ISO 22301, three key areas to be considered while
developing business continuity strategy are as follows:

¢ Protecting prioritized activities—For activities deemed significant for
maintaining continuity, the organization should look at the general
strategic question of how each activity is carried out. The goal is to
determine a strategy that reduces the risk to the activity.

e Stabilizing, continuing, resuming, and recovering prioritized
activities and their dependencies and supporting resources —The next
step is to provide more detailed options for managing each prioritized
activity during the business continuity process.

e Mitigating, responding to, and managing impacts—In this step, the
organization should spell out the strategies that attempt to contain the
damage to the organization from disasters.

27. What are the key objectives of a business continuity awareness
program? (7)

Soln:-

The key objectives of a business continuity awareness program are as
follows:

e Establish objectives of the business continuity management (BCM)
awareness and training program.

Identify functional awareness and training requirements.

Identify appropriate internal and external audiences.

Develop awareness and training methodology.
Identify, acquire, or develop awareness tools.
Identify external awareness opportunities.
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Oversee the delivery of awareness activities.

Establish the foundation for evaluating the effectiveness of the program.
e Communicate the implications of not conforming to BCM requirements.
¢ Ensure continual improvement of BCM.

e Ensure that personnel are aware of their roles and responsibilities in the
BCM program.

28. Briefly define the term business resilience. (7)
Soln:-Business resilience is the ability of an organization to quickly adapt
to disruptions while still maintaining continuous business operations and
safeguarding people, assets, and overall brand equity. Business resilience
has a wider scope than disaster recovery. Business resilience offers post-
disaster strategies to avoid costly downtime, to shore up vulnerabilities,
and to maintain business operations in the face of additional, unexpected
breaches.

29. Define five sets of organizational continuity controls. (7)
Soln:-

Five sets of organizational continuity controls are as follows:

¢ Business continuity management—This includes controls that require
the organization’s business strategies to routinely incorporate business
continuity considerations.

¢ Business continuity policy, plans, and procedures—This requires an
organization to have a comprehensive set of documented, current business
continuity policies, plans, and procedures that are periodically reviewed
and updated.

e Test business continuity plan—This plan incorporates security
controls in order to complete a test simulation of the continuity plan to
ensure its smooth running if the time comes to implement it.

¢ Sustain business continuity management—This includes controls that
require staff members to understand their security roles and
responsibilities. Security awareness, training, and periodic reminders
should be provided for all personnel.

e Service providers/third parties business continuity management—
This includes security controls that enforce documented, monitored, and
enforced procedures for protecting the organization’s information when
working with external organizations.
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30. List some improvement exercises for participants in an ideal
BCP. (6)

Soln:-Some improvement exercises for participants, as mentioned in an
ideal BCP, are asfollows:

e Seminar exercise (or plan walkthrough)—The participants are
divided into groups to discuss specific issues.

e Tabletop exercise—Participants are given specific roles to perform,
either as individuals or groups.

e Simple exercise—This task is a planned rehearsal of a possible incident
designed to evaluate the organization’s capability to manage that incident
and to provide an opportunity to improve the organization’s future
responses and enhance the competence of those involved.

e Drill—A drill consists of a set of coordinated, supervised activities
usually employed to exercise a single specific operation, procedure, or
function in a single agency.

e Simulation—This is a type of exercise in which a group of players,
usually representing a control center or management team, react to a
simulated incident notionally happening elsewhere.

e Live play—This is an exercise that enables an organization to safely
practice the expected response to a real incident.
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CS-UNIT -4 PART-C(15 MARKS)

1.Illustrates the relationships between the various models and
characteristics in cloud computing? (15)
Soln:-Figure illustrates the relationships between the various models and
characteristics mentioned in cloud computing.
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Fig. Cloud Computing Elements
The essential characteristics of cloud computing include the following:
¢ Broad network access—This refers to wide network coverage over a
range of devices. Capabilities are available over the network and accessed
through standard mechanisms that promote use by heterogeneous thin or
thick client platforms (for example, mobile phones, laptops, PDAs) as well
as other traditional or cloud-based software services.
e Rapid elasticity—This refers to the ability to expand and reduce
resources according to specific service requirements. For example, there
may be a need for large number of server resources for the duration of a
specific task. After that task, those resources can be released.
e Measured service—Cloud systems automatically control and optimize
resource use by leveraging a metering capability at some level of
abstraction appropriate to the type of service (for example, storage,
processing, bandwidth, and active user accounts). Resource usage can be
monitored, controlled, and reported, providing transparency for both the
provider and consumer of the utilized service.
¢ On-demand self-service—By this tenant, a consumer can unilaterally
provision computing capabilities, such as server time and network storage,
as needed automatically without requiring human interaction with each
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service provider. Because the service is on demand, the resources are not
permanent parts of the IT infrastructure.

¢ Resource pooling—The provider’s computing resources may be pooled
to serve multiple consumers, using a multitenant model, with different
physical and virtual resources dynamically assigned and reassigned
according to consumer demand. Examples of resources include storage,
processing, memory, network bandwidth, and virtual machines.

The three service models of cloud computing, according to NIST, are
as follows:

e Software as a service (SaaS)—In this model, the consumer can use the
provider’s applications running on a cloud infrastructure. The applications
are accessible from various client devices through a thin client interface
such as a web browser.

e SaaS eliminates the complexity of software installation, maintenance,
upgrades, and patches. Examples of services at this level are Gmail, Google’s
email service, and Salesforce.com, which helps firms keep track of their
customers.

¢ Platform as a service (PaaS)—In this model, the consumer can deploy
onto the cloud infrastructure consumer-created or acquired applications
created using programming languages and tools supported by the provider.
PaaS often provides middleware-style services such as database and
component services for use by applications.

¢ Infrastructure as a service (IaaS)—In this model, the consumer is
provided with processing, storage, network, and other fundamental
computing resources where the consumer is able to deploy and run
software, which can include operating systems and applications. IaaS
enables customers to combine basic computing services, such as number
crunching and data storage, to build highly adaptable computer systems in
a short period of time.

NIST defines four deployment models:-

e Public cloud—Here the cloud infrastructure is made available to the
general public or a large industry group and is owned by an organization
selling cloud services. The cloud provider is responsible for both the cloud
infrastructure and the control of data and operations within the cloud.

¢ Private cloud—Here the cloud infrastructure is operated solely for an
organization. It may be managed by the organization or a third party and
may exist on premises or off premises. The cloud provider is responsible
only for the infrastructure and not for the control.
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e Community cloud—Here the cloud infrastructure is shared by several
organizations and supports a specific community that has shared concerns
(for example, mission, security requirements, policy, compliance
considerations). It may be managed by the organization or a third party
and may exist on premises or off premises.

e Hybrid cloud—Here the cloud infrastructure is a composition of two or
more clouds (private, community, or public) that remain unique entities
but are bound together by standardized or proprietary technology that
enables data and application portability (for example, cloud bursting for
load balancing between clouds).

2.Explain the term technical vulnerability. What are five key steps
involved in vulnerability management? (15)
Soln:-

A technical vulnerability is a hardware, software, or firmware weakness or
design deficiency that leaves an information system open to assault, harm,
or unauthorized exploitation, either externally or internally, thereby
resulting in unacceptable risk of information compromise, information
alteration, or service denial.

Figure illustrates the five key steps involved in vulnerability management.
1. Plan vulnerability management—This first step in managing technical
vulnerabilities involves many things, such as integration with asset
inventory, establishment of clear authority to review vulnerabilities,
proper risk and process integration, and integration of vulnerabilities with
the application/system life cycle.

2. Discover known vulnerabilities—This involves monitoring sources of
information about known wvulnerabilities to hardware, software, and
network equipment.

3. Scan for vulnerabilities—Apart from regular monitoring, enterprises
should regularly scan software, systems, and networks for vulnerabilities
and proactively address those that are found.

4. Log and report—After the vulnerability scan, the results should be
logged to verify the activity of the regular vulnerability scanning tools.
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Fig. Vulnerability Management Steps

5. Remediate vulnerabilities—The enterprise should deploy automated
patch management tools and software update tools for operating system
and software/applications on all systems for which such tools are available
and safe. As a good practice, patches should be applied to all systems.

3. Explain typical phases in the digital forensics process. (15)
Soln:-Typical phases in a digital forensics process are as follows:

1. Preparation—This refers to the planning and policy-making activities
related to forensic investigation. SP 800-86 recommends the following
considerations: You can do the following analysis on cleaned SEM data:

o Organizations should ensure that their policies contain clear statements
addressing all major forensic considerations, such as contacting law
enforcement, performing monitoring, and conducting regular reviews of
forensic policies and procedures.

o Organizations should create and maintain procedures and guidelines for
performing forensic tasks, based on the organization’s policies and all
applicable laws and regulations.

o Organizations should ensure that their policies and procedures support
the reasonable and appropriate use of forensic tools. Organizations should
ensure that their IT professionals are prepared to participate in forensic
activities.

2. Identification—This phase is initiated when there is a request for a
forensic analysis. This phase involves understanding the purpose of the
request and the scope of the investigation, such as type of case, subjects
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involved, and system involved. The identification phase determines where
the data of interest are stored and what data can be recovered and
retrieved.

3. Collection—When the location or locations of data are identified, the
forensic process ensures that the data are collected in a manner that
preserves the integrity of the evidence.

4. Preservation—

1. Several actions comprise the preservation of data process, including the
following:

2. Creating a log that documents when, from where, how, and by whom
data were collected Storing the data in a secure fashion to prevent
tampering or contamination.

3. Logging each access to the data made for forensic analysis

5. Analysis—Examples of analysis tasks include:

e Checking for changes to the system such as new programs, files, services,
and users.

Looking at running processes and open ports for anomalous behavior.
Checking for Trojan horse programs and toolKkits.
Checking for other malware.

Looking for illegal content.

Looking for indicators of compromise.

e Determining the who, when, where, what, and how details of a security
incident

6. Reporting—This phase involves publishing a report resulting from a
forensic investigation. SP 800-86 lists the following factors that affect
reporting for any type of investigation.

¢ Alternative explanations: The available information may not provide a
definitive explanation of the cause and nature of an incident. The analyst
should present the best possible conclusions and highlight alternative
explanations.

e Audience consideration: An incident requiring law enforcement
involvement requires highly detailed reports of all information gathered
and can also require copies of all evidentiary data obtained. A system
administrator might want to see network traffic and related statistics in
great detail. Senior management might simply want a high-level overview
of what happened, such as a simplified visual representation of how the
attack occurred and what should be done to prevent similar incidents.
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e Actionable information: Reporting also includes identifying actionable
information gained from data that allows an analyst to collect new sources
of information. For example, a list of contacts may be developed from the
data that can lead to additional information about an incident or a crime.
Also, information that is obtained might help prevent future events, such as
learning about a backdoor on a system that is to be used for future attacks,
a crime that is being planned, a worm scheduled to start spreading at a
certain time, or a vulnerability that could be exploited.
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