UNIT-4 PART-B(13 MARKS)

1) Write a detailed note on: i) RPC ii) RTP (16) (May-11)1.RPC: Remote Procedure
Calls:

e Based on client server model that is an asymmetric type of communication

e RPC is implemented in the client server operation through a technique called
STUB.

e STUB is a procedure such as read or writes and can be defined for eachserver’s
client.

e OSI remote procedure operations:

It is based on two operation sending request to server and receiving the result
tothe client.

2.RTP: Real time Transport Protocol:

e RTP run over user datagram protocol.

e Used in multimedia applications, video conferencing, music on demand, video on
demand.

e Multimedia application also contains other types of data streams.All these datas
arestored into RTP library in user space along with the application.

RTP in a protocol stack and nesting:

1.Handles realtime data streams onto a single stream of UDP packets

2.No flow control and error control.

3.No acknowledgement

4.No mechanism to request to retransmissions.

5.Sequence number is given to each packet in an RTP stream
e RTP header

e RTP control protocol

2) What is QoS ininternetworkiog? State the techniques to improve QoS.

QoS (Quality of Service) refers to a broad collection of networking technologies
and techniques.

The goal of QoS is to provide guarantees on the ability of a network to deliver
predictable results. Elements of network performance within the scope of QoS
often include availability (uptime), bandwidth (throughput), latency (delay), and
error rate. QoS involves
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prioritization of network traffic. QoS can be targeted at a network interface,
toward a givenserver or router’s performance, or in terms of specific applications.
A network monitoring system must typically be deployed as part of QoS, to insure
that networks are performing atthe desired level.

QoS is especially important for the new generation of Internet applications such as
VolP video-on -demand and other consumer services.Some core networking
technologies like Ethernet were not designed to support prioritized traffic or
guaranteed of performance levels, making it much more difficult to implement
QoS solutions across the Internet.Quality of Service is an internetworking issue that
has to be defined as something a flow seeks to attain.

Flow characteristics: (4 types)

e Reliability
e Delay

o Jitter

e Bandwidth

Technique to improve QoS:

There are many techniques used to improve the quality of service. Some common
methods are, Scheduling: Packets from different flows arrive at a switch or router
for processing. A good scheduling technique treats the different flows in a fair
and appropriate manner. Someof the scheduling techniques used to improve QoS
are,

FIFO Queuing: In this queuing technique, the arrival packets are stored in First
Come FirstServe basis. If the arrival rate is less than the processing rate, then the
queue will fill up and the new arriving packets will not have any space to store in
the queue and gets discarded.

Priority Queuing - In priority queuing packets are first assigned to a priority class.
Each priority class has its own queue. The packets in the highest priority queue are
processed first. The packets in the lowest priority queue are processed last. This
process continues until the queue is empty.

Advantage: It provides better QoS for higher priority traffic such as multimedia
that can reach the destination with less delay.

Disadvantage: At any situation, the higher priority queue has continuous packet
flow thenthe lower priority queue never get a chance to process. It is called as
“Starvation”.
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Weighted Fair Queuing — In Weighted Fair Queuing technique, the packets are still
assigned todifferent classes and admitted to different queues. However, the queues
are weighted based on the priority of the queues (higher priority means a higher
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weight). The system processes packets in each queue in a round robin fashion with

the number of packets selected from each queue based on the corresponding weight.

Traffic Shaping:

Traffic shaping is a mechanism to control the amount and the rate of the traffic sent
to the network. There are two techniques under this mechanism.

Leaky Bucket —If the traffic consists of fixed size packets, the process removes a fixed
number of packets from the queues. If the traffic consists of variable length packets,
the fixed output rate must be based on the number of bytes or bits.

Token Bucket — Leaky bucket algorithm outputs the data in average rate from the
burst data, but it does not taken the time when the host was idle, into account.

But, the Token Bucket algorithm allows idle hosts to accumulate credit for the future
in the form of tokens. For each tick of the clock, the system sends ‘n’ token to the
bucket. The

system removes one token for every cell (or byte) of data sent.

Admission Control:

It is @ mechanism used by the networking device like router and switches to accept or
reject a flow based on predefined parameters called flow specification. Before a
router accepts a flow for processing, it checks the flow specification to see if its
capacity and its previous commitments to other flows can handle the new flow.
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Resource reservation:

A flow of data needs resource such as buffer bandwidth, CPU time and so on.
The QoS isimproved if these resources are reserved beforehand.

3) lllustrate and explain UDP and its packet format. (13)

The User Datagram Protocol (UDP) provides a connectionless, unreliable transport
service. Connectionless means that a communication session between hosts is not
established before exchanging data. UDP is often used for communications that use
broadcast or multicast Internet Protocol (IP) packets. The UDP connectionless packet
delivery service is unreliable because it does not guarantee data packet delivery or
send a notification if a packet is not delivered. However, if a packet is delivered, a
checksum is computed over the received data and matched against the checksum
transmitted in the packet. If these checksums do not match, the received UDP packet
is not handed up the stack to the next protocol layer on the receiving side.
Limitations:

Because delivery of UDP packets is not guaranteed, applications that use this protocol
must supply their own mechanisms for reliability if necessary. Although UDP appears
to have some limitations, it is useful in certain situations. UDP is efficient of its low
overhead.

UDP datagram format

UDP is an end-to-end transport level protocol that adds only port addresses,
checksum error control, and length information to the data from the upper layer. The
packet produced by theUDP is called a user datagram.

Source port address — Sender’s port address Destination port address — Receiver’s
port address

Total length — Total length of the user datagram in bytes.Check sum — 16 bit field used

Bits: 0 16
Source Port Destination Port
8 octets
L ength Check Sum

Figure - UDP Header



in error detection.
UDP Functionalities:

UDP provides only the basic functions needed for end-to-end delivery of a
transmission. It does not provide any sequencing or reordering functions and cannot
specify the damaged packet whenreporting an error. ICMP protocol can then inform
the sender that a user datagram has been damaged and discarded and can not specify
which packet has been lost. UDP contains only a checksum; it does not contain an ID
or sequencing number for a particular data segment.

4) With neat architecture, explain TCP in detail.(13)

e TCP is a more sophisticated transport protocol is one that offers a reliable,
connection oriented byte stream service. Such a service has proven useful to a wide
assortment of application because it frees the application from having to worry about
missing orreordered data.

e TCP guarantees the reliable in order delivery of a stream of bytes. It is a full duplex
protocol meaning that each TCP connection supports a pair of byte streams, one
flowing each direction. It also includes a flow control mechanism for each of these
byte streams that allow the receiver to limit how much data the sender can transmit
at a given time.

e Finally, like UDP, TCP supports a demultiplexing mechanism that allows multiple
application programs on any given host to simultaneously carry on a conversation
with their peers. In addition to the above features, TCP also implements a highly
tuned congestion control mechanism.

END TO END ISSUES:

At the heart of TCP is sliding window algorithm. TCP supports logical connections
between processes that are running on any two computers in the internet. This
means that TCP needs an explicit connection establishment phase during which the
two sides of the connection

agree to exchange data with each other. This difference is analogous to having a
dedicated phoneline. TCP also has an explicit connection teardown phase.

One of the things that happen during connection establishment is that the two parties
establish some shared state to enable the sliding window algorithm to begin.
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Connection teardown is needed so each host known it is OK to free this state.

UNIT-4 PART-C(15 MARKS)

1. Explain TCP header format in detail.(6)
SEGMENT FORMAT:

10 16 31

SOURCE DESTINATION
PORT rPORT

SEQUENCE NUMBER

ACKNOWILEDGEMENT

HdrTL.exn L1 ] FLAGCS ADVERTISED WIND OW

CHECKSUNM UresPixr

OPTIONS (WARTABLE)

D AT A

TCP is a byte oriented protocol, which means that the sender writes bytes into a TCP

connection and the receiver reads bytes out of the TCP connection. Although “byte
stream”

describes the service TCP offers to application processes, TCP does not itself transmit
individualbytes over the internet.

Instead, TCP on the source host buffers enough bytes from the sending process to fill
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a reasonably sized packet and then sends this packet to its peer on the destination
host. TCP on the destination host then empties the contents of the packet into a
receiving process reads from this buffer at its leisure.

The packets exchanged between TCP peers are called segments, since each one
carries a segment of the byte stream. The SrcPort and Distorts fields identify the
source and

destination ports, respectively, just as in UDP. These two fields, plus the source and
destination

IP addresses, combine to uniquely identify each TCP connection. That is, TCP’sdemux
key is given by the 4-tuple

(SrcPort, SrclPAddr, DstPort, DstIPAddr)

The acknowledgement, sequence num and advertised window fields are all involved
in TCP’s sliding window algorithm. Because TCP is a byte oriented protocol, each byte
of data has a sequence number, the sequence numfield contains the sequence
number for the first byte ofdata carried in that segment. The acknowledgement and
advertisement window values flowing in the opposite direction.

The 6-bit flags field is used to relay control information between TCP peers. The
possible flags include SYN, FIN, RESET, PUSH, URG, and ACK. The SYN and FIN flags are
used when establishing and terminating a TCP connection, respectively. The ACK flag
is set any time the Acknowledgement field is valid, implying that the receiver should
pay attention to it. The URG flag signifies that this segment contains urgent data.
When this flag is set, the UrgPtr bytes into the segment. The PUSH flag signifies that
the sender invoked the push operation which indicates to the receiving side of TCP
that it should notify the receiving process of this fact.

The RESET flag signifies that the receiver has become confused for example, because
it received a segment it did not except to receive and so wants to abort the
connection.

2.What is the need for Nagle’s algorithm? How does it determine when to transmit
data? (13)
e TCP Transmission Policy
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e -Nagle Algorithm

e To solve the problem of congestion of WAN, the Nagle algorithm is used.
e Itis self-Clocking.

e Faster the acks comes back,faster the data is sent

e Itis used by TCP implementation

e TCP uses a different form of flow control called a sliding window protocol.

3.Explain any one congestion control algorithm. (6)
TCP has three congestion control algorithm:

1.Additive increase 2.Slow start 3.Retransmit

Additive increase

A strategy called additive increase/multiplicative decrease regulates the number of
packets that are sent at one time. If you graphed the flow, you would see a sawtooth
pattern where the number of packets increases (additive increase) until congestion
occurs and then drops off when packets start to drop (multiplicative decrease). The
window size is typically halved when a congestion signal occurs.

87



