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UNIT-1                                                                                                  PART-A(2 MARKS) 

 

1. Define computer Network 

Soln:- 

o Computer Network is a group of computers connected with each other 

through wires, optical fibres or optical links so that various devices can 

interact with each other through a network. 

o The aim of the computer network is the sharing of resources among various 

devices. 

o In the case of computer network technology, there are several types of 

networks that vary from simple to complex level. 

2. What is Hub? 

Soln:- 

Hub is a central device that splits the network connection into multiple devices. 

When computer requests for information from a computer, it sends the request to 

the Hub. Hub distributes this request to all the interconnected computers. 

3. What are the three criteria necessary for an effective and efficient network? 

Soln:- 
The most important criteria are performance, reliability and security. Performance 
of the network depends on number of users, type of transmission medium, the 
capabilities of the connected h/w and the efficiency of the s/w. Reliability is 
measured by frequency of failure, the time it takes a link to recover from the 
failure and the network’s robustness in a catastrophe. Security issues include 
protecting data from unauthorized access and viruses. 
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4. What are the two fundamental ways by which network performance is 
measured? 
Soln:- 
1. Bandwidth 
2. Latency   
 

5. Differentiate between Half Duplex vs Full duplex 

Soln:- 

Sr. No Half Duplex Full Duplex 

1 In half-duplex mode, both units 

communicate over the same 

medium, but only one unit can 

send at a time. 

A full-duplex system is used that allows 

information to flow simultaneously in 

both directions on the transmission path.  

2 It requires two wires.  It requires four wires. 

3 Ex. It is like two polite people 

talking to each other-one talks, 

the other listens, but  neither 

one talks at the same time. 

Ex. The telephone network. When two 

people are communicating by a telephone 

line, both can talk and listen at the same 

time.  

 

6. What is Resource Sharing? 

Soln:- The goal is to make all programs, equipment, and especially data available to 

anyone on the network without regard to the physical location of the resource and 

the user. An obvious and widespread example is having a group of office workers 

share a common high volume networked printer which is cheaper, faster, and 

easier to maintain than a large collection of individual printers.  

7. MAN v/s WAN 

Sr. 

No 

MAN WAN 

1 A-metropolitan area network-(MAN) 

is a large-Computer network that 

usually spans a city or a large 

campus. 

A-Wide Area Network(WAN)-spans a 

large geographic area, such as a state, 

province or country.  

2 A MAN usually interconnects a 

number of Local area . 

WANs often connect multiple smaller 

networks, such as local area networks 
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 (LANs) or metro area networks (MANs). 

3 Ex. Telephone Company Network. 

 

Ex. User using a telephone line to 

connect to an ISP (Internet Service 

Provider) is using a WAN. 

 

8. What is modem? 

Soln:- Modem:-Modem connects the computer to the internet over the existing 

telephone line. A modem is not integrated with the computer motherboard. A 

modem is a separate part on the PC slot found on the motherboard. 

9. What is Wireless NIC:? 

Soln:-All the modern laptops use the wireless NIC. In Wireless NIC, a connection is 

made using the antenna that employs the radio wave technology. 

10. What do you mean Resource Sharing? 

Soln:-  The goal is to make all programs, equipment, and especially data available 

to anyone on the network without regard to the physical location of the resource 

and the user. An obvious and widespread example is having a group of office 

workers share a common high volume networked printer which is cheaper, faster, 

and easier to maintain than a large collection of individual printers.  

11. What is protocol stack? 

Soln:-  A networking reference model defined by the ISO (International 

Organization for Standardization) divides computer to computer communication 

into seven connected layers. Such layers are known as protocol stack.  

12.What is TCP? 

Soln:- 

TCP provides a reliable connection for the transfer of data between applications. A 

connection is simply a temporary logical association between two entities in 

different systems. 

13. TCP/IP Model vs. OSI Model 

Sr. 

No 

TCP/IP Model OSI Model 

1 Defined after the advent of 

Internet. 

Defined before advent of internet. 

2 TCP/IP supports Internet working. Internet working not supported. 

3 Protocol Dependant standard. Protocol independent standard. 
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4 TCP reliably delivers packets, IP 

does not reliably deliver packets. 

All packets are reliably delivered. 
 

5 More Credible. Less Credible. 

 

14.GUIDED v/s UNGUIDED MEDIA 

Sr. 

No 

Guided media Unguided media 

1 Guided transmission media are the 

cables that are tangible or have 

physical existence.  

Unguided transmission media are the 

ways of transmitting data without using 

any cables. 

2 Guided transmission media are 

limited by the physical geography. 

Unguided transmission media are not 

bounded by physical geography. 

3 Guided Media are 

i. Twisted - Pair cable 

ii. Coaxial Cable 

iii. Fiber-optic cable 

iv. Magnetic media 

v. Fiber Cable 

Unguided Media are 

i. Terrestrial microwave 

ii. Satellite Communication(Radio 

waves) 

iii Infra red waves. 

 

 

15.What is Extranet? 

Soln:- 

  An extranet is a communication network based on the internet protocol such 

as Transmission Control protocol and internet protocol. It is used for information 

sharing. 

16.Group the OSI layers by function. 
Soln:- 
 The seven layers of the OSI model belonging to three subgroups. Network support 
layers: Consisting of Physical, data link and network layers and they deal with the 
physical aspects of moving data from one device to another. User support layers: 
Consists of Session, presentation and application layers and they allow 
interoperability among unrelated software systems. The transport layer ensures 
end-to-end reliable data transmission  
17.What are the features provided by layering? 
Soln:- It decomposes the problem of building a network into more manageable 
components. 
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 Rather than implementing a monolithic piece of software that does 
everything implement several layers, each of which solves one part of the 
problem. 

 It provides more modular design. To add some new service, it is enough to 
modify the functionality at one layer, reusing the functions provided at all 
the other layers. 

18. What are the issues in data link layer?  
Soln:- The data link layer has a number of specific functions it can carry out. These 
functions include, a) Providing a well-defined service interface to the network 
layer. b) Dealing with transmission errors. c) Regulating the flow of data so that 
slow receivers are not swamped by fast senders. 
19.  What are the responsibilities of data link layer?  
Soln:- Specific responsibilities of data link layer include the following. a) Framing b) 
Physical addressing c) Flow control d) Error control e) Access control 
20.   What is OSI? 
Soln:- A standard that specifies a conceptual model called Open systems 
Interconnection network interface model, which breaks networked 
communications into seven layers: Application, Presentation, Session, Transport, 
Network, Data link, Physical. 
21. State the major functions performed by the presentation layer of the ISO OSI 
model. 
Soln:- Presentation layer is concerned with the format of data exchanged between 
peers, for example, whether an integer is 16, 32, or 64 bits long and whether the 
most significant bit is transmitted first or last, or how a video stream is formatted. 
22.What do you mean Segmentation and Reassembly? 
Soln:- Divides each message into segments and assigns a sequence number tot 
these segments. This helps to reassemble the message if some error occurs during 
message transmission.  
23.State the purpose of layering in networks?  
Soln:- A layer is a collection of related functions that provides services to the layer 
above it and receives services from the layer below it. To execute the functions by 
each layer is independent. 
24. What are the categories of Mesh topology  
Soln:- The categories of mesh topology are 

 Full Mesh Topology: In a full mesh topology, each computer is connected to 
all the computers available in the network. 

 Partial Mesh Topology: In a partial mesh topology, not all but certain 
computers are connected to those computers with which they communicate 
frequently. 
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UNIT 1                                                                                                  PART-B(13 MARKS) 

 

1. Explain Components Of Computer Network in detail        (13) 

Soln:- 

The Major components of a computer network are shown in Fig. 

 

 
 

 NIC(National interface card):- NIC is a device that helps the computer to 

communicate with another device. The network interface card contains the 

hardware addresses, the data-link layer protocol use this address to identify the 

system on the network so that it transfers the data to the correct destination. 

There are two types of NIC: wireless NIC and wired NIC. 

o Wireless NIC: All the modern laptops use the wireless NIC. In Wireless NIC, a 

connection is made using the antenna that employs the radio wave technology. 

o Wired NIC: Cables use the wired NIC to transfer the data over the medium. 

 Hub:-Hub is a central device that splits the network connection into multiple 

devices. When computer requests for information from a computer, it sends the 

request to the Hub. Hub distributes this request to all the interconnected 

computers. 

 Switches:- Switch is a networking device that groups all the devices over the 

network to transfer the data to another device. A switch is better than Hub as it 

does not broadcast the message over the network, i.e., it sends the message to the 

device for which it belongs to. Therefore, we can say that switch sends the 

message directly from source to the destination. Play Vide 

 Cables and connectors:- Cable is a transmission media that transmits the 

communication signals. There are three types of cables: 
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 Twisted pair cable: It is a high-speed cable that transmits the data over 1Gbps or 

more. 

 Coaxial cable: Coaxial cable resembles like a TV installation cable. Coaxial cable is 

more expensive than twisted pair cable, but it provides the high data transmission 

speed. 

 Fibre optic cable: Fibre optic cable is a high-speed cable that transmits the data 

using light beams. It provides high data transmission speed as compared to other 

cables. It is more expensive as compared to other cables, so it is installed at the 

government level. 

 Router:- Router is a device that connects the LAN to the internet. The router is 

mainly used to connect the distinct networks or connect the internet to multiple 

computers. 

 Modem:-Modem connects the computer to the internet over the existing 

telephone line. A modem is not integrated with the computer motherboard. A 

modem is a separate part on the PC slot found on the motherboard. 

 

2. Discuss about Uses of computer Networks in detail   (13) 

Soln:- 

Computer Networks can be used for 

1. Business Applications 

2. Home Applications 

3. Mobile Users 

4. Social Issues 

1. Business Applications:- 

Following are some business applications of computer networks: 

 Resource Sharing:- The goal is to make all programs, equipment, and especially 

data available to anyone on the network without regard to the physical location of 

the resource and the user. An obvious and widespread example is having a group 

of office workers share a common high volume networked printer which is 

cheaper, faster, and easier to maintain than a large collection of individual 

printers.  

 Server-Client model:- Another issue is sharing information. Most companies have 

customer records, inventories, accounts receivable, financial statements, tax 

information, and much more online. Company's information system consists of 

one or more databases and employees need to access them remotely. The 

employees have simpler machines called Clients and the data are stored on 
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powerful computers called Servers. This whole arrangement is called the client-

server model. 

 

 
                            Fig: A network with two clients and one server. 

A computer network can provide a powerful communication medium among 

employees where two or more people who work far apart can write a report 

together and also perform computer-assisted communication called 

videoconferencing. 

 Communication Medium:- A third goal is doing business electronically with other 

companies.A computer network can provide a powerful communication medium 

among employees. Virtually every company that has two or more computers now 

has e-mail (electronic mail), which employees generally use for a great deal of daily 

communication 

 ECommerce:- A fourth goal is doing business with consumers over the Internet. A 

goal that is starting to become more important in businesses is doing business with 

consumers over the Internet. Airlines, bookstores and music vendors have 

discovered that many customers like the convenience of shopping from home.  

The most popular forms are listed in the below figure: 

 
 

2. Home Applications 

Some of the more popular uses of the Internet for home users are as follows: 

 Access to remote information. 
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1. Access to remote information comes in many forms. It can be surfing the  World 

Wide Web for information or just for fun. It include online newspaper, accessing 

digital library  

 Person-to-person communication. 

Person-to-person communication includes E-mail, instant messaging, discussion 

using worldwide newsgroups, chat rooms etc. Another type of person-to-person 

communication is peer-to-peer communication. Here every person can 

communicate with one or more other people; there is no fixed division into clients 

and servers. 

 
Fig: In a peer-to-peer system there are no fixed clients and servers 

 Interactive entertainment:- Our third category is entertainment, which is a huge 

and growing industry which includes video on demand, live television etc. 

 Electronic commerce. 

Our fourth category is electronic commerce where home shopping is already 

popular and enables users to inspect the on-line catalogs of thousands of  

companies and some of these catalogs provide the ability to get an instant video 

on any product by just clicking on the product's name. After the customer buys a 

product electronically but cannot figure out how to use it, on-line technical 

support may be consulted. 

Another area is accessing financial institutions to pay bills, manage bank  accounts, 

and handle investments electronically. Telelearning and Telemedicine have 

become important. Now there are applications like using the webcam in your 

refrigerator to see if you have to buy milk on the way home from work. 

3. Mobile Users 

• Mobile computers, such as notebook computers and personal digital assistants 

(PDAs), are one of the fastest growing segments of the computer industry where 

they use wireless networks. 

• Wireless networks are of great value to fleets of trucks, taxis, delivery vehicles, 

and repairpersons for keeping in contact with home. 
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• Wireless networks are also important to the military  

• Wireless networks and mobile computing are related as follows: 

• Wireless parking meters have advantages for both users and city governments. 

The meters could accept credit or debit cards with instant verification over the 

wireless link. When a meter expires, it could check for the presence of a car (by 

bouncing a signal off it) and report the expiration to the police 

• In Vending Machines if they issued a wireless report once a day announcing their 

current inventories, the truck driver would know which machines needed servicing 

and how much of which product to bring. 

• In utility meter reading if electricity, gas, water, and other meters in people's 

homes were to report usage over a wireless network, there would be no need to 

send out meter readers. Similarly, wireless smoke detectors could call the fire 

department instead of making a big noise. 

• Smart watches with radios, wearable computers, m-commerce etc. are some 

other applications. 

4. Social Issues 

• The widespread introduction of networking has introduced new social, ethical, 

and political problems. 

A popular feature of many networks is newsgroups or bulletin boards whereby 

people can exchange messages with like-minded individuals. As long as the 

subjects are restricted to technical topics or hobbies like gardening, not too many 

problems will arise. The trouble comes when newsgroups are set up on topics that 

people actually care about, like politics, religion, or sex. Views posted to such 

groups may be deeply offensive to some people. 

• People have sued network operators, claiming that they are responsible for the 

contents of what they carry, just as newspapers and magazines are. 

• Identity theft is becoming a serious problem as thieves collect enough  

information about a victim to obtain get credit cards and other documents in the 

victim's name. Finally, being able to transmit music and video digitally has opened 

the door to massive copyright violations that are hard to catch and 

enforce. 

 

3. Explain  different layers of OSI Reference Model and its functions in detail(13) 

Soln:- 

 OSI stands for Open System Interconnection is a reference model that describes 

how information from a software application in one  computer moves through a 

physical medium to the software application in another computer. 
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 OSI consists of seven layers, and each layer performs a particular network 

function. 

 OSI model was developed by the International Organization for Standardization 

(ISO) in 1984, and it is now considered as an architectural model for the inter-

computer communications. 

 OSI model divides the whole task into seven smaller and manageable tasks. Each 

layer is assigned a particular task.Each layer is self-contained, so that task assigned 

to each layer can be performed independently. 

A networking reference model defined by the ISO (International Organization for 

Standardization) divides computer to computer communication into seven 

connected layers. Such layers are known as protocol stack.  

Open systems Interconnection (OSI) is a reference model that determines the way 

which messages should be transmitted between any two points in a network.  

Functions of the OSI Layers 

There are the seven OSI layers. Each layer has different functions. A list of seven 

layers are given below: 

1. Physical Layer 

2. Data-Link Layer 

3. Network Layer 

4. Transport Layer 

5. Session Layer 

6. Presentation Layer 

7. Application Layer 

The different layers of OSI reference are shown in Fig. 

1.Physical Layer  

It is the cable or the physical medium itself. This layer is responsible for packaging 

and transmitting the data on the physical media.  

Functions  

1. Line configuration: defines the way in which two or more devices connected 

physically.  

2. Data transmission  

3. Topology  

4. Signals  
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                                      Fig: Layers of ISO/OSI Reference Model   

2. Data Link Layer  

The data link layer is responsible for the error free transfer of data frames. This 

layer provides synchronization for the physical level. Data link layer defines the 

format of data on the network.  

Data link layer sub layers:  

Logical Link Control (LLC) 802.2: provides flow control  

Media Access Control (MAC) 802.3: responsible for transferring packets over the 

network  

Functions of the data link layer:  

 Framing: frames are added with a Header and a Trailer.  

 Arbitration: negotiates the access of single data channel when multiple hosts are 

trying to access it at the same time.  

 Physical Addresssing: primary form of physical addressing is the MAC address  

 Error Detection: detects the errors when data passed through the wire. Here a 

CRC(Cyclic Redundancy Check) is calculated and added to the frame trail before it 

is sent to the physical layer  

 Encapsulation: Some information are hidden from the higher level using 

encapsulation   

3.Network Layer  

It determines the physical path that the data takes on the basis of network 

conditions, priority of service and other factors. The network layer is responsible of 

routing and forwarding of data packets.  
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Functions of network layer  

 Source to destination delivery: Transfers packets from source to destination  

 Logical addressing: adds the source and destination address in the header  

 Routing: selects the optimal path out of multiple paths so that a packet can 

choose so that a packet can follow.  

 Address Transformation: Interprets the logical address  

 Multiplexing: utilizes one physical line for transferring data between several 

devices at a time.  

  

4.Transport Layer  

The transport layer ensures that messages are delivered in the order in which they 

are sent and that there is no loss or duplication. It ensures complete data transfer. 

Transport layer sub divides user-buffer into network-buffer sized datagrams and 

enforces desired transmission control. The transport protocols are: Transmission 

Control Protocol (TCP) and User Datagram Protocol (UDP)  

Functions of Transport layer  

 Service point addressing: Here packets are delivered to correct process.  

 End-to-end Message Delivery: ensures the entire message is delivered to the 

destination.  

 Segmentation and Reassembly: Divides each message into segments and assigns 

a sequence number tot these segments. This helps to reassemble the message if 

some error occurs during message transmission.  

 Connection Control: decides whether the whole packets are sent using a single 

path or not.  

5.Session Layer :-  

The session layer establishes a communication session between processes running 

on different communication entities in a network and can support a message 

mode data transfer. It deals with session and connection coordination.  

Functions of Session Layer  

 Session Management: divides the session into subsessions by inserting check 

points.  

 Synchronization: Selects the order in which the dialog units must pass to the 

transport layer. It also gets confirmation from the receiver machine.  

 Dialog control: Controls which user will send data and at what time.  

 Closing the session: Ensures that the data transfer is completed before the 

session closes.  
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6.Presentation Layer  

The presentation layer serves as the data translator for a network. It is usually a 

part of an operating system and converts incoming and outgoing data from one 

presentation format to another. This layer is also known as syntax layer.  

Functions of presentation layer  

 Data compression: It refers to encoding the data using less number of bits.  

 Encryption: ensures security by using different algorithms for coding, passwords 

and log-in codes.  

 

7.Application layer  

The application layer services as window for users and application processes to 

access network services. It handles issues such as network transparency, resource 

allocation etc. This layer is not an application in itself, although some applications 

may perform application layer functions. This layer provides network services to 

the end-users. Examples of network applications are Mail, FTP, Telnet, DNS, NIS, 

NFS etc.  

Functions of application layer  

1. Authentication: authenticates the sender and receiver of the message or both.  

2. File access, Transfer and Management: Allows the user at a remote site to 

access files on another host.  

3. Directory services: Provides access to global information and database sources.  

 

4. Explain the Layers of TCP/IP Protocol Architecture and its functions    (13) 

Soln:- 

The TCP/IP protocol architecture is a result of protocol research and development 

conducted on the experimental packet-switched network, ARPANET, funded by the 

Defense Advanced Research Projects Agency (DARPA), and is generally referred to 

as the TCP/IP protocol suite. 

The TCP/IP Layers 

 In general terms, communications can be said to involve three agents: 

applications, computers, and networks. 

 Examples of applications include file transfer and electronic mail. The applications 

that we are concerned with here are distributed applications that involve the 

exchange of data between two computer systems. These applications, and others, 

execute on computers that can often support multiple simultaneous applications.  
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 Computers are connected to networks, and the data to be exchanged are 

transferred by the network from one computer to another. We can organize the 

communication task into five relatively independent layers. They are 

1. Physical layer 

2. Network access layer 

3. Internet layer 

4. Host-to-host, or transport layer 

5. Application layer 

 

1.Physical layer:-  

 The physical layer covers the physical interface between a data transmission 

device (e.g., workstation, computer) and a transmission medium or network. This 

layer is concerned with specifying the characteristics of the transmission medium, 

the nature of the signals, the data rate, and related matters. 

2.Network access Layer 

 The network access layer is concerned with the exchange of data between an 

end system (server, workstation, etc.) and the network to which it is attached.  

 The sending computer must provide the network with the address of the 

destination computer, so that the network may route the data to the appropriate 

destination. 

 The sending computer may wish to invoke certain services, such as priority, that 

might be provided by the network.  

 The specific software used at this layer depends on the type of network to be 

used; different standards have been developed for circuit switching, packet 

switching (e.g., frame relay), LANs (e.g., Ethernet), and others. Thus it makes sense 

to separate those functions having to do with network access into a separate layer. 

  By doing this, the remainder of the communications software, above the 

network access layer, need not be concerned about the specifics of the network to 

be used. The same higher-layer software should function properly regardless of 

the particular network to which the computer is attached. 

3. Internet layer 

 The network access layer is concerned with access to and routing data across a 

network for two end systems attached to the same network. In those cases where 

two devices are attached to different networks, procedures are needed to allow 

data to traverse multiple interconnected networks. This is the function of the 

internet layer. 
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  The Internet Protocol (IP) is used at this layer to provide the routing function 

across multiple networks. 

  This protocol is implemented not only in the end systems but also in routers.  

 A router is a processor that connects two networks and whose primary function 

is to relay data from one network to the other on its route from the source to the 

destination end system. Regardless of the nature of the applications that are 

exchanging data, there is usually a requirement that data be exchanged reliably.  

4. Transport layer:- 

 The mechanisms  for providing reliability are essentially independent of the 

nature of the applications. Thus, it makes sense to collect those mechanisms in a 

common layer shared by all applications; this is referred to as the host-to-host 

layer, or transport layer. 

  The Transmission Control Protocol (TCP) is the most commonly used protocol to 

provide this functionality. 

5. Application Layer:- 

Finally, the application layer contains the logic needed to support the various user 

applications. For each different type of application, such as file transfer, a separate 

module is needed that is peculiar to that application. 

 

5. Discuss Operation of TCP and IP in detail                                               (13) 

Soln:- 

Fig 1 indicates how these protocols are configured for communications. To make 

clear that the total communications facility may consist of multiple networks, the 

constituent networks are usually referred to as subnetworks. Some sort of 

network access protocol, such as the Ethernet logic, is used to connect a computer 

to a subnetwork.  

 
                                         Fig.1.TCP/IP Concepts 
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 This protocol enables the host to send data across the subnetwork to another 

host or, if the target host is on another subnetwork, to a router that will forward 

the data. 

  IP is implemented in all of the end systems and the routers. It acts as a relay to 

move a block of data from one host, through one or more routers, to another host. 

  TCP is implemented only in the end systems; it keeps track of the blocks of data 

to assure that all are delivered reliably to the appropriate application 

 For successful communication, every entity in the overall system must have a 

unique address. Actually, two levels of addressing are needed. Each host on a 

subnetwork must have a unique global internet address; this allows the data to be 

delivered to the proper host. Each process with a host must have an address that is 

unique within the host; this allows the host-to-host protocol (TCP) to deliver data 

to the proper process. These latter addresses are known as ports. 

 Let us trace a simple operation. Suppose that a process, associated with port 3 

at host A, wishes to send a message to another process, associated with port 2 at 

host B.  

 The process at A hands the message down to TCP with instructions to send it to 

host B, port 2. TCP hands the message down to IP with instructions to send it to 

host B. 

 To control this operation, control information as well as user data must be 

transmitted, as suggested in Fig 2.  

 Let us say that the sending process generates a block of data and passes this to 

TCP. TCP may break this block into smaller pieces to make it more manageable. To 

each of these pieces, TCP appends control information known as the TCP header, 

forming a TCP segment. The control information is to be used by the peer TCP 

protocol entity at host B. Examples of items in this header include: 

• Destination port: When the TCP entity at B receives the segment, it must know 

to whom the data are to be delivered. 

• Sequence number: TCP numbers the segments that it sends to a particular 

destination port sequentially, so that if they arrive out of order, the TCP entity at B 

can reorder them.  

• Checksum: The sending TCP includes a code that is a function of the contents of 

the remainder of the segment. The receiving TCP performs the same calculation 

and compares the result with the incoming code. A discrepancy results if there has 

been some error in transmission. 
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                         Fig. 2.Protocol Data Units (PDUs) in the TCP/IP Architecture 

 

 Next, TCP hands each segment over to IP, with instructions to transmit it to B. 

These segments must be transmitted across one or more subnetworks and relayed 

through one or more intermediate routers. This operation, too, requires the use of 

control information. Thus IP appends a header of control information to each 

segment to form an IP datagram.  

 An example of an item stored in the IP header is the destination host address (in 

this example, B). 

 Finally, each IP datagram is presented to the network access layer for 

transmission across the first subnetwork in its journey to the destination.  

 The network access layer appends its own header, creating a packet, or frame. 

The packet is transmitted across the subnetwork to router J. The packet header 

contains the information that the subnetwork needs to transfer the data across 

the subnetwork. Examples of items that may be contained in this header include: 

• Destination subnetwork address: The subnetwork must know to which attached 

device the packet is to be delivered. 

• Facilities requests: The network access protocol might request the use of certain 

subnetwork facilities, such as priority. 

At router J, the packet header is stripped off and the IP header examined. On the 

basis of the destination address information in the IP header, the IP module in the 

router directs the datagram out across subnetwork 2 to B. To do this, the datagram 

is again augmented with a network access header. 

When the data are received at B, the reverse process occurs. At each layer, the 

corresponding header is removed, and the remainder is passed on to the next 

higher layer, until the original user data are delivered to the destination process. 
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6. Differentiate between TCP and UDP                                                                   (7) 

Soln:- 

TCP:- 

 For most applications running as part of the TCP/IP protocol architecture, the 

transport layer protocol is TCP.  

 TCP provides a reliable connection for the transfer of data between applications. 

A connection is simply a temporary logical association between two entities in 

different systems. 

  A logical connection refers to a given pair of port values. For the duration of the 

connection each entity keeps track of TCP segments coming and going to the other 

entity, in order to regulate the flow of segments and to recover from lost or 

damaged segments. 

 Fig 3a  shows the header format for TCP, which is a minimum of 20 octets,or 160 

bits. The Source Port and Destination Port fields identify the applications at the 

source and destination systems that are using this connection. 

  The Sequence Number, Acknowledgment Number, and Window fields provide 

flow control and error control. The checksum is a 16-bit frame check sequence 

used to detect errors in the TCP segment. Chapter 20 provides more details. 

 In addition to TCP, there is one other transport-level protocol that is in common 

use as part of the TCP/IP protocol suite: the User Datagram Protocol (UDP). 

 

 
                                        Fig. 3.TCP and UDP Headers 

UDP:- 

 UDP does not guarantee delivery, preservation of sequence, or protection 

against duplication. 

  UDP enables a procedure to send messages to other procedures with a 

minimum of protocol mechanism.  
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 Some transaction-oriented applications make use of UDP; one example is SNMP 

(Simple Network Management Protocol), the standard network management 

protocol for TCP/IP networks. Because it is connectionless, UDP has very little to 

do.  

 Essentially, it adds a port addressing capability to IP. 

 This is best seen by examining the UDP header, shown in Figure 3b. UDP also 

includes a checksum to verify that no error occurs in the data; the use of the 

checksum is optional. 

 

7. Discuss any three TCP/IP Applications in detail  (13) 

Soln:- 

A number of applications have been standardized to operate on top of TCP. We 

mention three of the most common here. 

 Simple Mail Transfer Protocol (SMTP) 

The Simple Mail Transfer Protocol (SMTP) provides a basic electronic mail 

transport facility. It provides a mechanism for transferring messages among 

separate hosts. Features of SMTP include mailing lists, return receipts, and 

forwarding. The SMTP protocol does not specify the way in which messages are to 

be created; some local editing or native electronic mail facility is required. Once a 

message is created, SMTP accepts the message and makes use of TCP to send it to 

an SMTP module on another host. The target SMTP module will make use of a local 

electronic mail package to store the incoming message in a user’s mailbox. 

 File Transfer Protocol (FTP) 

The File Transfer Protocol (FTP) is used to send files from one system to another 

under user command. Both text and binary files are accommodated, and the 

protocol provides features for controlling user access.When a user wishes to 

engage in file transfer, FTP sets up a TCP connection to the target system for the 

exchange of control messages.This connection allows user ID and password to be 

transmitted and allows the user to specify the file and file actions desired. Once a 

file transfer is approved, a second TCP connection is set up for the data transfer. 

The file is transferred over the data connection, without the overhead of any 

headers or control information at the application level.When the transfer is 

complete, the control connection is used to signal the completion and to accept 

new file transfer commands. 

 TELNET 
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TELNET provides a remote logon capability, which enables a user at a terminal or 

personal computer to logon to a remote computer and function as if directly 

connected to that computer.The protocol was designed to work with simple scroll-

mode terminals. TELNET is actually implemented in two modules:  

User TELNET interacts with the terminal I/O module to communicate with a local 

terminal. It converts the characteristics of real terminals to the network standard 

and vice versa. Server TELNET interacts with an application, acting as a surrogate 

terminal handler so that remote terminals appear as local to the application. 

Terminal traffic between User and Server TELNET is carried on a TCP connection. 

 Protocol Interfaces 

Protocol Interfaces Each layer in the TCP/IP protocol suite interacts with its 

immediate adjacent layers. At the source, the application layer makes use of the 

services of the end-to-end layer and provides data down to that layer. A similar 

relationship exists at the interface of the end-to-end and internet layers and at the 

interface of the internet and network access layers. At the destination, each layer 

delivers data up to the next higher layer. 

This use of each individual layer is not required by the architecture. As Fig 5 

suggests, it is possible to develop applications that directly invoke the services of 

any one of the layers. Most applications require a reliable end-to-end protocol and 

thus make use of TCP. Some special-purpose applications do not need the services 

of TCP. Some of these applications, such as the Simple Network Management 

Protocol (SNMP), use an alternative end-to-end protocol known as 

the User Datagram Protocol (UDP); others may make use of IP directly. 

Applications that do not involve internetworking and that do not need TCP have 

been developed to invoke the network access layer directly 
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                       Fig. 5. Some Protocols in the TCP/IP Protocol Suite 
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UNIT-1           PART-C(15 Marks) 

1. Explain the various categories of Networks in detail                                 (15) 

Soln:- 

A computer network is a group of computers linked to each other that enables the 

computer to communicate with another computer and share their resources, data, 

and applications. 

A computer network can be categorized by their size. A computer network is 

mainly of four types: 

 
 

o LAN(Local Area Network) 

o PAN(Personal Area Network) 

o MAN(Metropolitan Area Network) 

o WAN(Wide Area Network) 

 

1.LAN(Local Area Network) 

o Local Area Network is a group of computers connected to each other in a small 

area such as building, office. 

o LAN is used for connecting two or more personal computers through a 

communication medium such as twisted pair, coaxial cable, etc. 

o It is less costly as it is built with inexpensive hardware such as hubs, network 

adapters, and ethernet cables. 

o The data is transferred at an extremely faster rate in Local Area Network. 

o Local Area Network provides higher security. 
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2.MAN(Metropolitan Area Network) 

o A metropolitan area network is a network that covers a larger geographic area by 

interconnecting a different LAN to form a larger network. 

o Government agencies use MAN to connect to the citizens and private industries. 

o In MAN, various LANs are connected to each other through a telephone 

exchange line. 

o The most widely used protocols in MAN are RS-232, Frame Relay, ATM, ISDN, OC-

3, ADSL, etc. 

o It has a higher range than Local Area Network(LAN). 

 

 
Uses Of Metropolitan Area Network: 

o MAN is used in communication between the banks in a city. 

o It can be used in an Airline Reservation. 

o It can be used in a college within a city. 

o It can also be used for communication in the military. 

 

3.WAN(Wide Area Network) 

o A Wide Area Network is a network that extends over a large geographical area 

such as states or countries. 

o A Wide Area Network is quite bigger network than the LAN. 

o A Wide Area Network is not limited to a single location, but it spans over a large 

geographical area through a telephone line, fibre optic cable or satellite links. 

o The internet is one of the biggest WAN in the world. 

o A Wide Area Network is widely used in the field of Business, government, and 

education. 
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Examples Of Wide Area Network: 

o Mobile Broadband: A 4G network is widely used across a region or country. 

o Last mile: A telecom company is used to provide the internet services to the 

customers in hundreds of cities by connecting their home with fiber. 

o Private network: A bank provides a private network that connects the 44 offices. 

This network is made by using the telephone leased line provided by the telecom 

company. 

Advantages Of Wide Area Network: 

Following are the advantages of the Wide Area Network: 

o Geographical area: A Wide Area Network provides a large geographical area. 

Suppose if the branch of our office is in a different city then we can connect with 

them through WAN. The internet provides a leased line through which we can 

connect with another branch. 

o Centralized data: In case of WAN network, data is centralized. Therefore, we do 

not need to buy the emails, files or back up servers. 

o Get updated files: Software companies work on the live server. Therefore, the 

programmers get the updated files within seconds. 

o Exchange messages: In a WAN network, messages are transmitted fast. The web 

application like Facebook, Whatsapp, Skype allows you to communicate with 

friends. 

o Sharing of software and resources: In WAN network, we can share the software 

and other resources like a hard drive, RAM. 

o Global business: We can do the business over the internet globally. 
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o High bandwidth: If we use the leased lines for our company then this gives the 

high bandwidth. The high bandwidth increases the data transfer rate which in turn 

increases the productivity of our company. 

Disadvantages of Wide Area Network: 

The following are the disadvantages of the Wide Area Network: 

o Security issue: A WAN network has more security issues as compared to LAN and 

MAN network as all the technologies are combined together that creates the 

security problem. 

o Needs Firewall & antivirus software: The data is transferred on the internet 

which can be changed or hacked by the hackers, so the firewall needs to be used. 

Some people can inject the virus in our system so antivirus is needed to protect 

from such a virus. 

o High Setup cost: An installation cost of the WAN network is high as it involves the 

purchasing of routers, switches. 

o Troubleshooting problems: It covers a large area so fixing the problem is difficult. 

 

4.PAN(Personal Area Network) 

o Personal Area Network is a network arranged within an individual person, 

typically within a range of 10 meters. 

o Personal Area Network is used for connecting the computer devices of personal 

use is known as Personal Area Network. 

o Thomas Zimmerman was the first research scientist to bring the idea of the 

Personal Area Network. 

o Personal Area Network covers an area of 30 feet. 

o Personal computer devices that are used to develop the personal area network 

are the laptop, mobile phones, media player and play stations. 

 
There are two types of Personal Area Network: 
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o Wired Personal Area Network 

o Wireless Personal Area Network 

Wireless Personal Area Network: Wireless Personal Area Network is developed by 

simply using wireless technologies such as WiFi, Bluetooth. It is a low range 

network. 

Wired Personal Area Network: Wired Personal Area Network is created by using 

the USB. 

Examples Of Personal Area Network: 

o Body Area Network: Body Area Network is a network that moves with a 

person. For example, a mobile network moves with a person. Suppose a person 

establishes a network connection and then creates a connection with another 

device to share the information. 

o Offline Network: An offline network can be created inside the home, so it is also 

known as a home network. A home network is designed to integrate the devices 

such as printers, computer, television but they are not connected to the internet. 

o Small Home Office: It is used to connect a variety of devices to the internet and 

to a corporate network using a VPN 

 

2. (i). Explain the different types of InterNetwork in detail                                   (8) 

Soln:- 

o An internetwork is defined as two or more computer network LANs or WAN or 

computer network segments are connected using devices, and they are configured 

by a local addressing scheme. This process is known as internetworking. 

o An interconnection between public, private, commercial, industrial, or 

government computer networks can also be defined as internetworking. 

o An internetworking uses the internet protocol. 

o The reference model used for internetworking is Open System 

Interconnection(OSI). 
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Types Of Internetwork: 

1. Extranet: An extranet is a communication network based on the internet 

protocol such as Transmission Control protocol and internet protocol. It is used 

for information sharing. The access to the extranet is restricted to only those users 

who have login credentials. An extranet is the lowest level of internetworking. It 

can be categorized as MAN, WAN or other computer networks. An extranet 

cannot have a single LAN, atleast it must have one connection to the external 

network. 

2. Intranet: An intranet is a private network based on the internet protocol such 

as Transmission Control protocol and internet protocol. An intranet belongs to an 

organization which is only accessible by the organization's employee or members. 

The main aim of the intranet is to share the information and resources among the 

organization employees. An intranet provides the facility to work in groups and for 

teleconferences. 

Intranet advantages: 

o Communication: It provides a cheap and easy communication. An employee of 

the organization can communicate with another employee through email, chat. 

o Time-saving: Information on the intranet is shared in real time, so it is time-

saving. 

o Collaboration: Collaboration is one of the most important advantage of the 

intranet. The information is distributed among the employees of the organization 

and can only be accessed by the authorized user. 

o Platform independency: It is a neutral architecture as the computer can be 

connected to another device with different architecture. 

o Cost effective: People can see the data and documents by using the browser and 

distributes the duplicate copies over the intranet. This leads to a reduction in the 

cost. 

2.(ii).Explain Communication model and its components in detail                  (5) 

Soln:- 

A Communication model is used to exchange data between two parties. For 

example: communication between a computer, server and telephone (through 

modem) is shown in Fig 1. 

 

 
 

                               Fig.1. Communication Model 
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1.Source 

Data to be transmitted is generated by this device, example: telephones, personal 

computers etc. 

2. Transmitter 

The data generated by the source system is not directly transmitted in the form its 

generated. The transmitter transforms and encodes the data in such a form to 

produce electromagnetic waves or signals. 

3.Transmission System 

A transmission system can be a single transmission line or a complex network 

connecting source and destination. 

4. Receiver 

Receiver accepts the signal from the transmission system and converts it into a 

form which is easily managed by the destination device. 

5. Destination 

Destination receives the incoming data from the receiver. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


