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PART A

1.Define Internet of Things.

A dynamic global network infrastructure with self configuring capabilities based on standard and
interoperable communication protocols where physical and virtual —thingsl have identities, physical attributes
and virtual personalities and use intelligent interfaces, and are seamlessly integrated into information n/w, often
communicate data associated with users and their environments.

2. Mention the characteristics of 10T.

e Dynamic & Self Adapting: 0T devices and systems may have the capability to dynamically adapt with
the changing contexts and take actions based on their operating conditions, user‘s context or sensed environm:

Eg: the surveillance system is adapting itself based on context and changing conditions.

e Self Configuring: Itallowing a large number of devices to work together to provide certain functionality.

e Inter Operable Communication Protocols: support a number of interoperable communication protocols
and can communicate with other devices and also with infrastructure.

e Unique Identity: Each 10T device has a unique identity and a unique identifier(IP address).

e Integrated into Information Network: that allow them to communicate and exchange data with other
devices and systems.

3.List out the keyapplicationfunctionalitiesofloTsystems.
ThekeyapplicationfunctionalitiesofloTsystems:
1.Informationandanalysis

a. Trackingbehavior
b. Enhancedsituationalawareness
c. Sensor-drivendecisionanalytics
2. Automationandcontrol
Processoptimization

Optimizedresourceconsumption
Complexautonomoussystems

bnt.



4.List out the requirements of cloud computing in lot system?
Minimizing latency: Milliseconds matter for many types of industrial systems, suchas when you are trying to preveng
manufacturing line shutdowns or restore electricalservice. Analyzing data close to the device that

collected the data can make a differencebetween averting disaster and a cascading system failure.

m Conserving network bandwidth: Offshore oil rigs generate 500 GB of data weekly.Commercial jets generate
10 TB for every 30 minutes of flight. It is not practical totransport vast amounts of data from thousands or
hundreds of thousands of edgedevices to the cloud. Nor is it necessary because many critical analyses do not
require cloud-scale processing and storage.

conditions may not be useful. The environmentalconditions in one area will trigger a local
response independent from the conditionsof another site hundreds of miles away. Analyzing both areas in the
same cloud systemmay not be necessary for immediate efficiency.

5.Mention the data-related problems of fog computing
Bandwidth in last-mile 10T networks is very limited. When dealing with thousands/millions of devices, available
bandwidth may be on order of tens of Kbps per deviceor even less.

latency of hundreds to thousands ofmilliseconds.
links can also be expensive if a per-byte data usagemodel is necessary.

(such as simple polling messages).
m Big data is getting bigger. The concept of storing and analyzing all sensor data in thecloud is impractical.
The sheer volume of data generated makes real-time analysis andresponse to the data almost impossible.

6.Define fog computing.

connectivity can be a fog node. Examples includeindustrial controllers, switches, routers, embedded
servers, and 10T gateways. AnalyzingloT data close to where it is collected minimizes latency, offloads
gigabytes of networktraffic from the core network, and keeps sensitive data inside the local network.

7. List out the characteristics of fog computing.

The defining characteristic of fog computing are as follows:

distributed computing.
m Geographic distribution: In sharp contrast to the more centralized cloud, theservices and applications targeted by |t
fog nodes demand widely distributeddeployments.
m Deployment near 10T endpoints: Fog nodes are typically deployed in the presenceof a large number of 10T endpdi
For example, typical metering deploymentsoften see 3000 to 4000 nodes per gateway router, which also functions as |
fogcomputing node.

8.What is edge computing?

Edge computing is also sometimes called “mist” computing. If clouds exist in thesky, and fog sits near the ground, th

the 10T endpointdevice itself.
9. Define sensor.
A sensor does exactly as its name indicates: It senses. More specifically, a sensormeasures some physical quantity angl

device fortransformation into useful data that can be consumed by intelligent devices or humans.
10. List out the different categoriseof sensors.

external power supply (active) or whetherthey simply receive energy and typically require no external power supply
(passive).

m Invasive or non-invasive: Sensors can be categorized based on whether a sensor is

partof theenvironmment itis Teasurimng (INMvasive) or eXtermat to it {Tomn=mnvasive):

m Increasing local efficiency: Collecting and securing data across a wide geographicarea with different environmentgl

m Network backhaul from the gateway can be unreliable and often depends on 3G/LTEor even satellite links. Backhalil

m The volume of data transmitted over the backhaul can be high, and much of the datamay not really be that interestirng

converts that measurement reading into a digitalrepresentation. That digital representation is typically passed to another

[Active or passive: Sensors can be categorized based on whether they produce anenergy output and typically require an

m Latency can be very high. Instead of dealing with latency in the millisecondsrange, large 10T networks often introdiice

The best-known embodiment of edge services in 10T is fog computing. Any devicewith computing, storage, and netwjork

m Contextual location awareness and low latency: The fog node sits as close to theloT endpoint as possible to deliyer
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mist is what actually sits on the ground. Thus, theconcept of mist is to extend fog to the furthest point possible, right into



m Contact or no-contact: Sensors can be categorized based on whether they require
physical contact with what they are measuring (contact) or not (no-contact).

m Absolute or relative: Sensors can be categorized based on whether they measure on
an absolute scale (absolute) or based on a difference with a fixed or variable reference
\value (relative).

11.Mention the different types of sensors.

1.Acoustic sensor- Acoustic sensors measure sound levels andconvert that information into digital or analogdata
signals.
e.g. Microphone, geophone,hydrophone

2.Humidity sensor-Humidity sensors detect humidity (amount ofwater vapor) in the air or a mass. Humiditylevels cg
measured in various ways: absolutehumidity, relative humidity, mass ratio, and

S0 on. e.gHygrometer,humistor, soilmoisture sensor

Light sensor-Light sensors detect the presence of light (visibleor invisible).

e.g Infrared sensor,photodetector,flame detector

Radiation sensor- Radiation sensors detect radiation in the environment. Radiation can be sensed by scintillating or
ionization detection.

e.g Geiger-Mullercounter, scintillator, neutron detector

12. What is actuator?

Actuators are natural complements to sensors. Figure 3-4 demonstrates the symmetryand complementary
nature of these two types of devices. As discussed in the previoussection, sensors are designed to sense and
measure practically any measurable variable inthe physical world. They convert their measurements (typically
analog) into electric signalsor digital representations that can be consumed by an intelligent agent (a

device or ahuman). Actuators, on the others hand, receive some type of control signal (commonly anelectric
signal or digital command) that triggers a physical effect, usually some type ofmotion, force, and so on.

13.How the actuators can be classified.

Type of motion: Actuators can be classified based on the type of motion they produce (for example, linear, rotary,
one/two/three-axes).

m Power: Actuators can be classified based on their power output (for example, high power, low power, micro
power)

m Binary or continuous: Actuators can be classified based on the number of

stable-state outputs.

m Area of application: Actuators can be classified based on the specific industry or

\vertical where they are used.

m Type of energy: Actuators can be classified based on their energy type.

14. What is MEMS

Micro-electro-mechanical systems (MEMS), sometimes simply referred to as micro-machines, can integrate and com
electric and mechanical elements, such as sensors and actuators, on a very small (millimeter or less)

scale. One of the keys to this technology is a microfabrication technique that is similar to what is used

for microelectronic integrated circuits. This approach allows mass production at very

low costs. The combination of tiny size, low cost, and the ability to mass produce makes

MEMS an attractive option for a huge number of 10T applications.

15.Define smart objects.

Smart objects are, quite simply, the building blocks of I10T. They are what transform
everyday objects into a network of intelligent objects that are able to learn from and
interact with their environment in a meaningful way. It can’t be stressed enough that
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the real power of smart objects-in-loT comes-from-being-networked-togsther rather



than being isolated as standalone objects. This ability to communicate over a network
has a multiplicative effect and allows for very sophisticated correlation and interaction
between disparate smart objects.

16.Mention the characteristics of smart objects.
Processing unit

Sensors/actuators

Communication device

Power source

17. List out the trends in smart objects.

Size is decreasing: As discussed earlier, in reference to MEMS, there is a clear trend ofever-decreasing size.
Some smart objects are so small they are not even visible to thenaked eye. This reduced size makes smart objects easi
embed in everyday objects.

m Power consumption is decreasing: The different hardware components of a smart

object continually consume less power. This is especially true for sensors, many of

which are completely passive. Some battery-powered sensors last 10 or more years

without battery replacement.

m Processing power is increasing: Processors are continually getting more powerful

and smaller. This is a key advancement for smart objects, as they become increasingly

complex and connected.

m Communication capabilities are improving: It’s no big surprise that wireless speeds

are continually increasing, but they are also increasing in range. 10T is driving the

development of more and more specialized communication protocols covering a

greater diversity of use cases and environments.

m Communication is being increasingly standardized: There is a strong push in the

industry to develop open standards for loT communication protocols. In addition,

there are more and more open source efforts to advance 10T.

18. List out the technologies used for connecting smart objects.

The following subsections cover technologies for connecting smart objects:

m |[EEE 802.15.4: This section highlights IEEE 802.15.4, an older but foundational
wireless protocol for connecting smart objects.

m |[EEE 802.15.4g and IEEE 802.15.4e: This section discusses improvements to
802.15.4 that are targeted to utilities and smart cities deployments.

m |[EEE 1901.2a: This section discusses IEEE 1901.2a, which is a technology for connecting
smart objects over power lines.

m |[EEE 802.11ah: This section discusses IEEE 802.11ah, a technology built on the
well-known 802.11 Wi-Fi standards that is specifically for smart objects.

m LoRaWAN: This section discusses LoRaWAN, a scalable technology designed for
longer distances with low power requirements in the unlicensed spectrum.

m NB-10T and Other LTE Variations: This section discusses NB-10T and other LTE
variations, which are often the choice of mobile service providers looking to connect
smart objects over longer distances in the licensed spectrum.

19. What is constrained network.

Constrained-node networks are often referred to as low-power and lossy networks

(LLNSs). Low-power in the context of LLNSs refers to the fact that nodes must cope with the requirements from powerg
and batterypoweredconstrained nodes. Lossy networks indicates that network performance maysuffer

from interference and variability due to harsh radio environments. Layer 1 and

Layer 2 protocols that can be used for constrained-node networks must be evaluated

in the context of the following characteristics for use-case applicability: data rate and

er to
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throughput, latency and determinism, and overhead and payload




20.List out the different forms of CloudComputing.

1.Infrastructure-as-a-service(laaS):provides users the ability to provision computingand storage resources.These
resources are provided to the usersasavirtualmachineinstancesandvirtualstorage.

2.Platform-as-a-Service(PaaS):providesuserstheabilitytodevelopanddeployapplication in cloud using the
development tools, APIs, software libraries andservicesprovidedbythecloudserviceprovider.

3.Software-as-a-Service(SaaS): provides the user a complete software application
ortheuserinterfacetotheapplicationitself.

21.What is Wireless Sensor Network. Give example.

WSN Comprises of distributed devices with sensors whichare used to monitor the environmental and physical
conditions. Zig Bee is one of the mostpopularwireless technologies used by WSNs.

\WSNsusedinloTsystemsaredescribedasfollows:

e WeatherMonitoringSystem: in whichnodes collect temp, humidityandotherdata,which is
aggregatedand analyzed.

e Indoor air quality monitoring systems: to collect data on the indoor air quality
andconcentrationofvariousgases.

e SoilMoistureMonitoringSystems:tomonitorsoilmoistureatvariouslocations.

e SurveillanceSystems:useWSNsforcollectingsurveillancedata(motiondatadetection).

SmartGrids: useWSNsformonitoringgridsatvariouspoints

22 .Diffrentiate level 1 and level 2.

10T Levell: System has a single node that performs sensing and/or actuation, storesdata,performsanalysis and
host the application as shown in fig. Suitable for
modelinglowcostandlowcomplexitysolutionswherethedatainvolvedisnotbigandanalysis
requirementarenotcomputationallyintensive.Ane.g.,ofloTLevellisHomeautomation.

10T Level2:has a single node that performs sensing and/or actuating andlocal analysisas shown in fig. Data is
stored in cloud and application is usually cloud based. Level2 loTsystems are suitable for solutions where data
are involved is big, however, the primaryanalysis requirement is not computationally intensive and can be done
locally itself. Ane,g.,ofLevel2loT systemforSmart Irrigation.

23. What is Embedded Systems?

It is a computer system that has computer hardware and softwareembedded to perform specific tasks. Embedded
System range from low cost
miniaturizeddevicessuchasdigitalwatchestodevicessuchasdigitalcameras,POSterminals,vendingmachines,
appliances etc

24 Diffrentiate the class 0 and class 2 of constrained nodes.
Class 0

This class of nodes is severely constrained, with less than 10 KB of memory and less than 100 KB of Flash
processing and storage capability. These nodes are typically battery powered. They do not have the resources
required to directly implement an IP stack and associated security mechanisms.

An example of a Class 0 node is a push button that sends 1 byte of information

mhon chanaina ite statiie Thic elace ic narticilarhzwall cited ta lavearaaing
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new unlicensed LPWA wireless technology.

Class 2

Class 2 nodes are characterized by running full implementations of an IP
stack on embedded devices. They contain more than 50 KB of memory and
250 KB of Flash, so they can be fully integrated in IP networks. A smart

power meter is an example of a Class 2 node.

25.List out the parameter mainly used in connecting objectsiniot.

Range: This section examines the importance of signal propagation and distance.

m Frequency Bands: This section describes licensed and unlicensed spectrum,
including sub-GHz frequencies.

m Power Consumption: This section discusses the considerations required for devices
connected to a stable power source compared to those that are battery powered.

m Topology: This section highlights the various layouts that may be supported for
connecting multiple smart objects.

m Constrained Devices: This section details the limitations of certain smart objects
from a connectivity perspective.

m Constrained-Node Networks: This section highlights the challenges that are often

encountered with networks connecting smart objects.

26.Mention the home application of iot device.

3)
b)
c)
d)

Smart Lighting: helps in saving energy by adapting the lighting to the ambientconditionsand
switching on/offor dimingthe light whenneeded.

Smart  Appliances: make the management easier and also provide status
informationtotheusersremotely.

Intrusion Detection: use security cameras and sensors(PIR sensors and door sensors)to detect
intrusion and raise alerts. Alerts can be in the form of SMS or email sent totheuser.
Smoke/GasDetectors: Smokedetectorsareinstalledinhomesandbuildingstodetect smoke that is
typically an early sign of fire. Alerts raised by smoke detectorscan be in the form of signals to a fire
alarm system. Gas detectors can detect thepresenceofharmfulgases such as CO, LPGetc.,

PART B

Internet-of-Things

The Internet of Things (loT) is a network of connected devices that can communicate with
eachother,sharedata,andperformtaskswithouthumanintervention. Theimportanceofcommunication
in 10T cannot be overstated, as it is the foundation on which the entire system isbuilt. The
devices that make up the IloT ecosystem need to be able to communicate with
eachotherinordertofunctionproperlyandachievetheirintendedpurpose.

Effective communication in loT enables devices to share data, receive instructions, and
respondto requests in a timely and accurate manner. This is critical for the successful
implementation ofloT solutions across various industries, such as healthcare, manufacturing,
transportation, andsmarthomes.”

Forexample,inasmarthome,thecommunicationbetweenthedevices(suchaslights,thermostats, and
security systems) allows them to work together to create a more convenient andsecure living
environment for the occupants. Similarly,in a healthcare setting, 10T devices canbe used to
monitor  patients remotely and alert healthcare providers in case of an

EMErgency,ensurmgthattimetymedicatinterventiomsprovided:




PhysicalDesign,LogicalDesign

While talking about the logical and physical design of loT we are talking about the physical devices
andthe protocols that take data from one device to another. All of the work together as a single unit.
Each ofthe physical devices is called a node and each device has its own unique identity with the help of
protocol they do thingslikemonitoring, sensing and tracking.loTtoday are becomingimmensely
popular.Companies today areimplementing loT technologies more soif you want to be relevant to the
techindustryyouhavetoknowoneortwothingsaboutloTsadlyveryfewdothis.

Physical Design of
IoTPhysicalDevices/Things

Devices are physical electronic components that are used to build a connection to process
data,provideinterfaces that offer storage, graphics and storage and also power source
sometimesinthe 10T system. Most of these physical components collect data from the
environment and sendraw data to be processed and analyzed. After analyzing it sends
theinformation tothe actuatorsto act accordingly. Instead of collecting data from the environment
some loT also collects userdatatoprovidemorerefinedperformancetotheusers.

For example, a small propeller sensor inside the tap of a wine barrel spins whenever the wine
ispoured from the tap. After that, the data of the number of times it spun gets sent to the
analyzerandtells how much whineis spent and when to shut off theflow.The analyzing part gets
donebythealgorithmsthatwereputintoit. Herearesomeexamplesofphysicalcomponents.

TheConnectivity

Whatever physical device provides connectivity and either transmits or receives data come in
theconnectivitypartorphysicaldevicesofloT.HereitcanbeUSBports,Ethernetcablesetc.

Processor

The second, essential component of the physical design of loT will be the CPU or the
processor.All the data processing happens here and it improves the decision making quality in
the loTsystem.

Sound&Visual

The third element is the visual component of loT. It shows all the information that the
processorsends to the screen. It uses things like HDMI and RCA. The video player is the audio
and visualpartofthephysicaldesign ofloT.

StorageComponent

Not only a hard disc every component that stores data is the storage component of IoT.
Thingslike SD, MMC and SDIO. It’s different from the DDR and GPU is used to control the
activity ofanloTsystem

LogicalDesignOfloT

The -Logical Designlof IoT is the framework or the imaginary ideal design in which the
components including software and the hardware components will be laid out. It doesn’t go
intothedepthofdescribinghoweachcomponentwillbe builtwith low-levelprogrammingspecifics.




[oT Functional

BlocksWhatisafunctionalblock?

An loT system consistsof anumberof functional blocks that providethesystem with
thecapabilities for identification, sensing, actuation, communication and management. The
functionof ~ theCommunicationfunctional blockinshort Handlesthecommunicationfor
theloTsystem.

Any loT system willhave severalfunctional blockslike Devices, communication,
security,services,andapplication.Withthehelpofthefunctionalblocks,weprovidesensing,identificati
on, actuation, management, and communication capability. These blocks also
includethephysicalcomponentstoo.

[oTcommunicationsmodels

Thereareendlessoptionsofmodelsavailablein anloTsystem. ItconnectstheloTsystemto
theserver.Herearesomeexamples

Request-response
modelPush-pullmodel

Publish-subscribe
modelExclusivepairmod
el

[oTCommunicationAPI

InsimplertermsAPlsareusedtocommunicatebetweentheserverandthesysteminloT.SomeAPlincludes.

REST-
basedcommunicationAPIsClient-
server

StatelessC

acheable
WebsocketbasedcommunicationAPI

TheloTProtocols

In simpler terms, 10T protocols are a number of procedures or sets of rules that decides how
datawill be transmitted between two devices generally those two computers there are many
protocolseach of them works differently than others on how any data will be structured and how
it will besent between devices and it will be received. There are basically 11 types of protocols
for 1oT.We have an article dedicated completely to the 10T protocols. Dohave a read if you want
toknowabouttheloTprotocolsindetail,gocheckitout. Thereare4dtypesof

o Bluetooth
e« 6LowPAN
o Zigbee

e Z-Wave

o WiFi

e Cellular



https://kotaielectronics.com/top-10-most-popular-iot-protocols-in-the-market-right-now/

« NFC

e Neul

e LoRaWAN

IoT(internetofthings)enablingtechnologies

WirelessSensorNetwork
CloudComputing
BigDataAnalyticsCommun
ications
ProtocolsEmbeddedSyste
m

1. WirelessSensorNetwork(WSN):

A WSN comprises distributed devices with sensors which are used to monitor the
environmentalandphysicalconditions. Awirelesssensornetworkconsistsofendnodes,routersandcoor
dinators. End nodes have several sensors attached to them where the data is passed to
acoordinator with the help of routers. The coordinator also acts as the gateway that connects
WSNtotheinternet.

Example—
Weathermonitoringsystem
IndoorairqualitymonitoringsystemS
oilmoisturemonitoringsystemSurveil
lancesystem
Healthmonitoringsystem

2. CloudComputing:

It provides us the means by which we can access applications as utilities over the internet.
Cloudmeanssomething whichispresentinremotelocations.

WithCloudcomputing,userscanaccessanyresourcesfromanywherelikedatabases, webserve
rs,storage,anydevice,andany softwareovertheinternet.

Characteristics —
Broadnetworkaccess
Ondemandself-services
Rapid

scalabilityMeasu

red servicePay-

oo ninnc arebhac
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laaS(Infrastructureasaservice)

Infrastructure as a service provides online services such as physical machines, virtual
machines,servers, networking, storage and data center space on a pay per use basis. Major laaS
providersareGoogleComputeEngine,AmazonWeb Servicesand MicrosoftAzureetc.

Ex : Web Hosting, Virtual Machine
etc.PaaS(Platformasaservice)

Provides a cloud-based environment with a very thing required to support the complete life
cycleofbuildinganddeliveringWestwebbased(cloud)applications—withoutthecostandcomplexity of
buying and managing underlying hardware, software provisioning and hosting.Computing
platformssuchashardware,operatingsystemsandlibrariesetc.Basically, itprovidesaplatformtodevelo
papplications.

Ex:AppCloud,GoogleappengineSaa
S(Softwareasaservice)

Itisawayofdeliveringapplicationsovertheinternetasaservice.Insteadofinstallingand
maintainingsoftware,yousimplyaccessit
viatheinternet,freeingyourselffromcomplexsoftwareandhardwaremanagement.

SaaSApplicationsaresometimescalledweb-basedsoftwareondemandsoftwareorhostedsoftware.
SaaSapplicationsrunonaSaaSprovider’sserviceandtheymanagesecurityavailabilityandperformance.
Ex:GoogleDocs,Gmail,officeetc.

3. BigDataAnalytics:

It refers to the method of studying massive volumes of data or big data. Collection of data
whosevolume,velocity orvariety is simply toomassive and tough to store, control, process
andexaminethedatausingtraditionaldatabases.

Big data is gathered from a variety of sources including social network videos, digital
images,sensorsand salestransactionrecords.

Several steps involved in analyzing big data —

Datacleaning

MungingPro

cessingVisua

lizationExam

ples—

Banktransactions

Datageneratedby loTsystemsforlocation and trackingofvehiclesE-
commerceandinBig-Basket

Healthandfitnessdatagenerated byloTsystemsuchasafitnessbands

4. CommunicationsProtocols:




TheyarethebackboneofloTsystemsandenablenetworkconnectivity andlink
ingtoapplications.Communicationprotocolsallowdevicestoexchangedataoverthenetwork.Multiple
protocolsoften describedifferent aspectsofasinglecommunication.Agroupofprotocols designed to
work together is known as a protocol suite; when implemented in softwaretheyareaprotocolstack.

Theyareusedin
Data

encodingAddressin

gschemes

5. EmbeddedSystems:

Itisacombinationofhardwareandsoftwareused to performspecialtasks.

Itincludesmicrocontrollerandmicroprocessormemory,networkingunits(EthernetWi-
Fiadapters),inputoutputunits(displaykeywordetc. )andstoragedevices(flashmemory).

Itcollectsthedataandsendsittotheinternet.Emb
eddedsystemsusedin

Examples —

Digitalcamera

DVD player, music

playerIndustrialrobots

WirelessRoutersetc.

Types ofCommunicationModelsinloT

Thereareseveral communicationmodelsthat can beusedinthelnternet of Things (loT)ecosystem,
depending on the requirements of theuse case. Thethreemain
communicationmodelsusedinloTare—

Depending upon of its usages, the software may be classified as generic or specific.
Genericsoftware is a software that can perform multiple tasks in a different environment without
beingmodified like a word processor software that can be used by anyone to make different types
ofdocuments as a report, whitepaper, training material, etc. Specific software is software for
aparticularapplication, likerailway reservationsystem,weatherforecasting,etc.

SomeDomainSpecificTools:

SchoolManagementSystem:Schoolmanagementsystemhandlesvariousactivitiesandprocesses of a
school to facilitate campus management like examination, attendance, admission,student’s fees,
timetable, teacher’s training, etc. It provides a healthy interaction among
teachers,students,parents.

Inventory Management : Managing multiple tasks like purchase, sales, order, delivery,
stockmaintenance, etc. associated with raw or processed goods in any business is called
inventorymanagement. The inventory management software ensures that stocks are never below
specifiedlimits and purchase/deliveries are done in time. Inventory management system is very
useful forforecasting,utilizingeconomiesofscaleandtiming.




Payroll Management System : Payroll management system deals with the financial aspects of
theemployee’s salary, taking care of leaves, bonus, loans, etc. Some advantages of using this
kind ofmanagementsystemaremanagedemployeeinformationefficiently,generatepay-slipatthe




convenienceofamouseclick,managesitsownsecurity.PayrollsoftwareisgenerallyacomponentofHR(Hu
man Resource)managementsoftwareinbig organizations.

EmployeeDefinition

SalaryStructure

|
PayElement

TaxDetailsRecording

LeaveandTimeSheetBooking

|
EmployeeAppraisal

EmployeePayroll Generation
|
Salary
PaymentBlockdiagramforSalaryPaymentPr
ocess

Financial Accounting : Financial management software keeps an electronic record of all
financialtransactionsoftheorganization. Objectivesoffinancialaccounting

Recordfinancialtransactionsasandwhentheyoccursothatthedatacanbeanalyzedforpreparingafinancials
tatement.

Calculateprofitorloss,toenablemanagementtotakecourse-correctionstrategiesifrequired. Ascertain
thefinancialstrengthofthecompanybydeterminingitsassetsandliabilities.

Communicatetheinformationtostakeholdersthroughstatementsandreports,sothatthesestakeholderscantakea
ppropriatedecisionsontheirinvestmentsinthebusiness.

Hotel Management :Hotel management software helps hotel managers to keep track of
inventorylevels,dailyorders,customermanagement,employeescheduling,tablebooking,etc.

Reservation System :A reservation system is a software that handles multiple modules like
trainroutes, train management, seat booking, meal booking, train maintenance, train status,
travelpackage,etc.




Weather Forecasting System : Weatherforecasting system is a real-time software that predictsthe
weather of a place by collecting live data about atmospheric temperature, humidity,
windlevel,etc.Itisusedtopredictmajordisasterslikeearthquakes,hurricanes,tsunamis,etc.

loTapplicationsspana widerange ofdomainslike:

Home
AutomationSmart
CitiesEnvironment
Energy
systemsRetail
Logisticsin
dustryAgri
cultureHeal

th

Smart Lighting
Smart Parking
Smart Appliances
Smart Lighting Home Automation
- Intrusion Detection
Smart Roads

Cities Smoke/Gas Detectors
Structural Health Monitoring P

Weather Monitoring

Surveillance

Air Pollution Monitoring
Emergency Response

Environment Noise Pollution Monitoring

Smart Grids

Forest Fire Detection

Renewable Energy Systems Energy loT Applications
o

Flood Detection
Prognostics
Inventory Management

Route Generation & Scheduling

Retail Smart Payments
Fleet Tracking O
Logistics Smart Vending Machines
Shipment Monitoring O
Smart Irrigation
Remote Vehicle Diagnostics Agriculture &

Greenhouse Control
Machine Diagnosis & Prognosis

Industry Health & Fitness Monitoring
Indoor Air Quality Monitoring . Health & Lifestyle
o

Wearable Electronics
IoTreferencemodel

Just like the OSI reference model for the internet, 10T architecture is defined through six
layers:-four  horizontal layers and two vertical layers. The two vertica l
layersare Management and Security and they're spread over all four horizontal layers, as seen in
thefollowingdiagram:




_ . Applications Provided
pph LEISR Smart Smart Smart

Layer Health Farming ity

Database and Processing

Service Layer — o Shiasitoas i
= Computing Processing

Medium and Technology
Network Layer

Device Layer

loTlayers

The DeviceLayer:Atthebottomofthestack,we havethe device layer,alsocalledthe perception
layer. This layer contains the physical things needed to sense or control thephysical world and
acquire data (that is, by perceiving the physical world). Existing hardware,suchassensors, RFID,
andactuators, constitutestheperception...

WhatisloTReferenceArchitecture?

0T (InternetofThings)referencearchitectureisaframeworkthatprovidesacommonunderstanding of
the key components and their interactions in an loT system.lt serves as
ablueprintfordesigningandimplementingloTsystemsandhelpsensureinteroperability,scalability,an
d security.

TheloTreferencearchitecturetypicallyconsistsofthefollowinglayers:

Perception layer: This layer consists of sensors, actuators, and other devices that collect
andgenerate datafrom the physical environment.These devices are responsiblefor sensing
andmeasuringvariousphysicalparameters,suchastemperature,humidity, pressure,andmotion.

Network layer: This layer consists of various networking technologies, such as Wi-Fi, Bluetooth,
and cellular networks, that enable devices to communicate with each other and with cloud-
basedservers.Thislayer alsoincludes variousnetworking protocols, such as MQTT and CoAP,
thatareoptimizedformachine-to-machinecommunication.

Middleware layer: This layer provides various services and functions that enable data
processing,storage, and analysis. It includes various platforms, such as cloud-based platforms
and edgecomputingplatforms, thatprovidedataprocessing, analytics, and storageservices.

Application layer: Thislayer consists of various applications and services thatuse the
datagenerated by 10T devices to provide value to end-users. These applications and services can

beusedin awide rangeof domains,such as smarthomes, industrial
automation,healthcare,transportation, andenergymanagement.Security
layer: Thislayerprovidesvarioussecuritymechanisms, such as authentication, authorization, and
encryption, to ensure the

confidentiality,integrity,andavailabilityofdatainanlo Tsystem.Italsoincludesvarioussecurityprotoco
Is,




such as TLS and DTLS, that are used to secure data transmission between devices and cloud -
basedservers.

IOTProtocols

The Internet of Things (IoT) is about the network of sensor devices to the web in real-time.
loTdevices communicate with each other over the network, so certain standards and rules need to
beset to determine how data is exchanged. These rules are called 10T Network Protocols. Today,
awidevarietyofloTdevicesareavailable, andthereforedifferentprotocolshavebeendesigned.

Depending on the IoT application’sfunctionality,its workflow or architecturevaries.
Basicarchitecture involves four layers, i.e., the Sensing layer, Network layer, Data processing
layer,andApplicationlayer.

The Sensing layer contains all thehardware,like sensors, actuators, chips, etc., that
collectinformation. This layer is connected to the successive layer, which is the network layer,
throughprotocols. The Network layer allows communications among devices using network
protocolslike cellular, Wi-Fi, Bluetooth, Zigbee, etc. The data collected by loT devices is
processed in theData processing layer using technologies like data analytics and machine
learning algorithms. Thisprocesseddatacanbedisplayedtotheuser
throughwebportals,apps,orinterfacesprovided by the application layer. Users can directly interact
and visualize the data obtained fromloTdevicesthroughtheseinterfaces.

As 10T devices have very few components- little batteries and sensors, there is a small amount of
power available.Hence,itis tough to design protocolsfor 10T. Also, weneed to
performeverything(constructtopologicalstructures,doaddressassignments,etc.)onwireless.

loTProtocolsShouldalsoSatisfy TheseRequirements
« Allowcommunicationamongvariousdevicessimultaneously.

« 10T is being usedin critical areaslikehealth,industries,home surveillance,
etc.hencecommunicationsecurityneedsto beensured.

« Transportdataefficiently.

o loTdevicescanbeaddedorremovedfromtheloTnetwork.Henceprotocolsmustprovidescalabil
ity.
Therearemany suchprotocolsdevelopedforloT,then howto chooseone??

One waytodecidewhich protocol touseis toconsider the environmentforwhichtheseprotocols are
designed. Some are designed for small ranges; some are for wide ranges, high
datarates,lowdatarates,etc. They varybasedonpowerconsumption,range, cost, datarate, etc.

ShortRangeCommunication,Low
DataRate,LowPowerBluetooth

Bluetoothworksinafrequencyrangeof 2.4GHz.ltcoversarangeof10mto100m,anditsdata
rategoesuptolMBPS. Itsupportstwonetworktopologies—point-to-
pointandmesh. Itissuitabletosendasmallamountofdatatopersonaldeviceslikespeakers,earphones,smart




watches,smartshoes,etc.ThisprotocolcanalsobeusedforSmartHomes,includingAlarms,HVAC, lightin
g, etc.

Zigbee

This is based on the IEEE802.15.4 standard. Its frequency range is the same as that of
Bluetooth,which is 2.4GHz. Its range is up to 100 meters, and the data rate is a maximum of
250KBPS.Zighee protocol can transmit small amounts of data within a short range. This can be
used insystemsthatrequirehighauthenticationandrobustness.ltsupportsstartopology, meshtopology,
and cluster tree topology. Major applications observed are sensing device health
inindustries,smarthomes,etc.,

6LoWPAN

PAN stands for Personal Area Network, and 6LoWPAN refers to IPV6 Low Power PAN.
Itworks in a frequency ranging from 900 to 2400MHz. The data rate is 250KBPS, supporting
twonetworktopologies-starandmesh.

ShortRangeCommunication,HighDataRateW
irelessSLAN-Wi-Fi

Wi-Fihashighbandwidthand allowsadatarateof54MBPSandgoesupto 600MBPS. Coversa

range of 50m in the local area where providing private antennas goes to 30 km. IoT devices
canbe easily connected using Wi-Fi and share a large amount of data. This protocol is used in
smarthomes,smartcities, offices, etc

Long Range Communication, High Data Rate, Low
powerLoRaWAN

This stands for Long Range Wide Area Network. Its range is approximately 2.5km and can go up
to 15km. The data rate is very low, which is 03, and KBPS and goes up to a maximum
of50KBPS. It can support many connected devices and is used in applications like Smart
City,SupplyChain Management, etc.

LTE-M

LTE-M stands for Long Term Evolution for Machines. This is a type of LPWAN — Low
PowerWide Area Network.Thisisused along with cellularnetworksto providesecurity.LTE-
Mworksinafrequencyrangeofl.4AMHz-5MHz,andthedataratecangoupto 4MBPS.

Long Range, Low Data Rate, Low Power
ConsumptionSigfox

Sigfox is used when wide area coverage is required with minimum power consumption.It aimsat
connecting billions of IoT devices. This protocol’s frequency range is 900MHZ, covering
arangeof3kmto50km. Themaximumdatarateisvery low, whichis1KBPS.

Long Range, Low Data Rate, High Power

ConsumptionCellular




This is also known as a mobile network. Cellular networks are 2G, 3G, 4G, and 5G. It
Hasfrequency ranges — 900MHz, 1.8/1.9/2.1 GHz. The range is approximately 35km and goes up
t0200km. The average data rate is 35KBPS — 170KBPS. Cellular networks consume high
power.This protocol is not usedfor most 10T devices duetofrequency and security issues. It can
beusedwithloTapplicationslikeconnected cars.

IOT Communicationmodels:

Client-ServerModel

In the Client-Server communication model, the client sends encoded requests to the server
forinformationasneeded. Thismodelisstateless,meaningthateachrequestishandledindependently
and data is not retained between requests. The server categorizes the request,retrieves the data
from the database or resource representation, and converts it to an
encodedresponsethatissentbacktotheclient. Theclientthenreceivestheresponse.

On the other hand, in the Request-Response communication model, the client sends a request
tothe server and the server responds to the request by deciding how to retrieve the data or
resourcesneededtopreparetheresponse.Onceprepared,theserversendstheresponsebacktotheclient.

Publish-SubscribeModel

The Publish-Subscribe communication model consists of three entities: Publishers, Brokers,
andConsumers.

Publishers are responsible for generating and sending data to specific topics managed by
thebroker.Publishersarenotawareoftheconsumerssubscribed to thetopic.

Consumers subscribe to the topics managed by the broker to receive data from the
publishers.The brokeris responsible for sending the data to the appropriate consumers based on
theirsubscriptionto specifictopics.

The brokeris responsiblefor accepting datafromthe publishers andforwardingit totheappropriate
consumers subscribed to that specific topic. The broker is the only entity that hasinformation
regarding the consumer to which a particular topic belongs, and publishers are
notawareofthisinformation.

Push-PullModel

The Push-Pull communication model consists of three entities: data publishers, data
consumers,anddataqueues.Publishersandconsumersarenotawareof each
other.Publisherspushmessages or data into the queue, and consumers on the other end pull data
out of the queue. Thequeue acts as a buffer for messages when there is a difference in the rate of
data push or pull bythepublisherand consumer.

Queues play an essential role in decoupling messaging between the producer and consumer,
andtheyactasabufferinsituationswherethereisamismatchintherateatwhichdataispushed by




producers and pulled by consumers.This buffer helps ensure smooth communication
betweenthetwo entities.

ExclusivePairModel

ExclusivePairsarecommunicationmodelsthatprovidefull-
duplex,bidirectionalcommunicationbetweenaclientandserver. Thesemodelsaredesignedforconstant
orcontinuousconnectionsbetweenthetwo entities.

Once a connection is established, both the client and server can exchange messages with
eachother. As long as the client does not request to close the connection, it remains open, and
theserver is aware of every open connection. This enables the client and server to
communicateseamlesslyandinreal-time.

FutureofloTCommunication Models

The future of 10T communication models is exciting and promising. As the number of
connecteddevices and applications continue to increase, the need for efficient and effective
communicationmodelswillbecomeevenmorecritical.

One of themost significant trendsin loT communication modelsis the shift towards
edgecomputing.This approach involves processing data ¢ loser to the source, rather than
transmittingit to a centralized cloud server. By moving processing closer to the edge of the
network, latencycan be reduced, and real-time responses can be achieved. This approach also
reduces the amountofdatathatneedstobetransmitted,
reducingbandwidthrequirementsandimprovingefficiency.

Anothertrendis  thedevelopmentof  hybrid communication modelsthat combine
differentcommunication protocols to achieve the best possible results. For example, a hybrid
model mightcombine the Publish-Subscribemodel with theRequest-Responsemodel to achieve
real-timedataupdateswhilestillallowingfortargeteddatarequests.

IoT devices are found everywhere and will enable circulatory intelligence in the future.
Foroperational perception, itisimportantandusefultounderstandhowvariousloT
devicescommunicate with each other. Communication models used in 10T have great value. The
loTsallow people and things to be connected any time, any space, with anything and anyo ne,
usinganynetwork and anyservice.

TypesofCommunicationModel:

1.Request & Response Model -
Thismodelfollowsaclient-serverarchitecture.




o« The client,when required, requests theinformation from the server.This
requestisusuallyintheencodedformat.

e Thismodel is stateless since the data between the requests isnot retained and
eachrequestisindependentlyhandled.

e The server Categories the request, and fetches the data from the database and its
resourcerepresentation. This data is converted to response and is transferred in an
encoded formattotheclient. Theclient,inturn,receivestheresponse.

e On the other hand — In Request-Response communication model client sends a
requestto the server and the server respondsto the request. When the server receives the
requestit decides how to respond, fetches the data retrieves resources, and prepares the
response,andsendsittotheclient.
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2. Publisher-SubscriberModel-
This modelcomprisesthreeentities:Publishers,Brokers,and Consumers.

« Publishers are the source of data. It sends the data to the topic which are managed by the
broker.Theyarenotawareofconsumers.

« Consumerssubscribe tothe topicswhicharemanagedbythebroker.

o Hence, Brokers responsibilityistoacceptdatafrompublishersandsendittotheappropriate
consumers. The broker only has the information regarding the consumer
towhichaparticulartopicbelongstowhichthepublisherisunawareof.




3. Push-PullModel—
Thepush-pullmodelconstitutesdatapublishers,dataconsumers,anddataqueues.

o PublishersandConsumersarenotawareofeachother.

« Publishers publish the message/data and push it into the queue.The consumers, presenton
the other side, pull the data out of the queue. Thus, the queue acts as the b uffer for the
message when the difference occurs in the rate of push or pull of data on the side of
apublisherand consumer.

e Queues help in decoupling the messaging between the producer and consumer.
Queuesalsoactasabufferwhichhelpsinsituationswherethereisamismatchbetweentherateatw
hichtheproducerspushthedataand consumerspullthedata.
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4., ExclusivePair-




e Exclusive Pair is the bi-directional model, including full-duplex
communication amongclient and server. The connection is constant and
remains open till the client sends arequestto closetheconnection.

e The Serverhastherecord ofalltheconnectionswhichhasbeenopened.
« Thisisastate-fullconnection modelandtheserverisaware ofallopenconnections.

o WebSocketbasedcommunicationAPlisfully based onthismodel.
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Conclusion

Finally, there is a growing focus on security and privacy in 10T communication
models. As thenumber of connected devices continues to grow, the risk of
security breaches and data theft alsoincreases. Communication models that
prioritize security and privacy will become
increasinglyimportantinthefuturetoensurethesafeandsecureexchangeofdata.

1.Explain in detail about the 10T enabling technology.

loTEnablingTechnologies
loTisenabledbyseveraltechnologiesincludingWirelessSensorNetworks,CloudComputi
ng, Big Data Analytics, Embedded Systems, Security Protocols and
architectures,CommunicationProtocols,WebServices,Mobileinternetandsemanticsearchen
gines.

2) Wireless Sensor Network(WSN): Comprises of distributed devices with sensors
whichare used to monitor the environmental and physical conditions. Zig Bee is one
of the mostpopularwireless technologies used byWSNs.
WSNsusedinloTsystemsaredescribedasfollows:

e \WeatherMonitoringSystem: in whichnodes collect temp,
humidityandotherdata,which is aggregatedand analyzed.

¢ Indoor air quality monitoring systems: to collect data on the indoor air quality
andconcentrationofvariousgases.

¢ SoilMoistureMonitoringSystems:tomonitorsoilmoistureatvariouslocations.

e SurveillanceSystems:It useWSNsfor collecting
surveillancedata(motiondatadetection).

e SmartGrids: useWSNsformonitoring gridsat variouspoints.




StructuralHealthMonitoringSystems:

It UseWSNstomonitorthehealthofstructures(building, bridges) by collecting
vibrations from sensor nodes deployedatvarious points in thestructure.

3) CloudComputing:Servicesareofferedtousersindifferent forms.

e Infrastructure-as-a-service(laaS):provides users the ability to provision
computingand storage resources.These resources are provided to the usersasa
virtualmachineinstancesand virtualstorage.

e Platform-as-a-Service(PaaS):providesuserstheability
todevelopanddeployapplication in cloud using the development tools, APIs,
software libraries andservicesprovided bythecloud serviceprovider.

e Software-as-a-Service(SaaS): provides the user a complete software
application ortheuser interfaceto theapplicationitself.

4) BigDataAnalytics: Someexamplesof bigdata generated byloTare
e SensordatageneratedbyloTsystems.
e Machine sensor data collected from sensors established in industrial and
energysystems.
e Healthandfitnessdatagenerated loTdevices.
e DatageneratedbyloTsystemsforlocationandtrackingvehicles.
e Data generatedbyretailinventorymonitoringsystems.

5 CommunicationProtocols: formtheback-bone ofloTsystems
andenablenetworkconnectivityand couplingtoapplications.

e Allowdevicestoexchangedataovernetwork.

e Definetheexchangeformats,
dataencodingaddressingschemesfordeviceandroutingof packets from
sourcetodestination.

e It include sequencecontrol,flow controland retransmissionoflostpackets.

6) Embedded Systems: is a computer system that has computer hardware and
softwareembedded to perform specific tasks. Embedded System range from low cost
miniaturizeddevicessuchasdigitalwatchestodevicessuchasdigitalcameras,POSterminals
,vendingmachines, appliancesetc.,

2.Explain in detail about the loTLevelsandDeploymentTemplates
1) 10T Levell: System has a single node that performs sensing and/or actuation, stores
data,performsanalysis and host the application as shown in fig. Suitable for modeling
lowcostandlowcomplexitysolutionswherethedatainvolvedisnotbigandanalysisrequirem
entarenotcomputationallyintensive.An e.g. ofloTLevellisHomeautomation.
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2) loT Level2:lthas a single node that performs sensing and/or actuating andlocal
analysisas shown in fig. Data is stored in cloud and application is usually cloud based.
Level2 loTsystems are suitable for solutions where data are involved is big, however,
the primaryanalysis requirement is not computationally intensive and can be done
locally itself. Ane,g.,ofLevel2loT systemforSmart Irrigation.

3 loTLevel3:systemhasasinglenode.Dataisstoredandanalyzedinthecloudapplication s
cloud based as shown in fig. Level3 10T systems are suitable for solutionswhere the
data involved is big and analysis requirements are computationally
intensive. AnexampleofloT level3 systemfortrackingpackagehandling.
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IoT Leveld: System has multiple nodes that perform local analysis. Data is stored in
thecloud and application is cloud based as shown in fig. Level4 contains local and
cloudbased observer nodes which can subscribe to and receive information collected
in thecloudfromloTdevices.An exampleofaLevel4 10TsystemforNoiseMonitoring.
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Cloud Storage
5 loT Level5: System has multiple end nodes and one coordinator node as shown in
fig. The end nodes that perform sensing and/or actuation. Coordinator node collects
data fromtheendnodesandsendstothecloud.Dataisstoredandanalyzedinthecloudand




application is cloud based. Level5 10T systems are suitable for solution based on
wirelesssensornetwork, Inwhichdatainvolvedisbigandanalysisrequirementsarecompu
tationallyintensive.An exampleofLevel5system forForest FireDetection.
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6) 10T Level6: System has multiple independent end nodes that perform sensing
and/oractuation and sensed data to the cloud. Data is stored in the cloud and
application is cloudbased as shown in fig. The analytics component analyses the
data and stores the result
intheclouddatabase. Theresultsarevisualizedwithcloudbasedapplication. Thecentraliz
edcontrollerisawareofthestatusofalltheendnodesandsendscontrolcommandstonodes.
AnexampleofalLevel6loTsystemforWeatherMonitoringSystem.
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