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4.1. Internet of Things: Communication Models and APIs

“The Internet of Things is not a concept; it is a network, the true technology-enabled Network
of all networks.” — Edewede Oriwoh

"Internet of Things is the network of physical objects or ‘things’ embedded with electronics,
software, sensors and connectivity to enable it to achieve greater value and service by
exchanging data with the manufacturer, operator and/or other connected devices. Each thing
is uniquely identifiable through its embedded computing system but is able to interoperate
within the existing Internet infrastructure."

Communication Models in 10T
/'\ Understanding how the different 10T devices communicate with each other
Q is important and useful cause 10T devices are found almost everywhere
now. Communication models are the way to understand it. 10Ts enable
’ people and things to be connected anytime, in any space, with anything and
anyone, through any network and service.
Now let us understand the different communication models in IoT.

Request & Response Model
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SERVER +—
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The communication takes place between a client and a server.
Whenever required, the client will request information from the server. This request is usually in
the encoded format. So in this model, basically a client sends requests to the server and the
server responds to the requests. That is why it is called as Request-Response model. After receiving
the request from the client, the server decides how to respond, fetches the data from thedatabase
and its resource representation, prepares a response and ultimately sends the response tothe client.




Publish-Subscribe Model(Pub-Sub)
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In this model, you will find three main entities:- Publisher, Broker and Consumer Let us see the
roles of each of these 3 entities. Publishers, send the data to the topics that are managed by the
broker. They are the source of data. The Man in the Middle, the Broker, has the responsibility to
accept the data sent by the publisher and deliver that data to the consumers.What is the task of the
Consumers? Consumers will subscribe to the broker-managed topics. Once the data ispublished
on a topic, the broker sends this message to all consumers who have subscribed to the specific
topic. It works a bit like YouTube. When you subscribe to a channel and tap the Bell icon, you'll
get notifications if the YouTube channel posts a video.

Push-Pull Model
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Here too, we have 3 entities:- Publisher, Queues and Consumers.

Push-Pull is a communication model where data producers push data into queues and consumers
pull data out of queues. What are Queues? They are used to separate out single producer- consumer
communication. At times, there might be some mismatch in the push-pull rates. Queues act as a
buffer which helps in situations when there is a mismatch between the rate at which the producers
push data and the rate at which the consumer pull data. So they work as abuffer and flow control
mechanisms whenever there is any mismatch in the push-pull rates.

Exclusive Pair Model
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It's a bi-directional, fully duplex communication model in which a dedicated communication link
is set betweenthe client and the server and connection remains open until the client sends a request
to close the connection. The client and server can send messages to one another after
configuring the connection. As soon as the connection is terminated, no exchange of messages
would take place between the client and the server.

loT Communication APIs

An API is an interface used by programs to access an application. It enables a program to send
commands to another program and receive replies from the app. 10T APIs are the interface points
between an 10T device and the Internet and/or other network components. Here we will talk about
the REST-based API and the Websocket based API.

REST-based APIs (Representational state transfer)

REST based api

CLIENT SERVER

GET request along with JSON/XML Payload

JSON/XML Response

T PUT request along with JSON/XML Payload

JSON/XML Response
UPDATE request along with JSON/XML Payload

JSON/XML Response

DELETE request along with JSON/XML Payload

JSON/XML Response

Representational state transfer (REST) is a set of architectural principles by which you can
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addressed and transferred. Client tries to access these resources via URIs using commands like GET,
PUT, POST, DELETEand so on that are defined by HTTP. In response, the server responds with a
JSON object or XML file.The REST APIs follow the request-response model.

The rest architectural constraints are as follows:

Client-server

Let me explain it to you by giving a suitable example. The client should not be concerned
with the storage of data which is a concern of the server, similarly, the server should not be
concernedabout the user interface, which is the concern of the client. Separation makes it possible
for the client and server to be developed and updated independently.
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CLIENT SERVER

Client requests connection establishment from server

— )

Response: server accepts connection request

Client request
Server Response

Client sends message

Server sends message

Client request to close connection

ey )

Response: server closes connection

Stateless
The status of the session remains entirely on the client.




Cache-able:

This property defines whether the response to any request can be cached or not. If a response
canbe cached, then a client cache is granted the right to reuse that response data for subsequent
matching requests.

Layered system

A layered system defines the boundaries of the components within each specific layer. For
example, A client is unable to tell whether it is connected to the end server or an intermediatenode.
As simple as that!

Uniform interface
This specifies that the technique of communication between a client and a server must be
uniform throughout the communication period.

Code on Demand

Servers may provide executable code or scripts for execution by clients in their context.
Websocket based APIs

Websocket APIs enable bi-directional and duplex communication between customers and
servers. Unlike REST, There is no need to set up a connection every now and then to send messages
between a client and a server. It works on the principle of the exclusive pair model. Can you recall
it? Yes. Once a connection is set up, there is a constant exchange of messages between the client
and the server. All we need is to establish a dedicated connection to start the process. the
communication goes on unless theconnection is terminated. It is a stateful type. Due to onetime
dedicated connection setup, there is less overhead, lower traffic and less latency and high
throughput.

4.2.10T Communication Protocols

Several Communication Protocols and Technology used in the internet of Things. Some of
the major 10T technology and protocol (loT Communication Protocols) are Bluetooth, Wifi, Radio
Protocols, LTE-A, and WiFi-Direct.

4.2.1. Bluetooth

An important short-range 10T communications Protocols / Technology. Bluetooth, which has
become very important in computing and many consumer product markets. It is expected to be
key for wearable products in particular, again connecting to the IoT albeit probably via a
smartphone in many cases.
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4.2.2. Zigbee

ZigBee is similar to Bluetooth and is majorly used in industrial settings. It has some
significant advantages in complex systems offering low-power operation, high security, robustness
and highand is well positioned to take advantage of wireless control and sensor networks in 10T
applications.

The latest version of ZigBee is the recently launched 3.0, which is essentially the unification
of the various ZigBee wireless standards into a single standard.

ZigBee

lot Technology — ZigBee

411. Z-Wave
Z-Wave is a low-power RF communication technology that primarily design for home

automation for products such as lamp controllers and sensors among many other devices. A Z-
Wave uses a simpler protocol than some others, which can enable faster and simpler development,
but the only maker of chips is Sigma Designs compared to multiple sources for other wireless
technologies such as ZigBee and others.
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WiFi connectivity is one of the most popular IoT communication protocol, often an obvious
choice for many developers, especially given the availability of WiFi within the home environment
within LANs. There is a wide existing infrastructure as well as offering fast data transfer and the
ability to handle high quantities of data.

Currently, the most common WiFi standard used in homes and many businesses is 802.11n,
which offers range of hundreds of megabit per second, which is fine for file transfers but may be
too power-consuming for many loT applications.

4.1.2. Cellular

Any loT application that requires operation over longer distances can take advantage of
GSM/3G/4G cellular communication capabilities. While cellular is clearly capable of sending high
quantities of data, especially for 4G, the cost and also power consumption will be too high for
many applications.

But it can be ideal for sensor-based low-bandwidth-data projects that will send very low
amountsof data over the Internet.




Cellular Connectivity For The loT

loT Communication Protocols — Cellular

4.13.NFC

NFC (Near Field Communication) is an 10T technology. It enables simple and safe
communications between electronic devices, and specifically for smartphones, allowing
consumers to perform transactions in which one does not have to be physically present. It helps
the user to access digital content and connect electronic devices. Essentially it extendsthe
capability of contactless card technology and enables devices to share information at a distance
that is less than 4cm.
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4.1.1. LoRaWAN

LoRaWAN is one of popular 10T Technology, targets wide-area network (WAN) applications.
The LoRaWAN design to provide low-power WANSs with features specifically needed to support
low-cost mobile secure communication in 10T, smart city, and industrial applications. Specifically
meets requirements for low-power consumption and supports large networks with millions and
millions of devices, data rates range from 0.3 kbps to 50 kbps.
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4.2. Bluetooth

To understand the architecture of Bluetooth first lets understand what actually Bluetooth is.
Bluetooth is a radio-wave technology that is mainly designed to enable wireless communications
over short distances. The frequency of these waves ranges between 2.400 and 2.485 GHz, which
can extend a maximum of 164 feet between two devices. Every Bluetooth device has a
Transmitter and a Receiver. The power of the device transmitter governs the range over which a
Bluetooth device can operate in other words transmitter decides the range of communication.
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These days Bluetooth is the common technology present in most of the products. It is used
in many fields such as the health sector, sports and fitness, electronics, home automation, and




security, etc.
Some of the applications of Bluetooth:
—> Wireless control and communication between a mobile phone and a handsfreeheadset.

->Wireless communication between a smartphone and a smart lock for unlocking doors.

—> For low bandwidth applications where USB higher bandwidth is not required and cable-free
connection desired.

—> For example, Smart watches, Smart Lights.

How does it work?

4.2.1. Bluetooth Architecture.

4.2.1.1. Piconet

The Bluetooth network is called a piconet. If it contains one master and one slave then its called
a single piconet. Similarly, if it contains one master and multiple slaves are called multiple
piconets. The Master is the one that initiates the communication with other devices and it dictates
when a slave device may transmit. Direct Slave to Slave communication is not possible.

Maximum 7 active slaves can be present in multiple piconets, in other words, only 8 maximum
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devices including the master can communicate at any one time in a piconet.

4.2.1.2. Scatternet

Its a Combination of multiple piconets.

Here Master of one piconet can be a slave in another piconet. This node can receive a message
from a master in one piconet and deliver the message to its slave into the other piconet. Therefore,
this type of node is referred to as a bridge node. Above all, a station cannot be master in two
piconets.

The Architecture of a Bluetooth 10T Application

Firstly, we must first dive into the Bluetooth “stack” to understand why recent shifts in
Bluetooth standards are significant for IoT applications The evolution of Bluetooth from a
replacement for RS-232 data cables to a powerful and massive 10T connectivity solution is a




story of adding new layers to the stack. The newest Bluetooth specification for loT—BIluetooth
mesh—must be engineered upon either the BLE 4.xx or 5.xx stack—an extension of the Bluetooth
Core (“classic”) specification. The emerging Bluetooth mesh stack, therefore, comprises three-
stack layers: Core, then BLE, and mesh on top.

Bluetooth Topologies: Pair, Broadcast, Mesh
Pairing Broadcasting

O
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Pair: Bluetooth as a means of pairing two devices

For Example, a computer paired with a wireless mouse

Broadcasting: Bluetooth as a means of having one device broadcast information to many
devices or vice versa

For Example: Playing music on smart speakers and simultaneously casting photos to a
projector—both using a single iPhone

Mesh: Bluetooth as a way of connecting many devices to many others as if in a spider’s
web

For Example: Connecting 1,278 overhead lights in a warehouse to each other to dim and
brighten lights automatically based upon activity and personal preferences.

4.2.2. Bluetooth Protocol Types

The main function of the Bluetooth is a Bluetooth protocol stack in architecture of
Bluetooth. In other words, It defines and provides different types of layers and functionalities.
Bluetooth can run the different applications over different protocol stacks, but, each one of these
protocol stacks uses the same Bluetooth link and physical layers.

The below diagram shows a complete Bluetooth protocol stack. It shows the relationship
between the protocols that use the services of other protocols when there is a payload to be
transferred in the air. Anyhow, the protocols have many other relationships between the other
protocols — for example, some protocols (L2CAP, TCS Binary) use the LMP to control the link
manager. The complete protocol stack architecture of Bluetooth is made up of both Bluetooth
specific protocols like object exchange protocols (OBEX) and user datagram protocol (UDP). The
main principle is to minimize the reuse of current protocols for different purposes at higher layers
as if re-inventing circle once again. The protocol re-use is helpful for the legacy applications to
work with the Bluetooth technology to measure the smooth operations andinteroperability of




applications. Hence, many applications are being developed to take immediateadvantage of the

software and hardware.
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Layers of Architecture of Bluetooth :

Host Controller
Interface

A command interface for the controller and for the link manager,
which allows access to the hardware status and control registers.

Logical Link Control
and Adaptation
Protocol

It is also known as the heart of the Bluetooth protocol stack. It allows
the communication between the upper and lower layers of the
Bluetooth protocol stack.

Radio (RF) layer

It performs modulation/demodulation of the data into RF signals.

Baseband Link layer

In short, it performs the connection establishment within a piconet.

SDP layer

It is short for Service Discovery Protocol. It allows for discovering
the services available on another Bluetooth enabled device.

WAP

It is short for Wireless Access Protocol. It is used for internet access.

TCS

It is short for Telephony Control Protocol. It provides a telephony
service.

Application layer

In short , it enables the user to interact with the application.
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Advantages of Bluetooth Protocols

Bluetooth offers economic wireless solutions (both data & voice) but, for short distances
On the other hand, Mobile and stationary environment use Bluetooth protocol.

There is no setup file to install the Bluetooth, in other words, it is an inbuilt device.
Above all, They are up-gradable

Characteristics of Bluetooth Protocols

In short, Up to eight devices including the master can communicate in the Piconet by using
Bluetooth.

Bluetooth signals are Omnidirectional as a result devices don’t point at each other.
Governments regulated worldwide because it is possible to utilize the same standard.
In short , Signals can transmit through walls and briefcases.

Bluetooth Security

Firstly, the security of any wireless technology is very important. With hackers gaining
access to an ever-increasing number of systems, as a result, Bluetooth security is increasingly
important. Bluetooth security must also address more specific Bluetooth related attacks that target
known vulnerabilities in Bluetooth implementations and specifications. In other words, these may
include attacks against improperly secured Bluetooth implementations which can provide
attackers with unauthorized access.

Many users may not believe there is an issue with Bluetooth security, but hackers may be
able to gain access to information from phone lists to more sensitive information that others
may holdon Bluetooth enabled phones and other devices.

Firstly, there are three basic means of providing Bluetooth security:

Authentication: In this process, that is to say,the identity of the communicating devices is
verified. But, user authentication is not part of the main Bluetooth security elements of the
specification.

Confidentiality: In Short, this process prevents the information from being eavesdropped by
ensuring that only authorized devices can access and view the data.

Authorization: This process prevents access by ensuring that a device is authorized to use a
service before enabling it to do so.




Common Bluetooth security issues

Bluejacking:

In short, Sending spam messages to discoverable Bluetooth enabled devices. However, this
form of hacking is harmless. In short, the best way to defend against it is to keep Bluetooth settings
to invisible or non-discoverable.

Bluesnarfing:

It is more serious than bluejacking because it can reveal private information on a
smartphone and is capable of happening even when invisible/non-discoverable mode is enabled.
Bluebugging:

In short, it’s capable of accessing all the information such as photos, apps, contacts, etc.
It’s more dangerous than bluejacking and bluesnarfing.

In Conclusion, Some prevention tips for Bluetooth hacks are to set invisible mode.

Therefore, makes it more difficult for hackers to gain access to your data. Lastly, stay awake from
the open Wi-Fi networks in busy or untrusted locations, so that you can minimize the risk of falling
victimto hackers.
4.3. Wi-Fi

A ubiquitous Internet of Things (IoT) depends upon wireless connectivity, but there are
many options for wireless and not every device is IP addressable — a requisite feature for loT.
What’s more, RF design is inherently difficult. Few companies are equipped with the appropriate
skills to implement RF and antenna design, and even when done, keeping that design up to date
with the latest standards and getting it through FCC compliance is time consuming.
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Figure: The wide range of 10T applications that use Wi-Fi modules shows the flexibility and
scalability of the interface, as well as its ubiquity. (Source: Tektronix.)
For designers, there is a very solid and proven option for wireless connectivity and the loT.
Thatoption is Wi-Fi and the use of modules. This feature will explain why, offer some




design solutions, discuss soon-to-arrive upgrades to IEEE 802.11 protocols, and show how to
bridge ZigBee to Wi-Fi for native IP addressability.

There are many wireless interface options, Bluetooth Low Energy (BLE), ZigBee, Z-Wave,
Wi- Fi and RFID, each with their own unique balance of power, range, data rates, mesh
networking, interference immunity, and ease of use. However, some interfaces are not yet native-
IP enabled, so cannot be addressed directly or exchange data with other devices and servers over
the Internet. These then require a separate gateway, adding expense and complexity to the final
solution.

This is where Wi-Fi stands out: it is based on the IEEE 802.11 standards with native IP
addressability, is ubiquitous, well understood, and can scale well in terms of data rates to optimize
for power consumption. According to the Wi-Fi Alliance, there are more than 6.8 billion installed
Wi-Fi-capable devices, so the odds are pretty high that there is a local Wi-Fi access point available
. Note too that 802.11 standards are also I[Pv6 compliant, so there’s almost no limit to the number
of unique addresses.

While Wi-Fi is widespread and well understood, it is still a wireless interface, with all the
vagaries of design that RF entails. Understanding next steps is critical.

Easing wireless development
After selecting Wi-Fi for an loT application often faces the daunting challenge of building

a custom RF implementation, which requires time, money and expertise. Design requirements for
developing a wireless device include, at a minimum, direct RFIC integrationand the ability to
specify components such as filters, amplifiers, clocks, capacitors, inductors, crystal oscillators,
and the antennas that need to be on the board, as well as their placement.There also needs to
be network-matching circuitry to ensure that the radio and antenna are well matched to avoid signal
loss. Other knowledge areas include system layout, software stack development, device security,
connection reliability, signal interference and degradation, and lastbut surely not least, FCC
certification.

How does this task get done within typical time to market parameters given that RF design
expertise is not something readily available to every electronics company? An increasingly
common way to add Wi-Fi capability is to use a pre-packaged module. This approach greatly
simplifies the process. Modules are supplied tested, calibrated and pre-certified to the required
standards by the module vendor, and therefore can provide companies with a fast, easy route to
market with what is, essentially, a plug-and-play solution, reducing the need for software
development. What is more, manufacturers who design and build the Wi-Fi modules can be your
RF consultants during the design integration stage.

The Wi-Fi module generally contains two main parts: a Wi-Fi chip and an application host
processor. The Wi-Fi subsystem includes an 802.11 radio physical layer (PHY), baseband, media
access control (MAC), and perhaps a crypto engine for fast, secure Internet connection. The
application host processor has internal or external flash, ROM, and RAM. The module generally
also comes with 1/Os for timers, serial communication interfaces, analog comparators, analog-to-
digital converter (ADC), digital-to-analog converter (DAC), crystal oscillators, and a debug
interface.

The power management subsystem includes integrated DC-DC converters supporting a
wide range of supply voltages. It enables low-power consumption modes, such as hibernate with
real- time clock (RTC) mode. A module may offer an integrated antenna or provide an RF




connector for an external antenna. The software package included with a Wi-Fi module usually
includes a device driver, an integrated 802.11 security layer, and a management and monitoring
utility.

In designing a Wi-Fi 10T solution, the starting point is an understanding that IEEE 802.11
represents a family of standards that until just recently operated only in the 2.4 GHz (IEEE
802.11b/g/n) and 5 GHz (IEEE 802.11a/n/ac) unlicensed bands. There are three key factors to
consider when evaluating these protocols: data rate, range, and power requirements. When you
compare the different Wi-Fi protocols, 802.11b/g has the advantage in compatibility with installed
devices and power requirements while 802.11n and 802.11ac have the advantage of higher data
throughput for multimedia applications such as video streaming (see Table).

Protocol Frequency Signal Maximum data rate
Legacy 802.11 | 2.4 GHz FHSS or DSSS |2 Mbps

802.11a 5 GHz OFDM 54 Mbps
802.11b 2.4 GHz HR-DSSS 11 Mbps
802.11g 2.4 GHz OFDM 54 Mbps
802.11n 2.4 or5 GHz |OFDM 600 Mbps (theoretical)
802.11ac 5 GHz 256-QAM 1.3 Gbps

Table: A summary of different Wi-Fi protocols and data rates shows the progression of IEEE
802.11 from its early days of 2 Mbps to 1.3 Gbps today. (Source: Intel Corp.)

When designing for 10T applications, however, a higher data rate protocol is not always
preferable. Even though 802.11ac can crank it up to a maximum of 1.3 Gbps, most embedded
applications (e.g., machine to machine [M2M] data and control devices) are power constrained
and can get by with a much lower data rate.

One more good reason to choose Wi-Fi is that within the next year or so technology
upgrades will make it much more capable. For example, the Wi-Fi Alliance recently announced
the Wi-Fi HaLow (pronounced "halo™) designation for products incorporating IEEE 802.11ah
technology. HaLow extends Wi-Fi into the 900 MHz band and offers improved range — nearly
twice that of today’s Wi-Fi — with scalable data rates from 150 Kbps to 2.1 Mbps; IEEE 802.11ah
also promises to provide low power consumption features and its use cases are primarily for
wireless sensor networks, a classic 0T application.

In February, at the 2016 International Solid-State Circuits Conference (ISSCC) the Holst
Centre of the Netherlands, in collaboration with Belgium’s IMEC Research Institute, showed a
HaLow transmitter running Wi-Fi over sub-GHz bands. The team cited a maximum power
consumption of 7.1 mW when delivering 0 dBm output power and operating from a 1 V
supply. Thisrepresents a 10x power reduction compared to state-of-the-art 802.11 OFDM
transceivers.

Also under development is IEEE 802.11ai, which will provide a fast initial link setup



(achieving a secure link setup in less than 100 ms) and IEEE 802.11aq, being developed to provide
a cellular-like automatic network-discovery experience.

Modules and dev kits

RF engineering can be a tricky business, especially for neophytes in the discipline.
Recognizing this, RF silicon suppliers are providing modules, dev kits and reference designs that
make addingwireless connectivity to a product much easier.

Microchip, for example, supplies an loT development kit (DM990001) using a module
driven bya 32-bit controller. It employs two Microchip components, the MRF24WGOMA/B pre-
certified Wi-Fi module, which supports both 802.11b and 802.11q,
and the PIC32MX695F512H microcontroller with 128 Kbytes of RAM and 512 Kbits of flash.
The PIC MCU features an 80 MHz, 105-DMIPS 32-bit core, a USB 2.0 On-The-Go (OTG)
peripheral with integrated PHY, a 10/100 Ethernet MAC, and four dedicated direct memory access
(DMA) channels for USB OTG and Ethernet.

The starter Kit is powered by Amazon Web Services (AWS), a managed cloud platform that
lets connected devices securely interact with cloud applications. With AWS IoT applications can
keep track of and communicate with all networked devices, all the time, even when they aren’t
connected.

Amazon has put together Quickstart reference deployments for its AWS 10T, which is
designed to show off some of the capabilities of the platform. AWS loT can be especially helpful
if you plan to use Amazon as your hosting provider. It supports HTTP, WebSockets for web
browsers and web servers, and MQ Telemetry Transport (MQTT), a lightweight communication
protocol for small sensors and mobile devices specifically designed to tolerate intermittent

connections, minimize the code footprint on devices, and reduce network bandwidth requirements.

Texas instruments’ CC3100MOD Wi-Fi module is a complete platform solution including
various tools and software, sample applications, user and programming guides, and reference
designs. It consists mainly of the company’s CC3100R11MRGC Wi-Fi Network Processor and
power management subsystems. Part of the company’s SimpleLink Wi-Fi family, CC3100MOD
integrates all protocols for Wi-Fi and Internet, reducing host MCU software requirements. It also
includes all required clocks, SPI flash, RF filter, crystal and passives.

The CC3100MOD Wi-Fi Network Processor subsystem incorporates an 802.11 b/g/n radio,
baseband, and MAC and has a 256-bit encryption engine for secure Internet connection. It also
contains a dedicated ARM MCU that completely off-loads the host MCU. The power management
subsystem includes an integrated DC-DC converter with support for a wide rangeof supply
voltages. It enables low-power consumption modes such as hibernate with RTC mode, which
requires only about 7 pA of current.
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Figure: TI’'s CC3100MOD is designed to simplify the implementation of Internet connectivity. It
integrates all protocols for Wi-Fi and the Internet, which greatly reduces host MCU software
requirements.

On the software side the module includes embedded TCP/IP and TLS/SSL security stacks,
HTTPserver, and multiple Internet protocols. The device driver keeps the host memory footprint
requirement to less than 7 Kbytes for code and 700 bytes of RAM for data for a TCP client
application. The CC3100MOD IoT module solution is also FCC, IC, CE, and Wi-Fi certified.

The SPWF01S Wi-Fi module from STMicroelectronics is a plug-and-play 802.11b/g/n
solutionlt has a serial interface on one side that allows communications with MCUs like the
supplier’s STM32 and STM8. On the other side is the Wi-Fi transceiver. The module also
incorporates timing clocks and voltage regulators. It is available either configured with an
embedded micro
2.45 GHz ISM band antenna (SPWF01SA), or with a U.FL coax connector for external antenna
connection (SPWF01SC), so no RF knowledge is required for integration.
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Block diagram of the ST SPWFO01S serial-to-Wi-Fi b/g/n module. With low power consumption
and a small form factor, it can be used for both fixed and mobile wireless applications.

The SPWFO01S comes with CE, FCC and IC certification and meets industrial temperature-range
requirements.




While we have focused on Wi-Fi, the ZigBee wireless standard is a popular choice for a wide
range of applications that require low power, medium range, and flexible networking that is
relatively easy to install, configure and maintain. ZigBee, however, lacks a crucial requirement for
IoT applications: native IP connectivity. Digi International’s XBee® Wi-Fi modules bridge this
gap. To get you started, the company’s XBee Wi-Fi Cloud kit (xka2B-wft-0) includes an XBee
Wi-Fi (S6B) module, XBee USB development board with breadboard, a components package
(resistors, relay, buttons, LEDs), access to Digi’s cloud-based application and all necessary
antennas, power supplies, and cables. Digi’s XBee Wi-Fi modules share a common footprint with
other XBee modules, which allows different XBee technologies to be drop-in replacements for
each other.

0T applications depend upon wireless connectivity, but there are numerous wireless protocol
options. RF design also is inherently difficult and few companies are equipped with the appropriate
skills to implement RF and antenna design. Even if the expertise is available,keeping the design
up to date with the latest standards and getting it through FCC compliance is

time consuming. This Wi-Fi modules and their associated kits and reference designs can
dramatically simplify the implementation challenges facing designers of new 10T devices.

4.4, Zigbee

When you are designing, planning and prototyping a wireless application, the protocol you
choose is a key component, with considerations for security, flexibility and the ability to deploy
to multiple regions.

Zigbee is a wireless technology developed as an open global standard to address the unique
needs of low-cost, low-power wireless 10T networks. The Zigbee standard operates on the IEEE
802.15.4 physical radio specification and operates in unlicensed bands including 2.4 GHz, 900
MHz and 868 MHz.

The 802.15.4 specification upon which the Zigbee stack operates gained ratification
by the Institute of Electrical and Electronics Engineers (IEEE) in 2003. The specification is a
packet-based radio protocol intended for low-cost, battery-operated devices. The protocol allows
devices to communicate in a variety of network topologies and can have battery life lasting several
years.

Over 300 leading semiconductor manufacturers, technology firms, OEMs and service
companies comprise the Zigbee Alliance membership. The Zigbee protocol was designed to
provide an easy-to-use wireless data solution characterized by secure, reliable wireless network
architectures.

The Zigbee Advantage

The Zigbee 3.0 protocol is designed to communicate data through noisy RF environments that
are common in commercial and industrial applications. Version 3.0 builds on the existing Zigbee
standard but unifies the market-specific application profiles to allow all devices to be wirelessly
connected in the same network, irrespective of their market designation and function.

Additionally, a Zigbee 3.0 certification scheme ensures the interoperability of products from
different manufacturers. Connecting Zigbee 3.0 networks to the IP domain opens up monitoring
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Zigbee protocol features include:

Support for multiple network topologies such as point-to-point,
point-to-multipoint and mesh networks

Low duty cycle — provides long battery life

Low latency

Direct Sequence Spread Spectrum (DSSS)Up to 65,000 nodes per network
128-bit AES encryption for secure data connections

Collision avoidance, retries and acknowledgements

Zigbee Wireless Mesh Networking
What Is Zigbee?

Zigbee is a wireless technology developed as an open global market connectivity standard
to address the unique needs of low-cost, low-power wireless 10T data networks. The Zigbee
connectivity standard operates on the IEEE 802.15.4 physical board radio specification and
operates in unlicensed radio bands including 2.4 GHz, 900 MHz and 868 MHz. The 802.15.4
wireless specification upon which the Zigbee stack operates gained board ratification by the
Institute of Electrical and Electronics Engineers (IEEE) in 2003. The specification is a packet-
based radio board protocol intended for low-cost, battery-operated devices and products. The
protocol allows devices to communicate data in a variety of network topologies and can have
battery life lasting several years.

The Zigbee 3.0 Protocol

The Zigbee protocol has been created and ratified by member companies of the Zigbee
Board Alliance.Over 300 market leading semiconductor manufacturers, technology firms, OEMs
and service companies comprise the Zigbee Alliance membership board. The Zigbee protocol was
designed to provide an easy-to-use wireless data solution characterized by secure, reliable wireless
network architectures.

The Zigbee Advantage

#2 zigbee

The Zigbee 3.0 protocol is designed to communicate data through noisy RF environments that
are common in commercial and industrial market applications. Version 3.0 builds on the existing
Zigbee connectivity standard but unifies the market-specific application profiles to allow all
devices to be wirelessly connected in the same network, irrespective of their market designation
and function. Furthermore, a Zigbee 3.0 certification scheme ensures the interoperability of
products from different device manufacturers. Connecting Zigbee 3.0 networks to the IP domain
opens up wireless monitoring and control from radio devices such as smartphones and tablets on
a LAN or WAN.

Zigbee protocol features include:

Support  for  multiple  network  topologies such as  point-to-point,
point-to-multipoint and mesh networks

Low duty cycle — provides long battery life

Low latency

Direct Sequence Spread Spectrum (DSSS)

Up to 65,000 nodes per network

128-bit AES encryption for secure data connections




Collision avoidance, retries and acknowledgements
The Zigbee 3.0 software stack incorporates a ‘base device’ that provides consistent behavior for

commissioning nodes and devices into a network. A common set of commissioning methods is
provided, including Touchlink, a method of proximity commissioning.

Zigbee Wireless Security
Zigbee 3.0 provides enhanced network security. There are two methods of security that give rise
to two types of network:
Centralized security: This method employs a coordinator/trust center that forms the
network and manages the allocation of network and link security keys to joining nodes.
Distributed security: This method has no coordinator/trust center and is formed by a router.
Any Zigbee router node can subsequently provide the network key to joining nodes.
Nodes adopt whichever security method is used by the hub network they join. Zigbee 3.0 supports
the increasing scale and complexity of wireless networks, and copes with large local networks of
greater than 250 nodes. Zigbee also handles the dynamic behavior of these networks(with nodes
appearing, disappearing and re-appearing in the network) and allows orphaned nodes, which result
from the loss of a parent, to re-join the network via a different parent. The self-healing nature of
Zigbee Mesh networks also allows nodes to drop out of the network without any disruption to
internal routing.

Zigbee Protocol Compatibility

The backward compatibility of Zigbee 3.0 means that applications and smart home devices already
developed under the Zigbee Light Link 1.0 or Home Automation 1.2 profile are ready forZigbee
3.0. The Zigbee Smart Energy profile is also compatible with Zigbee 3.0 at the functionallevel,
but Smart Energy has additional security requirements that are only addressed within the profile.

Zigbee Device Data

Zigbee’s Over-The-Air (OTA) upgrade feature for software updates during device operation
ensures that applications on field/market can be seamlessly

migrated to Zigbee 3.0. OTA upgrade is an optional functionality that manufacturers are
encouraged to support in their Zigbee products' application layer.
Zigbee Mesh Networks

A key component of the Zigbee protocol is the ability to support mesh networking. In a mesh
network, nodes are interconnected with other nodes so that multiple pathways connect each
node. Connections between nodes are dynamically updated and optimized through sophisticated,
built-in mesh routing table.

Mesh networks are decentralized in nature; each node is capable of self-discovery on thenetwork.




Also, as nodes leave the network, the mesh topology allows the nodes to reconfigure

routing paths based on the new network structure. The characteristics of mesh topology and ad-
hoc routing provide greater stability in changing wave conditions or failure at single nodes.

Zigbee Wireless Applications

Zigbee enables broad-based wave deployment of wireless networks with low-cost, low-power
solutions. It provides the ability to run for years on inexpensive batteries for a host of monitoring
and control applications. Smart energy/smart grid, AMR (Automatic Meter Reading), lighting
controls, building automation systems, tank monitoring, HVAC control, medical devices, dbm
radio, ghz wireless protocols, wireless sensor networks and fleet applications are just some of the
many spaces where Zigbee technology is making significant advancements.

Digi XBee 3 Zigbee Technology

Digi is a member of the Zigbee Alliance and has developed a wide range of data networking
solutions based on the Zigbee protocol. Digi XBee 3 is the latest in a long line of radio devices
that provide an easy-to-implement solution that provides functionality to connect to a wide variety
of devices with robust connectivity standards.

4.5. GPS

GPS uses satellites to monitor the movement of anything equipped with such a GPS
tracking device, including automobiles, humans, and even pets. It operates in any weather
condition and offers precise location update in real time one of the earliest ways to track and

disseminate digital information from the real environment, GPS has significantly impacted loT
technology. The Internet of Things (IoT) may gather and measure enormous amounts ofdata
on anything from individual health to public transportation; GPS tracking is required to provide
location information for such objects.

A more reliable and easily accessible data set can be built using GPS and the Internet of
Things. In the same way that GPS pinpoints the precise location of a vehicle, the Internet of Things
is able to monitor moving items and collect data on their movements in real time.

How Does GPS Function?

GPS satellites complete two accurate orbits around the planet every day. An individual satellite's
signal and orbiting parameters can be decoded and used to pinpoint the satellite's location via a
GPS receiver. This data, together with triangulation, is used by GPS receivers to pinpoint the
precise location of its owners.

The uses of GPS and the Internet of Things

When applied to Internet of Things (1oT) gadgets, GPS technology might provide benefits you
might not have anticipated. In the age of the Internet of Things, it is possible to a mass vast
amounts of data from a wide variety of sources. Information such as medical files and facial
mapping is included.

The Long-Term Perspective of GPS with 10T
It is possible that all of your belongings can be located using GPS. Italian firm Sherlock, for




instance, uses GPS and the Internet of Things to keep tabs on your bike. Bicycle owners can use
this kind of tracking to prevent bike theft. In addition, the owner of the vehicle will be informed
of any modifications done to it.

Internet of Things-Global Positioning System helps boost transportation quality and safety.
It was previously just possible to trace which foundation arrived, departed, etc., but now that we
can manage the precise present location, transit quality & security are also enhanced.

Since you can interact with users' questions in real-time, you may use it with complete assurance.
Marketing a helpful transportation service. Users whose packages are too large to be
transported conventionally can be attracted

Use 10T-GPS to set yourself apart in transportation management. Differentiation from
competitors and end users can be achieved through the provision of novel approaches to
management (barcode scanning, managing of arriving at the base by RFID, etc., starting picking
up of crossing points on slips, etc.).

Cut back on the money spent on managing employees. By equipping workers with GPS
trackers, employers can gain insight into the "what? who? where?" of their operations and, using
that data, create more effective attendance and safety management systems. Can cut
administrative expenses

Some Devices that are part of the Internet of Things and use a global positioning system
LORAWAN G62: Using publicly or private LoRaWAN (Long Range Wide Area Network)
networks, the G62 LoRaWAN can keep tabs on any service, no matter how extreme the weather
becomes. It is compact, lightweight, and built to withstand the elements.

LORAWAN SENSOR DATA: The Inertial Sensor is a battery-operated data communicator that
connects to various sensors, GPS, inputs, and outputs and then uploads that data to a LoORaWAN
network. Useful for sensors and agricultural uses.

LORAWAN, OR SHELLFISH: The Oyster is a rugged GPS tracking system that can withstand
the elements and be made with the super-long battery life of LoRaWAN networks in mind for
tracking exposed, unpowered assets in mind.

NEO-6M GPS Module with Arduino

This guide shows how to use the NEO-6M GPS module with the Arduino to get GPS data. GPS
stands for Global Positioning System and can be used to determine position, time, and speed if
you’re travelling.




You’ll learn how to:

= Wire the NEO-6M GPS module to the Arduino UNO
= Get raw GPS data
« Parse raw data to obtain selected and readable GPS information
« Get location
Introducing the NEO-6M GPS Module

The NEO-6M GPS module is shown in the figure below. It comes with an external antenna, and

does’t come with header pins. So, you’ll need to get and solder some.

This module has an external antenna and built-in EEPROM.
Interface: RS232 TTL

Power supply: 3V to 5V

Default baudrate: 9600 bps




«  Works with standard NMEA sentences

The NEO-6M GPS module is also compatible with other microcontroller boards.

Pin Wiring
The NEO-6M GPS module has four pins: BiB@, RX, TX, and [€N[B. The module communicates

with the Arduino via serial communication using the TX and RX pins, so the wiring couldn’t be
simpler:

NEO-6M GPS Module Wiring to Arduino UNO

vce 5V

RX TX pin defined in the software serial

RX pin defined in the software serial

GND

Getting GPS Raw Data
To get raw GPS data you just need to start a serial communication with the GPS module using
Software Serial. Continue reading to see how to do that.

Parts Required

NEO-6M GPS Module

Wire the NEO-6M GPS module to your Arduino by following the schematic below.
»  The module GND pin is connected to Arduino pin
» The module RX pin is connected to Arduino pin 3
» The module TX pin is connected to Arduino pin 4
» The module VCC pin is connected to Arduino . pin
Code




Copy the following code to your Arduino IDE and upload it to your Arduino board.
#include <SoftwareSerial.h>
/I The serial connection to the GPS module
SoftwareSerial ss(4, 3);
void setup(){
Serial.begin(9600);
ss.begin(9600);

3oid loop(){
while (ss.available() > 0){
/I get the byte data from the GPS
byte gpsData = ss.read();
Serial.write(gpsData);

¥
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4.6. GSM/GPRS Module

GSM/GPRS module is used to establish communication between a computer anda
GSM-GPRS system. Global System for Mobile communication (GSM) is an architecture used
for mobile communication in most of the countries.
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Block Diagram Showing Diffrent Parts Of Typical GSM/GPRS Module
Global Packet Radio Service (GPRS) is an extension of GSM that enables higher data
transmission rate. GSM/GPRS module consists of a GSM/GPRS modem assembled together
with power supply circuit and communication interfaces (like RS-232, USB, etc) for computer.
The MODEM is the soul of such modules.
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Flow Chart Showing Classification Of Wireless Modem Based On Network, Data Or Technology

Wireless MODEMs are the MODEM devices that generate, transmit or decode data from a cellular
network, for establishing communication between the cellular network and the computer. These
are manufactured for specific cellular network (GSM/UMTS/CDMA) or specific cellular data
standard (GSM/UMTS/GPRS/EDGE/HSDPA) or technology (GPS/SIM). Wireless MODEMSs
like other MODEM devices use serial communication to interface with and

need Hayes compatible AT commands for communication with the computer (any
microprocessor or microcontroller system).

GSM/GPRS MODEM

GSM/GPRS MODEM is a class of wireless MODEM devices that are designed for communication
of a computer with the GSM and GPRS network. It requires a SIM (Subscriber Identity Module)
card just like mobile phones to activate communication with the network. Also they have IMEI
(International Mobile Equipment Identity) number similar to mobile phones for their
identification. A GSM/GPRS MODEM can perform the following operations:

1.  Receive, send or delete SMS messages in a SIM.
2. Read, add, search phonebook entries of the SIM.
3.  Make, Receive, or reject a voice call.

The MODEM needs AT commands, for interacting with processor or controller, which are
communicated through serial communication. These commands are sent by the
controller/processor. The MODEM sends back a result after it receives a command. Different AT
commands supported by the MODEM can be sent by the processor/controller/computer tointeract
with the GSM and GPRS cellular network.

GSM/GPRS Module




An Image of Assembled Circuit For GSM/GPRS Module With Standard Communication
Interfaces Like RS-232 Or USB

A GSM/GPRS module assembles a GSM/GPRS modem with standard communication interfaces
like RS-232 (Serial Port), USB etc., so that it can be easily interfaced with a computer or a

microprocessor / microcontroller based system. The power supply circuit is also built in the
module that can be activated by using a suitable adaptor.

Mobile Station (Cell phones and SIM)

A mobile phone and Subscriber Identity Module (SIM) together form a mobile station. It is the
user equipment that communicates with the mobile network. A mobile phone comprises of Mobile
Termination, Terminal Equipment and Terminal Adapter.

AT commands between Mobde termunation and
Tomunal equipment via lermunal adapler
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Block Diagram Showing Diffrent Functions Of Cell Phone And SIM In Mobile Station




Mobile Termination is interfaced with the GSM mobile network and is controlled by a
baseband processor. It handles access to SIM field encoding and decoding, signaling and other
network related tasks. The Terminal Equipment is an application processor that deals with
handling operations related to keypad, screen, phone memory and other hardware and software
services embedded into the handset. The Terminal Adapter establishes communication between
the Terminal Equipment and the Mobile Termination using AT commands. The communication
with the network in a GSM/GPRS mobile is carried out by the baseband processor.

GSM Technology Architecture
The main elements in the GSM architecture include the following.

The Architecture of GSM Technology
Network and Switching Subsystem (NSS)
Base-Station Subsystem (BSS)

The mobile station (MS)
Operation and Support Subsystem (OSS)
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Network Switching Subsystem (NSS)

In GSM system architecture, it includes different elements, which are frequently known as the core
system/network. Here, it is basically a data network including a variety of units to provide the
major control as well as interfacing of the entire mobile network system. The core network
includes the major elements which are discussed below.

Mobile Switching Centre (MSC)

The Mobile Switching Centre or MSC is the key element in the core network region of the
GSM network architecture. These mobile services switching center works like a standard switching
nodein an ISDN otherwise PSTN, however it have extra functionality to allow the mobile user
necessities to be supported like authentication, registration, inter-MSC handovers call location &
routing of the call to a cell phone subscriber. And, it also provides an edge toward the public
switched telephone network so that the phone calls can be connected from the network of the
mobile to a phone to a landline. Interfaces toother mobile switching center server are provided to
allow mobile calls to be made to mobiles over dissimilar networks.




Home Location Register (HLR)

This HLR database includes the information regarding the administrative like every subscriber
with their previous identified location. Like this, the GSM network is capable to connect the calls
to the related base station for the mobile switch. Once an operator turns ON his/her phone, and
then the phone registers through the network so that it is probable to decide which base transceiver
station is communicating so that incoming calls can be connected properly.

Even once the mobile is switched on, but not active then it again registers to make sure that the
HLR network is responsive to its most recent location. There is one HLR for each network, even
though it may be dispersed across a variety of sub-centers for operational causes.

Visitor Location Register (VLR)

The VLR includes preferred information that is received from the HLR network to allow the
preferred services for the separate subscriber. The visitor location register can be executed like a
separate unit; however, it is usually realized like an essential element of the MSC, before an
individual unit. Thus, access is finished quicker & more convenient.

Equipment Identity Register (EIR)

The EIR (Equipment Identity Register) is the unit that makes a decision whether specified
mobile gear may be permitted over the network. Every mobile gear includes a number identified
like the IMEI or International Mobile Equipment Identity.

So, this IMEI number is fixed within the mobile equipment & is verified through the network
while registration. It mainly depends on the information that is held within the EIR, and the mobile
device may be assigned one of 3 conditions which allowed over the network, barred access,
otherwise watched in case its problems.

Authentication Centre (AuC)
The AuC (authentication center) is a protected file that includes the secret key in the SIM card of
the user. The AuC is mainly used for verification & for coding on the radio channel.

Gateway Mobile Switching Centre (GMSC)
The GMSC/ Gateway Mobile to which a ME finishing call is primarily connected without

any information about the MS’s place. The GMSC obtains the Mobile Station Roaming Number
(MSRN) from the MSISDN based on HLR & connecting the call toward the exact visited MSC.
The “MSC” division of the name GMSC is confusing as the gateway process does not need any
linking toward an MSC.

SMS Gateway (SMS-G)
The SMS gateway or SMS-G is used jointly to explain two SMS-Gateways in the GSM standards.
These gateways control messages which are directed in dissimilar ways.

The Short Message Service Gateway Mobile Switching Centre (SMS-GMSC) is used for short
messages which are being transmitted to an ME. The Short Message Service Inter-Working Mobile
Switching Centre (SMS-IWMSC) is used for short messages created through a mobile network.
The main role of SMS-GMSC is related to GMSC, but the SMS-IWMSC offers a permanent access
end to the SMS Centre.




These units were the major ones that are used in the network of GSM technology. They were
normally co-located, however frequently the overall middle network was transmitted around the
country wherever the network was situated. In case of malfunction, it will give some flexibility.

Base Station Subsystem (BSS)

It acts as an interface between the mobile station and the network subsystem. It consists of the
Base Transceiver Station which contains the radio transceivers and handles the protocols for
communication with mobiles. It also consists of the Base Station Controller which controls the
Base Transceiver station and acts as an interface between the mobile station and mobile switching
center.

The network subsystem provides the basic network connection to the mobile stations. The basic
part of the Network Subsystem is the Mobile Service Switching Centre which provides access to
different networks like ISDN, PSTN, etc. It also consists of the Home Location Register and the
Visitor Location Register which provides the call routing and roaming capabilities of GSM.

It also contains the Equipment Identity Register which maintains an account of all the mobile
equipment wherein each mobile is identified by its own IMEI number. IMEI stands for
International Mobile Equipment Identity.

The BSS or Base Station Subsystem section of the second generation GSM network architecture
is basically connected with the mobiles over the network. This subsystem includes two elements
which are discussed below.

Base Transceiver Station (BTS)
The BTS (Base Transceiver Station) which is utilized within a GSM network includes the

radioTx, Rx & their related antennas to directly converse through the mobiles. This station is the
important element for every cell and it converses with the mobiles & theinterface among the
two is identified like the Um interface with related protocols.

Base Station Controller (BSC)

The BSC (base station controller) is used to form the next phase reverse into the GSM
technology. This controller is used to control a collection of base transceiver stations & it is
frequently co-located through one of the transceiver stations within the group. This controller
manages the resources of radio to control different items like handover in the collection of BTSs,
assigns channels. It converses with the Base Transceiver Stations over Ab is interface.

The subsystem element in the base station of the GSM network uses the radio allowable
technology to allow a number of operators to right to use the system concurrently. Every channel
supports up to 8 operators by allowing a base station to include different channels; a huge number
of operators could be accommodated through every base station.

These are located carefully through the provider of the network to allow whole area
coverage. This area can be enclosed with a base station that is often being called a cell. Because it
Is not achievable to stop the signals from overlapping into the nearby cells and channels which are
usedin single-cell are not utilized in the next.




Mobile Station

It is the mobile phone which consists of the transceiver, the display, and the processor and
is controlled by a SIM card operating over the network.

The MS (Mobile stations) or ME (mobile equipment) are most generally identifiedthrough
cell otherwise mobile phones which are the part of a GSM mobile communications n/w that the
operator observes & operates. At present, their dimension has reduced radically whereas the
functionality level has very much increased. And one more benefit is that the time among charges
has drastically enlarged. There are different elements to the mobile phone, though the two essential
elements are the hardware & the SIM.

The hardware includes the major elements of the mobile phone like the case, display,
battery, & the electronics utilized to produce the signal & process the data receiver to be
broadcasted. The mobile station includes a number called the IMEI. This can be set up on the
mobile phone while manufacturing & it cannot be modified. It is accessed by the network during
registration to check whether the equipment has been reported as stolen.

The SIM (Subscriber Identity Module) card includes the data which gives the useridentity
toward the network. And also, it includes different information like a number called the IMSI is
used in the SIM card, the mobile user could simply change mobiles by moving the SIM from one
mobile to another. So mobile changing is easy without changing the same mobile number means
that people would frequently improve, thus making a further income stream for the providers of
network & serving to enhance the total financial victory of GSM.

Operation and Support Subsystem (OSS)

The operation support subsystem (OSS) is a part of the complete GSM network
architecture. This is connected to the NSS & the BSC components. This OSS is mainly used to
control the GSM network & the BSS traffic load. It should be noted down that when the number
of BS enhances through the subscriber population scaling then some of the preservation tasks are
moved to the base transceiver stations so that the ownership cost of the system can be reduced.

The GSM network architecture of 2G mainly follows a logical technique of operation. This
is very simple as compared with present architectures of mobile phone network which utilize
software-defined units to allow extremely supple operation. But the architecture of 2G GSM will
demonstrate the voice & operational fundamental functions that are required & how they arranged
together. When the GSM system is digital, then the network is a data network.

Features of GSM Module

The features of the GSM module include the following.
Improved spectrum efficiency
International roaming
Compatibility with integrated services digital network (ISDN)
Support for new services.
SIM phonebook management
Fixed dialing number (FDN)
Real-time clock with alarm management
High-quality speech
Uses encryption to make phone calls more secure

Short message service (SMS)
The security strategies standardized for the GSM system make it the most secure

telecommunications standard currently accessible. Although the confidentiality of a call and
secrecy of the GSM subscriber is just ensured on the radio channel, this is a major step in achieving
end-to-end security.




GSM Modem

A GSM modem is a device that can be either a mobile phone or a modem device that can
be used to make a computer or any other processor communicate over a network. A GSM
modem requires a SIM card to be operated and operates over a network range subscribed by the
network operator. It can be connected to a computer through serial, USB, or Bluetooth
connection.

A GSM modem can also be a standard GSM mobile phone with the appropriate cable and
software driver to connect to a serial port or USB port on your computer. GSM modem is usually
preferable to a GSM mobile phone. The GSM modem has a wide range of applications in
transaction terminals, supply chain management, security applications, weather stations, and
GPRS mode remote data logging.

Working of GSM Module

From the below circuit, a GSM modem duly interfaced to the MC through the levelshifter
IC Max232. The SIM card mounted GSM modem upon receiving digit command by SMSfrom
any cell phone sends that data to the MC through serial communication. While the programis
executed, the GSM modem receives the command ‘STOP’ to develop an output at the MC, the
contact point of which are used to disable the ignition switch.

The command so sent by the user is based on an intimation received by him through the GSM
modem ‘ALERT’ a programmed message only if the input is driven low. The complete operation

is displayed over a 16x2 LCD display.
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Difference between GSM mobile and GSM/GPRS module

A GSM mobile is a complete system in itself with embedded processors that are dedicated
to provide an interface between the user and the mobile network. The AT commands are served
between the processors of the mobile termination and the terminal equipment. The mobile handset
can also be equipped with a USB interface to connect with a computer, but itmay or may not
support AT commands from the computer or an external processor/controller.

The GSM/GPRS module, on the other hand, always needs a computer or external
processor/controller to receive AT commands from. GSM/GPRS module itself does not provide
any interface between the user and the network, but the computer to which module is connected
Is the interface between user and network.

An advantage that GSM/GPRS modules offer is that they support concatenated SMS which may
not be supported in some GSM mobile handsets. Also some mobile handsets can’t receive MMS
when connected to a computer.

Applications of GSM/GPRS module

The GSM/GPRS module demonstrates the use of AT commands. They can feature all the
functionalities of a mobile phone through computer like making and receiving calls, SMS, MMS
etc. These are mainly employed for computer based SMS and MMS services.

4.7. Raspberry Pi Operating Systems

Raspberry Pi is a low-cost pocket computer that is very economical to own. It is about the
size of an ATM Card and can work as a fully functional computer in certain normal use cases, like
working with simple applications, playing low-end games, etc. It was first released in 2012 by the
Raspberry Pi foundation with the aim to provide easy access to computing education to everyone.
It can cost as less as 5% to a maximum price of 100$ (which is rare).

Scope
we will be understanding Operating systems that can be installed on a Raspberry Pi.

We'll learn about What an operating system in general is.
We'll go through a Variety of Operating Systems that a Raspberry Pi can run.
Introduction

As read above, Raspberry Pi is a very low-cost computer that comes along with the advantage of
portability. However, being in such a small form factor, it gets bounded by the type of hardware
to use in making it; hence, it will be significantly tough to run regular operating systems on it.

Due to this, specific operating systems were designed to power a Raspberry Pi; some of them were
entirely new, while some originated from existing popular operating systems. Most of the
Raspberry Pi OS is Linux based, but it also has windows 10-based Raspberry Pi OS (Windows
10 10T core) built explicitly for low-powered devices like this.

What is an Operating System?

The technical definition is An operating system is an interface between the hardware of a
machine and the user who is using it, but what does this really mean? It means it is basically the
medium using which we communicate with our computer machine. It does not matter if we have
the fastest system in the world; at the end of the day, that is just hardware, an object; andwe do




not know how to work with it, so we need some medium that works as an intermediate between
us and the computer, i.e., when we press ctrl on our keyboard, it should instruct the computer what
to react based on that; when we want to open some application, it should provide us a way to do
so, by listing all the available applications on the system.

Meaning an operating system is a software program that helps us to use and to connect with the
computer hardware. For example, if we want to use our mouse or keyboard, only with the help of
an OS we can do that; if we want to install some program on our computer, we would be needing
an OS; if we want to create a file, we need an OS; we want to delete a file, we would again be

needing an OS, i.e., without an operating system we cannot use the computer hardware, we
would be needing some underlying software, i.e., some operating system, using which we would
do so.

T
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|

Operating System

|

Hardware

What is a Raspberry Pi Operating System?
Now, what is Raspberry Pi operating system? Before that, let's first try to understand what

Raspberry Pi is. Raspberry Pi is a small, low-cost computer, and its size is about the size of an
ATM card, which is developed by the Raspberry Pi foundation. The organization's mission is to
educate people in computing and to provide easier access to computer education. The above image
is a picture of a Raspberry Pi; we can see that there are various ports available in it on which
different devices can be mounted and used.




It was first launched in 2012, and from then onwards, various variations of it have been launched.
The original Raspberry Pi had a single-core 700mhz CPU and a 256MB of RAM, butit has
evolved a lot since then; today, we have a quad-core Raspberry Pi with a clock speed of around
1.5Ghz and up to 4GB of RAM. Surprisingly the cost of Raspberry Pi has always been less than
100 USD. In fact, the Raspberry Pi Zero (an even low-cost version of regular RaspberryPi) costs
as less as 5 USD. A full-fledged general-purpose CPU under 5$, that's what theorganization's
mission is "Aiming to provide people easier and low-cost access to the computers.”

Raspberry Pi is used by people all around the world in learning how to program, build hardware
projects, do home automation, and implement Kubernetes clusters, and it is even getting used in
some industrial applications. Raspberry Pi is a very economical computer that runs Linux
Operating System.

Now, let's talk about which specific distribution of Linux Raspberry Pi uses. Raspberry Pi
officially recommends the use of the Raspbian Operating System. It is a Debian-based OS,
explicitly made for Raspberry Pi and hence its name Raspbian.

Explore free courses by our top instructorsView All

TARUN LUTHRA

Java Course - Mastering the Fundamentals
56k+ enrolled

RAHUL JANGHU
Python Certification Course: Master the essentials
42k+ enrolled

PRATEEK NARANG

C++ Course: Learn the Essentials

29k+ enrolled

35,262+ learners have attended these Courses.

Raspbian

Raspbian or Raspberry Pi OS is a Linux-based operating system built specifically for Raspberry Pi.
It is packed with all the necessary tools and features that are required for day-to-day use. It will possibly
run on every kind of Raspberry Pi board with a few exceptions, like the Raspberry Pi's pico edition,
because of its far smaller form factor and computing power
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NOOBS

New Out Of the Box Software, or simply NOOBS is an operating system installer for Raspberry
Pi, delivered primarily on an SD card, which contains a variety of operating systems, out of which
we can choose which one we want to install on our Raspberry Pi. It is made for people who are
absolutely new to the Raspberry Pi and do not want to deal with the complex setting up process of
burning an OS image on an SD card. NOOBS is provided along with every new Raspberry Pi at
the time of its purchase.

With NOOBS, the user only needs to connect their Raspberry Pi to a display screen and a keyboard
and then power it up; the NOOBs will boot. There we can select which operating system we want
to install, and NOOBS will install the respective OS on the same SD card withina few minutes.
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Other Operating Systems
Let's now look at some of the other Operating systems apart from the Raspbian OS, which can be
booted on the Raspberry Pi.

Minibian

While Raspbian OS is very lightweight as far as we talk about operating systems, but if we want
something even more straightforward, then we can go for Minibian OS. It is a minimal version of
Raspbian for Raspberry Pi machines. The now-going version of minibian is based on the recent
Raspblan build and will run on all the versions of Raspberry Pi. Minibian differs from Raspbian
Iqllll‘lA-. DU I‘IIIOI“I‘ [ NOIre 10 EIE ll lll‘l‘l.




those who are interested in making a full-fledged computer. Minibian includes the core system and
some fundamental utilities like web servers, some electronics applications, etc. Notably, it does
not include a Graphical interface for interaction, which makes it an excellent choice for embedded
projects. The result then is, we have a capable and working operating system in less than 500MB
which merely uses 30MB of RAM.

Raspbian Lite

It is also a lightweight operating system for Raspberry Pi with a minimal set of packages. It is
advised only for experienced users who are able to establish ssh connections and remote
management using the command line, as it does not includes the GUI interface. It is more like a
command line-based operating system where we would be needing to type commands to control
our Raspberry Pi computer. One advantage of this is that it can run on a very low amount of CPU
and RAM. It should be noted that Raspbiain lite OS can also be converted into a complete desktop
environment with a GUI interface by installing the necessary packages.

RISC OS

RISC OS is an open-source OS initially developed in Cambridge in the 1980s and was the first
operating system for ARM processors. It is neither related to Linux, Windows, or any other
operating system; hence, diving into it will ignore our previous operating system experiences.
Understanding the RISC OS will be a completely different thing, and it will take time for us to get
used to it.

Windows IoT Core

It is a version of Windows OS, specifically windows 10, built explicitly for Raspberry Pi. It is
helpful for windows enthusiasts who wish to utilize the Raspberry Pi environment to develop their
projects. It is mostly used to construct and build 10T prototype requirements based on windows
10. This version of Raspberry Pi OS lays emphasis on the device mainly on connectivity, security,
cloud integration, etc., regions.

Ubuntu Mate

Ubuntu Mate is a free and open-source operating system of raspberry pi that specifies low-
performance devices as its design requirements, meaning it works seamlessly on low-power or old
appliances. It is a flavor of Ubuntu that uses the Mate desktop environment. It prioritizes pre-
packaging the apt package manager into its software deployment and talking about the
communication to remote workstations; ubuntu MATE is dependable. To run it on a RaspberryPi
device, a 4GB sd card is all that is required. It should also be noted that ubuntu mate OS is
consistently maintained and updated by its developers. It can be downloaded from the official
website of Ubuntu MATE.




Gentoo Linux

Gentoo Linux is an open-source Linux-based lightweight operating system of the raspberry pi. Its
built-in portage package manager makes the package installation straightforward and easy using
emerge instead of apt installer. Moreover, it offers unique adaptability, which makes it an ideal
Linux distribution for these low-powered devices. A 4GB SD Card will be enough to fulfillthe
device requirements of Gentoo OS on Raspberry Pi.

SARPI

Slackware ARM, or SARPI, is a well-known operating system in the Raspberry Pi community. It
is often regarded as one of the substantial operating systems to run on the Raspberry Pi. This is
because it has a very simple-to-implement software architecture. The boot time of SARPI OS is
really less, making it live in less than 30 seconds of time.

FreeBSD

FreeBSD is an open-source Unix-like operating system derived from the Berkeley Software
Distribution or BSD, which was based on the research of Unix (early versions of the Unix
operating system). It works seamlessly with powerful hardware. Its software design makes it a
significantly great OS to interact loT devices, cloud computing, etc.

The FreeBSD OS can run on as less as a Raspberry Pi with 512MB of RAM,; it can also be a
perfect choice for one's Raspberry Pi system.

Lakka

A free, open-source, and lightweight operating system that can turn any PC into a full-fledged
gaming console without the keyboard and mouse. It is basically used to set up emulators on
systems like Raspberry Pi.

OpenELEC

Open Embedded Linux Entertainment Center or OpenELEC. It is a minimal-sized OS, often
referred to as Just Enough Operating System or JeOS. If one is aware of the Kodi Media Center,
which is a tool for managing media files. The primary purpose of this OS is to transform the
running system into Kodi.

OSMC

OSMC is a free and open-source operating system of raspberry pi that stands for Open Source
Media Center. It is simple and easy to work with the program that can independently supply
Kodi Operating System functions like media file format management. Its user-friendly interface
is simple and sophisticated, and its built-in image library contributes to its extensive
customization possibilities. Therefore, it is an excellent choice if we majorly want to handle media
materials on the Raspberry Pi system.




RaspBSD

RaspBSD is a special kind of FreeBSD operating system of raspberry pi and similar systems. It
is an open-source OS software that contains the FreeBSD 11 image. The live image of RaspBSD
features FreeBSD with the pre-installed Openbox window manager and the LXDE desktop
environment. RaspBSD is based on FreeBSD's current tree.

Linutop

Linutop is a Raspbian OS-based Linux operating system of the raspberry pi. It's software security
makes it the ideal choice for web kiosks and digital signage players. Moreover, it obligates its
features and performance specifications to business users who wish for Raspberry Pi's digital
signage and internet stall solutions.

Kali Linux

Kali is a Debian-based operating system particularly made for penetration testing. It comes with
both the 32bit and 64bit architecture and is also one of the most feature-rich OS we have talked
about so far. It has all the necessary tools needed for penetration testing installed by default. In

addition, Kali's community is very effective and helpful. With Kali Linux, a Raspberry Pi device
can become a toolset.

Domoticz
Domoticz is a free and open-source home automation system that allows users to design and
monitor various devices like switches, sensors, and meters for temperature, power, etc. Domoticz's

main user interface is an expandable and scalable HTML5 frontend. Some of its outstanding
features are its interactiveness with any browser, extensive logging, support for external devices,
and auto-learning for sensors and switches.

OpenSUSE

The openSUSE project is a global initiative based on the RPM-based Linux distribution, which
promotes the adoption of Linux OS everywhere by developing desktop and server operating
systems. OpenSUSE operating system for Raspberry Pi is a part of the openSUSE project. The
initiative's primary goal is to educate people about Linux. The openSUSE OS is developed,
distributed, and maintained by an open-source community.

RetroPie

RetroPie is an emulator which can be used to play some low-end games on one's Raspberry Pi. It
is a Debian-based open-source software library. It is elementary to set up and has broad community
support. RetroPie uses the Emulation Station frontend RetroArch etc., which makesit possible to
play old-school console games, nostalgic arcade games, and classic pc games. To




add more to it, RetroPie sits on the top of the Raspberry Pi Lite Operating System, which omits
the PIXEL (Pi improved XWindows Environment Lightweight) environment. And along with that,
it can also be installed on top of a fully working Raspberry Pi OS. RetroPie is a popular emulation
platform for playing retro games on the Raspberry Pi.

Arch Linux ARM

Arch Linux ARM is an easy-to-operate and lightweight Linux distribution, which is the official
port of the Arch Linux OS. Arch Linux ARM maintains the initial philosophy of Arch developers,
which is emphasizing simplicity, ownership, and use. It is built explicitly for the processors which
support ARM architecture. Using this, the users will have complete control of the system and can
modify and customize it as per their needs. It could be an ideal choice for low-powered systems
like Raspberry Pi.

Ubuntu Core

Ubuntu core is essentially designed to meet the needs of 10T devices. It is a minimal version of
Ubuntu which requires less storage and memory to function. As Ubuntu is one of the most popular
Linux distributions, hence its community has plenty of support and resources for users who are
interested in ubuntu core. It is simple to set up and can be installed using the ubuntu snappy core
installer.

Batocera.Linux

Batocera is a widespread open-source Linux distribution built primarily for retro gaming. While
it could run on some standard computer systems, but is designed explicitly for microcomputers
like Raspberry Pi. People who want to transform their Raspberry Pi computer into a gaming
console are recommended to download Batocera.Linux

BMC64

BMC64 is a free and open-source system that is a bare metal version of VICE's C64 emulator.
BMC64 proves to be an appropriate operating system for devices like Raspberry Pi. The reasons
are it has the GIPO pins to connect simple keyboards and joysticks, it offers PCB scanning, real
50Hz/60Hz scrolling, low audio and video latency, an optimal startup time, etc., helpful features.

Notes:-
Raspberry Pi is a low-cost, economical pocket-sized computer, the size of an ATM Card.
It was developed by Raspberry Pi Foundation in 2012with the aim of providing people
easy access to computing and computer education.
Due to its small form factor, it is bounded by certain hardware limitations, and hence
running regular operating systems on it will be comparatively effortful.
Therefore, specific operating systems were designed to power devices like Raspberry Pi.
Most of the operating systems for Raspberry Pi are Linux-based, but certain are not. For
example - Windows 10 IoT core (windows 10-based Raspberry Pi Operating




System), RISC OS (a completely different OS model, which is neither Linux nor
windows), etc.

Raspberry Pi devices are mainly used as portable computers used for building hardware
projects, 10T applications, home automation, etc.

Along with all these, we can also use a Raspberry Pi to play games, listen to music, do
regular programming, etc.

Raspberry Pi could be a great tool if one wants the power of an on-the-go computer along
with the advantage of great portability.

4.8. Raspberry-Pi Architecture

What is a Raspberry Pi? Raspberry pi is the name of the “credit card-sized computer
board” developed by the Raspberry pi foundation, based in the U.K. It gets plugged in a TV or
monitor and provides a fully functional computer capability. It is aimed at imparting knowledge
about computing to even younger students at the cheapest possible price. Although it is aimed at
teaching computing to Kkids, but can be used by everyone willing to learn programming, the
basics of computing, and building different projects by utilizing its versatility.

Raspberry Pi is developed by Raspberry Pi Foundation in the United Kingdom. The Raspberry Pi
is a series of powerful, small single-board computer

Raspberry Pi is launched in 2012 and there have been several iterations and variations released
since then.

Various versions of Raspberry Pi have been out till date. All versions consist of a Broadcom system
on a chip (SoC) with an integrated ARM-compatible CPU and on-chip graphics processing unit
(GPU).

The original device had a single-core Processor speed of device ranges from 700 MHz to 1.2 GHz
and a memory range from 256 MB to 1 GB RAM.

To store the operating system and program memory Secure Digital (SD) cards are used. Raspbian
OS which is a Linux operating system is recommended OS by Raspberry Pi Foundation. Some
other third party operating systems like RISC OS Pi. Diet Pi, Kali, Linux can also be run on
Raspberry Pi.

Used:
It also provides a set of general purpose input/output pins allowing you to control electronic
components for physical computing and explore the Internet of Things (10T).
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There have been many generations of raspberry Pi from Pi 1 to Pi 4. There is generally a model
A and model B. Model A is a less expensive variant and it trends to have reduced RAM and dual
cores such as USB and Ethernet.

Raspberry pi models-
List of Raspberry pi models and releases year:
1. pilmodel B-2012

pi 1 model A — 2013

pi 1 model B+ -2014

pi 1 model A+ - 2014

Pi 2 Model B — 2015

Pi 3 Model B- 2016

Pi 3 Model B+ -2018

Pi 3 Model A+ -2019

. Pi4 Model A-2019

10. Pi Model B — 2020

11. Pi 400 — 2021
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Specs of the Computer: — The computer has a quad-core ARM processor that doesn’t support the
same instruction as an X86 desktop CPU. It has 1GB of RAM, One HDMI port, four USB ports,
one Ethernet connection, Micro SD slot for storage, one combined 3.5mm audio/videoport,
and a Bluetooth connection. It has got a series of input and output pins that are used for making
projects like — home security camera, digital lock, etc.

Versatility of Raspberry Pi: — It is indeed a versatile computer and can be utilized by people
from all age groups, it can be used for watching videos on YouTube, watching movies, and
programming in languages like Python, Scratch, and many more. As mentioned above it has a
series of 1/0 pins that give this board the ability to interact with its environment and hence can be
utilized to build really cool and interactive projects.

Examples of projects: — It can be turned into a weather station by connecting some instruments
to it for check the temperature, wind speed, humidity etc... It can be turned into a home
surveillance system due to its small size; by adding some cameras to it the security network will
be ready. If you love reading books it can also become a storage device for storing thousands of
eBooks and also you can access them through the internet by using this device.

Build Physical Projects With Python on the Raspberry Pi

The Raspberry Pi is one of the leading physical computing boards on the market. From hobbyists
building DIY projects to students learning to program for the first time, people use the Raspberry
Pi every day to interact with the world around them. Python comes built in on the Raspberry Pi,
so you can take your skills and start building your own Raspberry Pi projects today.

Getting to Know the Raspberry Pi

The Raspberry Pi is a single-board computer developed by the Raspberry Pi Foundation, a UK-
based charity organization. Originally designed to provide young people with an affordable
computing option to learn how to program, it has developed a massive following in the maker and
DIY communities because of its compact size, full Linux environment, and general-purpose input—
output (GPIO) pins.

With all the features and capabilities that are packed into this small board, there’s no shortage of
projects and use cases for the Raspberry Pi.

If you can think of a project that would benefit from having a credit card-sized computer attached
to it, then someone has probably used a Raspberry Pi to do it. The Raspberry Pi is a fantastic way
to bring your Python project ideas to life.

Raspberry Pi Board Overview

Below is the board layout of the Raspberry Pi 4. While this layout is slightly different from
previous models of the Raspberry Pi, most of the connections are the same. The setup described
in the next section should be the same for both a Raspberry Pi 3 and a Raspberry Pi 4.
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The Raspberry Pi 4 board contains the following components:

General-purpose input—output pins: These pins are used to connect the Raspberry Pi to
electronic components.

Ethernet port: This port connects the Raspberry Pi to a wired network. The Raspberry
Pi also has Wi-Fi and Bluetooth built in for wireless connections.

Two USB 3.0 and two USB 2.0 ports: These USB ports are used to connect peripherals
like a keyboard or mouse. The two black ports are USB 2.0 and the two blue ports are USB
3.0.

AV jack: This AV jack allows you to connect speakers or headphones to the Raspberry
Pi.

Camera Module port: This port is used to connect the official Raspberry Pi Camera
Module, which enables the Raspberry Pi to capture images.

HDMI ports: These HDMI ports connect the Raspberry Pi to external monitors. The
Raspberry Pi 4 features two micro HDMI ports, allowing it to drive two separate monitors
at the same time.

USB power port: This USB port powers the Raspberry Pi. The Raspberry Pi 4 has
a USB Type-C port, while older versions of the Pi have a micro-USB port.

External display port: This port is used to connect the official seven-inch Raspberry
Pi touch display for touch-based input on the Raspberry Pi.

microSD card slot (underside of the board): This card slot is for the microSD card that
contains the Raspberry Pi operating system and files.

People often wonder what the difference is between a Raspberry Pi and an Arduino. The Arduino
is another device that is widely used While there is some overlap in the capabilities of the
Arduino and the Raspberry Pi, there are some distinct differences.

The Arduino platform provides a hardware and software interface for programming
microcontrollers. A microcontroller is an integrated circuit that allows you to read input from and
send output to electronic components. Arduino boards generally have limited memory, so they’re
often used to repeatedly run a single program that interacts with electronics.
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The Raspberry Pi is a general-purpose, Linux-based computer. It has a full operating system with
a GUI interface that is capable of running many different programs at the same time.

The Raspberry Pi comes with a variety of software preinstalled, including a web browser, an office
suite, a terminal, and even Minecraft. The Raspberry Pi also has built-in Wi-Fi and Bluetooth to
connect to the Internet and external peripherals.

For running Python, the Raspberry Pi is often the better choice, as you get a full-fledged Python
installation out of the box without any configuration.

4.9. Raspberry Pi Programming
"Hello world" is the beginning of everything when it comes to computing and
programming. It's the first thing you learn in a new programming language, and it's the way you

test something out or check to see if something's working because it's usually the simplest way of
testing simple functionality.

Warriors of programming language wars often cite their own language's "hello world" against that
of another, saying theirs is shorter or more concise or more explicit or something. Having a nice
simple readable "hello world" program makes for a good intro for beginners learning your
language, library, framework, or tool.

I thought it would be cool to create a list of as many different "hello world™ programs as possible

that can be run on the Raspberry Pi using its Raspbian operating system, but without installing any
additional software than what comes bundled when you download it from the Raspberry Pi
website. I've created a GitHub repository of these programs, and I've explained 10 of them for you
here.

1. Scratch

Scratch is a graphical block-based programming environment designed for kids to learn
programming skills without having to type or learn the synax of a programming language. The
"hello world" for Scratch is simple—and very visual!

1. Open Scratch 2 from the main menu

2. Click Looks.

3. Drag a say Hello! block into the workspace on the right.
4. Change the text to Hello world.

RN Hello world

5. Click on the block to run the code.

Hello world




2. Python

Python is a powerful and professional language that's also great for beginners— and it's lots of fun
to learn. Because one of Python's main objectives was to be readable and stick to simple English,
its "hello world" program is as simple as possible.

1. Open Thonny Python IDE from the main menu.

2. Enter the following code:

print("Hello world")

3. Save the file as hello3.py.

Shell

>>>
Hello world

>>>

opensource.com
4. Click the Run button.

3. Ruby/Sonic Pi

Ruby is another powerful language that's friendly for beginners. Sonic Pi, the live coding music
synth, is built on top of Ruby, so what users actually type is a form of Ruby.

1. Open Sonic Pi from the main menu.

2. Enter the following code:

puts "Hello worlc

3. Press Run.

=> Starting run 1

{run: 1, time: 0.0}
L- "Hello world"

=> Completed run 1
=> A1l runs completed
=> Pausing SuperCollider




Unfortunately, "hello world" does not do Sonic Pi justice in the slightest
Alternatively, to using the Sonic Pi application for this example, you can write Ruby code in a

text editor and run it in the terminal:
1. Open Text Editor from the main menu.
2. Enter the following code:

puts "Hello worlc

3. Save the file as hello.rb in the home directory
4. Open Terminal from the main menu.

5. Run the following command:

ruby hello.r

File Edit Tabs Help
pl@raspberrypi:

Hello world

pi@raspberrypi:

4. JavaScript

This is a bit of a cheat as | just make use of client-side JavaScript within the web browser using
the Web Inspector console, but it still counts!

1. Open Chromium Web Browser from the main menu.

2. Right-click the empty web page and select Inspect from the context menu.
3. Click the Console tab.

4. Enter the following code:

console.log("Hello world")

5. Press Enter to run.

#

= O Elements Console Sources MNetwork Performance » @1 : X

& | top ¥ | | Filter Default levels
© Failed to load resource: net::ERR_FAILED

console. log({"Hello world™)

Hello world

>

You can also install NodeJS on the Raspberry Pi, and write server-side JavaScript, but that's not
available in the standard Raspbian image.




5. Bash

Bash (Bourne Again Shell) is the default Unix shell command language in most Linux
distributions, including Raspbian. You can enter Bash commands directly into a terminal window,
or script them into a file and execute the file like a programming script.

1. Open Text Editor from the main menu
2. Enter the following code:

echo "Hello world"

3. Save the file as hello.sh in the home directory.
4. Open Terminal from the main menu.
5. Run the following command:

ash hello.sh

File Edit Tabs Help
pi@raspberrypi: bash hello.sh '
Hello world

pi@raspberrypi:

Note you'd usually see a "hashbang" at the top of the script (#!/bin/bash), but because I'm calling
this script directly using the bash command, it's not necessary (and I'm trying to keep all these
examples as short as possible).

You'd also usually make the file executable with chmod +x, but again, this is not necessary as I'm
executing with bash.

. Java

Java is a popular language in industry, and is commonly taught to undergraduates studying
computer science. | learned it at university and have tried to avoid touching it since then.
Apparently, now | do (very small amounts of) it for fun...

Open Text Editor from the main menu.
Enter the following code:

3. public class Hello {
4. public static void main(String[] args) {

5. System.out.printIn("Hello world");

9. Save the file as Hello.java in the home directory.
10. Open Terminal from the main menu.




11. Run the following commands:

12. javac Hello.java

java Hello

File Edit Tabs Help
pi@raspberrypi:
pi@raspberrypi:

Hello world
pi@raspberrypi:

I could almost remember the "hello world" for Java off the top of my head, but not quite. |
always forget where the String[] args bit goes, but it's obvious when you think about it...

7.C

C is a fundamental low-level programming language. It's what many programming languages are
written in. It's what operating systems are written in. See for yourself&mdash:take a look at the
source for Python and the Linux kernel. If that looks a bit hazy, get started with "hello world":

Open Text Editor from the main menu.
Enter the following code:
#include <stdio.h>

int main() {

printf(""Hello world\n");

Save the file as hello.c in the home directory.
Open Terminal from the main menu
Run the following commands:

9. gcc -0 hello hello.c

Jhello

Tabs Help
pi@raspberrypi: gc
l@raspberrypi:
world

pi@raspberrypi:




Note that in the previous examples, only one command was required to run the code (e.g.,
python3 hello.py or ruby hello.rb) because these languages are interpreted rather than compiled.
(Actually Python is compiled at runtime but that's a minor detail.) C code is compiled into byte
code and the byte code is executed.

If you're interested in learning C, the Raspberry Pi Foundation publishes a book Learning to code
with C written by one of its engineers. You can buy it in print or download for free.

8. C++

C's younger bother, C++ (that's C incremented by one...) is another fundamental low-level
language, with more advanced language features included, such as classes. It's popular in a range
of uses, including game development, and chunks of your operating system will be written in C+
+ too.

Open Text Editor from the main menu.
Enter the following code:
#include <iostream>
using namespace std;
int main() {
cout << "Hello world\n";

}

Save the file as hello.cpp in the home directory.
Open Terminal from the main menu.
Run the following commands:

1. g++ -0 hellopp hello.cpp

Jhellocp

pi@raspberrypi:
pi@raspberrypi:

Hello world

pi@raspberrypi:

Readers familiar with C/C++ will notice | have not included the main function return values in
my examples. This is intentional as to remove boilerplate, which is not strictly necessary.
9. Perl
Perl gets a lot of stick for being hard to read, but nothing much gets in the way of understanding
its "hello world" program. So far, so good!

1. Open Text Editor from the main menu.

2. Enter the following code:

print "Hello world\r




3. Save the file as hello.pl in the home directory.
4. Open Terminal from the main menu.
5. Run the following command:

perlhello.p |

Help

i

pi_raspberrypi 3
Again, | learned Perl at university, but unlike Java, | have managed to successfully avoid using it.

10. Python extras: Minecraft and the Sense HAT emulator
So that's nine different programming languages covered, but let's finish with a bit more Python.
The popular computer game Minecraft is available for Raspberry Pi, and comes bundled with
Raspbian. A Python library allows you to communicate with your Minecraft world, so open
Minecraft and a Python editor side-by-side for some fun hacking your virtual world with code.

Open Minecraft Pi from the main menu

Create and enter a Minecraft world.

Press Tab to release your focus from the Minecraft window.
Open Thonny Python IDE from the main menu.

Enter the following code:

from mcpi.minecraft import Minecraft

mc = Minecraft.create()

Save the file as hellomc.py

Click the Run button.

1.
2.
3.
4.
S.
6.
7.
8.
9.

mc.postToChat("Hello world")

Hello world




Finally, let's look at the Sense HAT Emulator. This tool provides a graphical representation of
the Sense HAT.
The sense_emu Python library is identical to the sense_hat library except that its commands get

executed in the emulator rather than on a physical piece of hardware. Because the Sense HAT
includes an 8x8 LED display, to write "hello world".
1. Open another tab in Thonny and enter the following code:

from sense_emu import SenseHat
sense = SenseHat()

sense.show_message(*'Hello world™)
Save the file as sense.py
Click the Run button.

-

Sense HAT Emulator
File Edit Help

Screen Temperature  Pressure  Humidity Orientation
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Example:
Pi Camera Module Interface with Raspberry Pi using Python

Pi Camera Module (v1.3)
The pi Camera module is a camera that can be used to take pictures and high definition video.

Raspberry Pi Board has CSI (Camera Serial Interface) interface to which we can attach the




This Pi Camera module can attach to the Raspberry Pi’s CSI port using a 15-pin ribbon cable.
Features of Pi Camera

Here, we have used Pi camera v1.3. Its features are listed below,

Resolution — 5 MP

HD Video recording —  1080p @30fps, 720p @60fps, 960p @45fps and so on.
It Can capture wide, still (motionless) images of a resolution 2592x1944 pixels
CSI Interface enabled.

How to attach Pi Camera to Raspberry Pi?

Connect Pi Camera to the CSI interface of the Raspberry Pi board as shown below,
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Now, we can use Pi Camera for capturing images and videos using Raspberry Pi.
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Before using Pi Camera, we need to enable camera for its working.
How to Enable Camera functionality on Raspberry Pi

For enabling the camera in Raspberry Pi, open the raspberry pi configuration using the following
command,

sudo raspi-config

then select Interfacing options in which select the camera option to enable its functionality.

reboot Raspberry Pi.

Now we can access the camera on Raspberry Pi.

Now we can capture images and videos using Pi Camera on Raspberry Pi.
Example

Capture images and save it to the specified directory.

We can capture images using Python. Here, we will write a Python program to capture images
using Pi Camera on Raspberry Pi.

Here, we have used picamera package(library) which provides different classes for Raspberry Pi.
Out of which we are mainly interested in PiCamera class which is for camera module.

Pi Camera Python Program for Image Capture

Camera

import picamera

from time import sleep

#create object for PiCamera class
camera = picamera.PiCamera()
#set resolution
camera.resolution = (1024, 768)
camera.brightness = 60
camera.start_preview()

#add text on image
camera.annotate_text = 'Hi Pi User'
sleep(5)

#store image
camera.capture(‘imagel.jpeg’)
camera.stop_preview()

Functions Used




To use picamera python based library we have to include it in our program as given below
import picamera

This picamera library has PiCamera class for the camera module. So, we have to create an object
for PiCamera class.

PiCamera Class

To use Pi Camera in Python on Raspberry Pi, we can use PiCamera class which has different
APIs for camera functionality. We need to create object for PiCamera class.

E.g.
Camera = picamera.PiCamera()

The above PiCamera class has different member variables and functions which we can access by
simply inserting a dot (.) in between object name and member name.

E.g.
Camera.resolution = (1080, 648)

capture()

It is used to capture images using Pi Camera.
E.g.
Camera.capture(‘/home/pi/image.jpeg”)

The capture() function has different parameters which we can pass for different operations like
resize, format, use_video_port, etc.

E.g.

Camera.capture(“/home/pi/image.jpeg”, resize=(720, 480))

resolution= (width,height)

It sets the resolution of the camera at which image captures, video records, and previews will
display. The resolution can be specified as (width, height)tuple, as a string formatted
WIDTHXHEIGHT, or as a string containing commonly recognized display resolutionnames e.g.
“HD”, “VGA”, “1080p”, etc.

E.g.

Camera.resolution = (720, 480)

Camera.resolution = “720 x 480”

Camera.resolution = “720p”
Camera.resolution = “HD”

Annotate_text = “Text”




It is used to add text on images, videos, etc.
E.g.

Camera.annotate_text = “Hi Pi User”
start_preview()
It displays the preview overlay of the default or specified resolution.

E.g.

Camera.start_preview()
stop_preview()

It is used to close the preview overlay.
E.gQ.
Camera.stop_preview()

Pi Camera Python Program for Video Recording
import picamera
from time import sleep

camera = picamera.PiCamera()
camera.resolution = (640, 480)

print()

#start recording using pi camera
camera.start_recording("/home/pi/demo.h264")

#wait for video to record

camera.wait_recording(20)

#stop recording

camera.stop_recording()
camera.close()

print("video recording stopped")




Functions used
We have to create an object for PiCamera class. Here, we have create objects as camera.

start_recording()
It is used to start video recording and store it.
E.g.

Camera.start_recording(‘demo.h264”)
It records video named demo of h264 format.
wait_recording(timeout)

Wait on the video encoder for specified timeout seconds.
E.g.

Camera.wait_recording(60)
stop_recording()
It is used to stop video recording.

E.g.

Camera.stop_recording()

Play Recorded Video
To open a video, we can use omxplayer by using the following command,

omxplayer video_name

4.11. Interface a Raspberry Pi with an Arduino
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Interface a Raspberry Pi with an Arduino so the two boards can communicate with one another.

Sometimes you may need to connect an Arduino to a Raspberry Pi. For example, if you have
sensors, motors, and actuators, you can connect these to the Arduino and make the Arduino send
values to and from the Raspberry Pi. This way, we can separate the computing intensive tasks




(done by the Raspberry Pi) and controlling tasks (done by the Arduino).

we will connect an Arduino to a Raspberry Pi and have the Arduino send “Hello from Arduino”
to the Raspberry Pi, and the Raspberry Pi will blink an LED upon receiving the command from
the Arduino.

For communication, we will use simple serial communication over USB cable.
So, let’s get started!

Connect the LED to pin number

11 as shown in the picture below.
Turn on the Raspberry Pi and open Python 3 in a new window.

Write the following code in the new window and save it. (Save to your desktop so you don't lose
it.)

import serial
import RPi.GPIO as GP10
import time

ser=serial.Serial("/dev/ttyACM0",9600) #change ACM number as found from Is /dev/tty/ ACM*
ser.baudrate=9600
def blink(pin):

GPIO.output(pin,GP10.HIGH)
time.sleep(1)

GPI10.output(pin,GPIO.LOW)
time.sleep(1)
return

GP10.setmode(GP10.BOARD)
GPI10O.setup(11, GPIO.OUT)
while True:

read_ser=ser.readline()

print(read_ser)

if(read_ser=="Hello From Arduino!"):

blink(11)

Now open Arduino IDE and upload the following code to your Arduino.
String data=""Hello From Arduino!";

void setup




{

I/ put your setup code here, to run once:
Serial.begin(9600);

¥
void loop()

{

// put your main code here, to run repeatedly:
Serial.printIn(data);//data that is being Sent
delay(200);

150
ETHERNET

(Y33UYD)

Make sure the code is uploaded to Arduino.

In your Raspberry Pi interface, be sure to enable Serial and 12C in PiConfig.
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Next, you'll need to restart your Raspberry Pi. Open the Terminal and execute these commands:
sudo apt-get install python-serial

sudo pip install pyserial

Connect your Arduino to your Raspberry Pi.
Execute.

Is /dev/tty*

Then find a line with /dev/ttyACMO or something like /dev/ttyACML1 etc. (check for an ACM
with any number 0,1,2 etc.)

File Edit Tabs Help

Sdev/tty1 sdev/tty20 Jsdev/tty31 Jsdev/tty42 Jsdev/ttysS3 /sdev/tty7
Sdev/tty21 Jsdev/tty32 Jsdev/tty43 Jsdev/ttyS4 sdev/tty8
Sdev/tty22 Jsdevstty33 Jsdev/ttyd44 sdevsttyS5 sdev/tty9
sdevstty23 sdevstty34 sdevs/ttydas JsdevsttySe sdev/ttyACMO
sdevstty24 sdevstty3s sdevs/tty46 JsdevsttysS7 sdev/ttyAMAD
sdevstty2s sdevstty36 Jsdevs/ttyda7 sdevsttySB sdevs/ttyprintk
/sdevs/tty26 sdev/tty37 sdev/ttyd48 sdevs/ttys9o
Sdev/tty27 Jsdev/tty38B Jsdev/tty49 sdev/ttyé
Sdev/tty28 Jsdevstty39 Jsdev/ttys Sdev/tty60
Sdev/tt dev/tty4 Sdev/tty50 sdev/tty61

1s tty™*

sdevstt dev/tty3 Jdevstty40 sdevsttys1l Jsdevsttye2
sdevstty2 sdevstty30 sdevsttyd41l Jsdev/tty52 Jsdev/tty63
fdev/tty20 Jsdev/tty31 Jsdev/tty42 Jsdev/ttysS3 /sdev/tty7
Sdevs/tty21  sdevstty32 Jsdevs/tty43 Jsdevs/ttyS4 sdev/tty8
Sdev/tty22 Jsdevstty33 Jsdev/ttyd44 Jsdevs/ttyS55 sdev/tty9d
sdevstty23 sdevstty34 Jsdevs/ttydas sdewsttyS6e sdevs/ttyAcMd1
sdevstty24 sdevstty3s Jsdevsttyd46 JsdevsttysS7 sdevs/ttyAMAD
sdev/stty2s sdev/tty3e Jdev/ttya7 JsdevsttySB sdev/ttyprintk
sdev/tty26 Jsdev/tty37 Jsdev/tty48 Jsdev/ttys9
Sdev/tty27 Jsdev/tty38B Jsdev/tty49 sdev/ttyé
Sdev/tty28 Jsdevstty39 Jsdev/ttys Sdev/tty60
Sdevstty29 sdevstty4 Sdevs/tty50 sdevstty61

pi@raspberry: | |

Open Python again and change ser=serial.Serial(“dev/tty ACM1”,9600) to the ACM number you
found. So, if in your case you got ACMO, the line should look like this:
ser=serial.Serial(“dev/tty ACM0”,9600). Now run the program you just created in Python3. You
will see “Hello From Arduino!” in the Python terminal, and your LED should be blinking as well!

4.12. Raspberry Pi GP1O Access www.EnggTree.com

GPIO (General Purpose Input Output) pins can be used as input or output and allows raspberry pi
to connect with general purpose 1/0O devices.

Raspberry pi 3 model B took out 26 GP1O pins on board.

Raspberry pi can control many external 1/O devices using these GPIO’s.

These pins are a physical interface between the Pi and the outside world.

We can program these pins according to our needs to interact with external devices. For
example, if we want to read the state of a physical switch, we can configure any of the
available GPIO pins as input and read the switch status to make decisions. We can also
configure any GPIO pin as an output to control LED ON/OFF.

Raspberry Pi can connect to the Internet using on-board Wi-Fi or Wi-Fi USB adapter.
Once the Raspberry Pi is connected to the Internet then we can control devices, which are
connected to the Raspberry Pi, remotely.

GPIO Pins of Raspberry Pi 3 are shown in below figure:
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Raspberry Pi 3 Model B GPIO Pin Mapping

Some of the GPIO pins are 12C, SPI, UART etc. We can use any of the GPIO pins for our
application.
Pin Numbering

We should define GPIO pin which we want to use as an output or input. But Raspberry Pi has
two ways of defining pin number which are as follows:

+ GPIO Numbering
Physical Numbering

In GP1O Numbering, pin number refers to number on Broadcom SoC (System on Chip). So, we




should always consider the pin mapping for using GPIO pin.

While in Physical Numbering, pin number refers to the pin of 40-pin P1 header on Raspberry Pi
Board. The above physical numbering is simple as we can count pin number on P1 header and
assign it as GPIO.

But, still we should consider the pin configuration diagram shown above to know which are
GPIO pins and which are VCC and GND.

Control LED with Push Button using Raspberry Pi
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Control LED using Raspberry Pi Interfacing Diagram




Now, let’s control LED using a switch connected to the Raspberry Pi. Here, we are using Python
and C (WiringPi) for LED ON-OFF control.

Control LED using Python

Now, let’s turn an ON and OFF LED using Python on Raspberry Pi. The switch is used to
control the LED ON-OFF.

Python Program for Raspberry Pi to control LED using Push Button
import RPi.GPIO as GPIO #import RPi.GP10 module

LED =32 #pin no. as per BOARD, GP1018 as per BCM
Switch_input = 29 #pin no. as per BOARD, GP1027 as per BCM
GPIO.setwarnings(False) #disable warnings
GPI10O.setmode(GPIO.BOARD) #set pin numbering format
GPIO.setup(LED, GPIO.0OUT) #set GPIO as output
GPIO.setup(Switch_input, GPIO.IN, pull_up_down=GPI10.PUD_UP)

while True:
If(GPIO.input(Switch_input)):
GPI10.output(LED,GP10.LOW)
else:
GPI0.output(LED,GPIO.HIGH)
Functions Used:

RPi.GPIO

To use Raspberry Pi GPIO pins in Python, we need to import RPi.GPIO package which has class
to control GPIO. This RPi.GPIO Python package is already installed on Raspbian OS. So, we
don’t need to install it externally. Just, we should include library in our program to use functions
for GP10 access using Python. This is given as follows.

import RPi.GPIO as GPIO
GPI10.setmode (Pin Numbering System)

This function is used to define Pin numbering system i.e. GP1O numbering or Physical
numbering.

In RiPi.GPIO GPI10 numbering is Physical numbering is identified by BOARD
Pin Numbering System = BOARD/BCM

E.g. If we use pin number 40 of P1 header as a GPIO pin which we have to configure as output
then,

In BCM,




GPI10.setmode(GP10.BCM)
GPI0.setup(21, GP10.0UT)
In BOARD,

GP10.setmode(GP10.BOARD)
GPI0.setup(40, GP10.0UT)

GPIO.setup (channel, direction, initial value, pull up/pull down)

This function is used to set the direction of GPIO pin as an input/output.
channel — GPIO pin number as per numbering system.

direction — set direction of GP1O pin as either Input or Output.

initial value — can provide initial value
pull up/pull down — enable pull up or pull down if required
Few examples are given as follows,

GPI0O as Output
GPI10.setup(channel, GP10.0UT)

GPIO as Input
GPI10.setup(channel, GPIO.IN)

GPIO as Output with initial value
GPI10.setup(channel, GP10.0OUT, initial=GPIO.HIGH)

GPIO as Input with Pull up resistor
GPI10.setup(channel, GPIO.IN, pull _up_down = GPIO.PUD_UP)

GPI10.output(channel, state)
This function is used to set the output state of GP1O pin.

channel — GPIO pin number as per numbering system.

state — Output state i.e. HIGH or LOW of GPIO pin
e.g.

GPIO.output(7, GPIO.HIGH)

GPIO.input(channel)

This function is used to read the value of GPIO pin.

e.g.
GPIO.input(9)

Control LED using C (WiringPi)

We can access Raspberry Pi GPIO using C. Here, we are using WiringPi library for accessing




Raspberry Pi GPIO using C.
Before implementing LED blinking using wiringPi, you can refer How to use WiringPi library.
C (WiringPi) Program for Raspberry Pi to control LED using Push Button

#include <wiringPi.h>
#include <stdio.h>

int LED = 26; /* GP1026 as per wiringPi, GP1012 as per BCM, pin no.32 */
int switch_input = 21; /* GP1021 as per WiringPi, GPIO5 as per BCM, pin no.29 */
int main(){
wiringPiSetup(); /* initialize wiringPi setup */
pinMode(LED,OQUTPUT); /* set GPIO as output */
pullUpDnControl(switch_input, PUD_UP);
while (1){
if(digitalRead(switch_input))
digitalWrite(LED,LOW); /* write LOW on GPIO */
else

digitalWrite(LED, HIGH); /* write HIGH on GPI1O */

ky

4.13. Sending and Receiving Signals Using GP10O Pins

In recent years, the Raspberry Pi has become popular largely as an inexpensive, compact Linux
box for media and retro video games, as well as a network device. Some hobbyists go on to use
their Pi these ways for years, all without knowing what the pins on the side of their device really
do.

It’s these pins that hold the true power of the Pi. They can control homes, machines, new
inventions, and even robots, so why is it S0 many people don’t know what they really are?

What Do These Pins Actually Do?
These 40 (or 26, depending on your Pi model) pins are part of what’s known as the “GPIO Header”.
Within this header, there are four main kinds of pin;

Power: These provide DC power at 3.3 and 5 volts

Ground (GND): These connect to ground, to close your circuit
DNC: This stands for “do not connect”, so don’t worry about them
GPI10O: These can be set to either send, or receive control voltages




GPIO stands for ‘General Purpose Input/Output’, and it’s these pins that let the Raspberry Pi do
its magic. This is because the pins have no specific function, and can be set to a dedicated purpose,
such as controlling a signal.

A GPIO pin set to output can provide either 3.3 volts, known as a HIGH signal, or 0 volts,
known as a LOW signal. When set to input, it can read these same voltages.

GPIO Pins Don’t Provide Much Power

It’s important to remember that GPIO pins (and the 3.3-volt power pins) are meant to control and
communicate with other components

You can get about 5SImA from all 3.3 volt pins combined, but you’ll want to take care when
connecting; if your circuit tries to pull too much current through these 3.3 volt pins, you can fry
the whole board.

The 5-volt power pins, on the other hand, give you all the power available from the power supply,
minus the bit used by the Raspberry Pi itself.

4.13.1. Connecting Your GPIO Pins to a Breadboard

When you first start using these GPIO pins, it’s wise to use a breadboard. This makes it easy to
build circuits without solder and to modify them.

If you’ve never used a breadboard before, familiarize yourself with the basics here:

A GPIO extension board also helps immensely. This connects the GPIO header via a ribbon and
places the pins directly on the breadboard, in a clearly labeled manner.

It requires some real estate though: 20 rows each side of the breadboard. On a small board, that’s
nearly the whole thing! A breadboard with 40 rows or so leftover gives plenty of space for beginner
projects.




4.13.2. GPIO Pins With Special Uses

Every GPI1O pin can be set to send and receive HIGH and LOW signals. Some have special uses
too.

Hardware PWM

GPIO pins output either 3.3 or 0 volts: a HIGH or LOW signal. Pulse width modulation, or PWM,
is a way of simulating the range of voltages in between by flickering the pin on and off rapidly.

This isn’t a true analog signal, but it’s fine for something like dimming an LED. It will flicker
faster than you can see and simply appear dimmer.

You can also use a low pass filter to smooth a PWM into an analog signal. This can be used for
analogue audio, if you aren’t fussy about quality. It’s fine for a doorbell or toy.

You can generate a PWM signal from any GPIO pin using software, but the operating system
juggles this with other tasks, so this signal can jitter.

Hardware PWM is available on GPIO pins 18 and 19. Hardware PWM and the headphone jack
use the same circuits

4.13.3. Serial Bus Pins

If you take a look below at the diagram (known as a Raspberry Pi ‘Pinout”) you’ll see that some
pins are 12C, SPI, and UART serial. These are serial bus protocols that can be used to send and
receive data from other components.

You can combine these with a DAC, to output an analogue signal. This can be preferable to PWM




for high quality audio, or to control many components.
4.13.4. Pull Up and Pull Down Resistors

Often you will want your Raspberry Pi GP10O pin to read the position of a button or a switch. That’s
easy to do by wiring it so that it closes a circuit attached to the control voltage to read HIGH, or to
ground to read LOW.

The problem is that when this circuit is open and nothing else is attached to the pin, it might return
any value. This is known as “floating,” and it’s extremely unhelpful.

You can prevent floating with “pull up” or “pull down” resistors.

A pull up resistor is wired to your control voltage; when nothing else is attached, the pin will read
HIGH. A pull down resistor is wired to ground; the pin will read LOW. Use whichever provides
the opposite value to your switch or button.

You don’t need to wire these resistors into your circuit. They’re inside the Raspberry Pi already
and you can control them from software.

4.13.5. Using Software to Control GPIO Pins

Among the easiest ways to control GPIO pins is by using the GPIO Zero library in Python. If
you’ve written any Python before, you’ll pick this up easy.
If this is your first time using Python, If you don’t, the commands below will still work; you’ll just

be less able to follow along. The web version of ‘Automate the Boring Stuff With Python’ is
excellent and costs nothing.

GPIO Zero is installed by default on Raspbian Desktop images. If you are using Raspbian Lite or
a different operating system, you may need to install it.

Let’s Use All This to Switch a Light On

Let’s have a go at turning on an LED! A job this simple doesn’t really require a computer, but
we’ll involve the Raspberry Pi in the GPIO pins.

For this, you’ll need....

A Raspberry Pi with
power supply and an SD
card with
Raspbian installed




A breadboard

A GPIO extension
board (optional, but
recommended)

You’ll also need some more general equipment, such as;

A resistor with a value somewhere between 220 and 1000 Ohms

A USB keyboard, or an SSH type commands
Jumper cables or wires

A pushdown button

Connecting the Power Rails

If you’re using the extension board, connect it to the Raspberry Pi and to the breadboard. Then
attach the 3.3-volt power pin to the positive power rail running across the bottom of thebreadboard,
and the ground pin to the negative power rail.

Connecting and Testing the Button
Now add your button to the middle of the breadboard. Connect one pin of the button to a Raspberry
Pi GPIO pin. I'm using 13, because it’s my lucky number.

Then, connect the diagonally opposite pin of the button to the negative power rail. When you push
this button down, the circuit closes.

Finally, we need to tell the Pi to pay attention to this pin, so let’s open the Python interpreter. At
the command prompt, type:




python3

Now at the interpreter, type:

from gpiozero import Button

If you get a message saying ‘ImportError’, make sure you capitalized it correctly. If it says

‘ModuleNotFoundError’, you need to install GPIO Zero. Otherwise, it’s time to assign our pin to
the button:

button = Button(13)
This Button class takes care of assigning the pull up resistor. Now let’s test that it works by typing
the following lines:

while True:
if button.is_pressed:

print(‘Sweet, the button works!”)
break

Python is fussy about indentation, so be sure to copy the spaces too. Then press Enter again to
run the loop.

This loop will run until someone presses the button, so press it. It should produce a message saying
the button works. This means you’ve successfully built a simple circuit that sends a message to

your Raspberry Pi. If this doesn’t work, check that everything is connected properly
and try again.
4.13.6. Connecting and Testing the LED

The D in LED stands for “diode”, which means electricity only runs in one direction through it.
You will notice that one leg of the LED is slightly longer: this connects to positive. Here, that
means connecting to the GPIO pin. I'm using pin 26, for no particular reason. Place
the LED in the breadboard, making sure that the legs are spaced horizontally so that you aren’t
shorting the connection out. Now connect this positive leg to your GPIO pin.An LED
should be wired in series with a resistor, so attach one end of your resistor to the short leg of the
LED, and the other end to the negative power rail. Resistors can go in either way around.




Now let’s go tell the Raspberry Pi what’s going on. Type: Image: Pi & Breadboard
from gpiozero import LED

led = LED(26)

If everything’s wired correctly, you can switch it on and off with these commands:
led.on()

led.off()

Controlling the LED With the Button

Now that everything’s connected and you’ve checked they work, type:
button.when_pressed = led.on

Now press the button. The LED should switch on and stay on. Now type:
button.when_released = led.off

Press the button again; the LED should switch off when the button is released.

4.14. Connecting IOT devices to the cloud

With the development of smart things, sensors and telecommunication, 10T (Internet of Things)
technology has greatly developed standardized. But fragmented device-side communication
connection problems often impede the project implementation process.

There are four best practices to connect different types of devices to the cloud:

Directly integrate loT SDK (Software Development Kit) for resource-rich devices

Rely on a communication module for resource-constrained devices

Use a local gateway for non-network devices

Use a cloud gateway for private-protocol devices with network capabilities

First, we should introduce the 10T Device SDK.

0T Device SDK is used to help us quickly connect hardware devices to the 10T platform. We can
download the 10T Device SDK from the corresponding cloud platform, e.g. AWS loTDevice
SDK.

Sample Code

Pub/Sub sample Shadow sample

IL (Interface Layer)

CL (Core Layer)

HAL (Hardware Abstraction Layer)



https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html

There are 4 layers of the loT SDK. From bottom to top:

. The HAL (hardware abstraction layer) abstracts the support function interface
of different OS (operating systems) to the SDK. This enables the SDK to be
ported to different hardware environments, different OS, and even bare chip
environments.

. The core layer completes the function encapsulation of MQTT/CoAP
communication based on the HAL layer interface, including MQTT
connection establishment, message sending and receiving; CoAP connection
establishment, message sending and receiving; shadow device operation;
OTA firmware status query, download and upgrade.

Interface layer, providing API and callback function definitions, isolating the
core layer and the application.

Provide sample programs so that developers can quickly learn how to use the SDK.

When developing applications on a device, we can always choose higher-
level SDKSs such as Android 10T SDK on an Android device. That’s because
the hardware environment porting workhas already been done by the SDK
itself.

However, when developing applications for an MCU (Micro Controller Unit)
which has Linux orRTOS (Real Time Operating System), we should choose
Embedded C SDK and port the code to a specific hardware environment.

With the knowledge of 10T SDK, we can discuss how to connect an 10T device to the
cloud.

Directly integrate 10T SDK for resource-rich devices

With the development of high-performance hardware, many smart devices
have complete OS such as Linux, Android etc. These devices also have a Wi-
Fi or cellular network.




At the operating system level, network communication problems have
already been resolved. Weonly need to develop applications which integrate
the 1oT SDK of the cloud platform and the communication link with the cloud

MQTT/COAP]...

loT Device
0S SDK

> loT Platform

Linux/Android/iOS/Windows
devices
will have been established.
Examples of smart devices include smart phones, tablets, smart wearables,
smart POS, computers, industrial gateways and development boards like the
Raspberry Pi and ESP32.

Rely on a communication module for resource-constrained devices

In the 10T scenario, a large number of devices are resource-constrained, with
RTQOS, or even without an operating system, using MCU + communication
modules to establish their link to the cloud.

There are many suppliers of cellular modules (NB-10T/2G/3G/4G) on the
market. The AT commands of each company are different, which makes
developing device-side applications verydifficult.

When we need to connect MCU to an loT Platform, we should always
carefully select the cellular modules and check whether they are suitable for
a specific 10T platform.

MQTT/COAP/...

Communication [ oL loT Platform
module i =

AT command

Difference between DTU and industrial gateway:

DTU is a wireless terminal device used to convert serial data into IP
data or IP data into serial data and transmit it through a wireless
communication network. It has fast and flexible networking, a short
construction period and low cost.




The industrial gateway has the functions of collecting data from field
devices through serial port or network port. Data collection, protocol analysis,
data standardization and uploading to the IoT platform through edge
computing functions. Which is more flexible, powerful and customizable than
DTU, but it is more expensive and needs more resources to maintain.

Examples of sensors / devices which can be connected to DTU or industrial
gateway include sensors, industrial equipment PLCs (Programmable Logic
Controller), Bluetooth bracelets
sldpes
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Use a cloud gateway for private-protocol devices with network capabilities
Devices that directly connect to the cloud gateway
For some devices, they already have the ability to connect to the internet, but

the protocols vary according to device manufacturers. We don’t want the
IoT platform layer to handle the parsingof these protocols directly;an

intermediate layer should satisfy the protocol conversion work to make the
data meet the unified format of the 10T platform.

This intermediate layer is the cloud gateway. The cloud gateway is at the front
of the platform. Itreceives data from the device side, completes message
parsing, and then sends a message to the 10T platform with 10T device SDK.

Device A Tep
MQTT/COAP/...

UDP :
Cloud gateway | 10T 3;"(' L5 loT Platform

HTTP

Examples of devices that connect to the internet through private protocol include vehicle
GPS.

Devices that connect to the cloud gateway indirectly

Some device vendors already provide a mature system which manages the
devices and providesAPI. In this case, we can have another form of
cloud gateway: Cloud to cloud connection. Making full use of the




existing system will make the overall system more stable and give clear
rights and responsibilities.

Using a mature system will bring us higher development efficiency, but
it’ll also introduceanother midware, which will increase communication

Private
protocol MQTT/COAP/...

Device loT Device
management APY Cloud gateway Soit loT Platform

time.
Examples of devices with mature systems include cameras/NVR systems.




