


UNIT -IV

FILE SYSTEMSAND I/O SYSTEMS

Mass Storage systeni Overview of Mass Storage Structure, Disk Structure, Disk Scheduling and
Management,swapspacemanagement;File-Systeminterface i File concept,Accessnethods,Directory
Structure, Directory organization, File system mounting, File Sharing and Protection; File System
Implementation- File System Structure, Directory implementation, Allocation Methods, Free Space
Management, Efficiency and Performance, Recovery; @ Systemsi 1/0O Hardware, Application I/O
interface, Kernel 1/0 subsystem, Streams, Performance.

Mass Storagesystem:Overview of Mass StorageStructure

Mass Storagesystem:
MassStoragerefersto systemsneantto storelargeamountf data.Massstoragesystems where
the operating system is stored, where all our PC programs are kept and where we keep the stuff we crea

collect.
Magnetic Disks

Magnetic disk providesbulk of secondargtoraggor moderncomputersystems.

Traditionalmagnetiadiskshavethe followingbasicstructure:
One or morgplattersin the form of disks covered with magnetic medHard disk platters are made of
rigid metal, while floppy' disks are made of more flexible plastic. Common platter diameters range fror
1.8 to5.25inches.

Thetwo surface®f a platterarecoveredwith amagnetionaterial.We storeinformationby recordingit
magnetically on the platters.

Eachplatterhastwo working surfaces.Olderharddisk driveswould sometimesot usetheverytop or
bottomsurfaceof astackof platters asthesesurfacesveremoresusceptiblé¢o potentialdamage.

Eachworking surfaces dividedinto anumberof concentric ringgalledtracks. Thecollectionof all
tracksthatarethesamedistancdrom theedgeof theplatter,(i.e. all tracksimmediatelyaboveoneanother
in the following diagram) is calledeylinder.

Each track is further divided ingectorstraditionally containing12 bytesof data each, although some
modern disks occasionally use larger sector sizes. The data on a hard drive is reaaviyerbadds.
The standardconfiguration (shown below) usesone headper surface,eachon a separatearm, and
controlledoy acommonarm assemblyvhich movesall headsimultaneouslyrom onecylinderto another.

The storage capacity of a traditional disk drive is equal to the number of heads(i.e. the number of workin
surfaces)fimesthenumberof tracks pesurface, timethenumberof sectorgertrack, timeshenumber
of bytes per sector.

In operation the disk rotates at high speed,suchas7200rpm (120revolutions per second.)The rate at
which data can be transferred from the disk to the computer is composed of several steps:
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Moving-headdisk mechanism.

Thepositioningtime, theseektime or randomaccesgime is thetime requiredto movethe headsrom

one cylinder to another, and for the heads to settle down after the move. This is typically the slowest st
process and the predominant bottleneck to overall transfer rates.

Therotational latencyis the amount of time required for the desired sector to rotate around and cq
underthereadwrite head.This canrangeanywherdrom zeroto onefull revolution,andontheaveragevill equal
onehalf revolution.Thetransferrate, whichis thetime requiredto movethe dataelectronicallyfrom thediskto
the computer. Disk heads "fly" over the surface on a very thin cushion of air. If they should accidentally
the disk, then a head crash occurs,which may or may not permanentlydamagethe disk or evendestroyit
completely.

Floppy disks are normallyemovableHard drives can also be removable, and some are leoe
swappable meaning they can be removed while the computer is running, and a new hard drive inserte|
place.

Disk drives are connected to the computer via a cable known H®tBes. Some of the common
interfaceformatsincludeEnhancedntegratedrive ElectronicsEIDE; AdvancedlechnologyAttachmentATA,;
SerialATA, SATA, UniversalSerialBus,USB; FiberChannel FC,andSmallComputeiSystemdnterface SCSI.
Thehost controlleris at the computer end of the 1/0 bus, anddis& controlleris built into the disk itself.

The CPU issues commands to the host controller via I/O ports. Data is transferred between the magns
andonboardcacheby thedisk controller,andthenthe datais transferredrom thatcacheto the hostcontrollerand
the motherboard memory at electronic speeds.
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Solid-State Disks

Sometime®ld technologiesareusedin newwaysaseconomicshangeor thetechnologieevolve.
An example is the growing importance $6lid-State Disks or SSDs Simply described, an SSD is ron

volatile memory that is used like a hard drive. There are many variations of this technology, from DRAM

with a battery to allow it to maintain its state in a power failure through-ftasiory technologies like
singlelevel cell (SLC) and multilevel cell (MLC) chips.

Magnetic Tapes

Magnetic tapewas used as an early secondstgyrage medium. Although it is relatively permanent
canholdlargequantitiesof data,its accessime is slow comparedvith thatof mainmemoryandmagnetiaisk.
In addition, random access to magnetic tape is about a thousand times slower than random access
disk, so tapes are not very useful for secondary storage.

Tapes are used mainly for backup, for storage of infrequently used information, and as a meg
transferringnformationfrom onesystemo another Sometapeshavebuilt-in compressionghatcanmorethan
double the effective storage. Tapes and their drivers are usually categorized by width, ingl@liagd 19
millimeters and 1/4 and 1/2 inchSome are named according to technology, such as3.aad SDLT.

Disk Structure:

A hard disk is anemorystoragedevicewhich lookslike this:

Thediskis dividedinto tracks. Eachtrackis furtherdividedinto sectors Thepointto benotedhereis that
outer tracks are bigger in size than the inner tracks but they contain the same number of sectors and
storage capacity.

This is because the storage density is high in sectors of the inner tracks whereas the bits an
arranged in sectors of the outer tracks.

Somespaceof everysectoris usedfor formatting.So, the actualcapacityof a sectoris lessthanthe given
capacity. ReadiVrite(R-W) head moves over the rotating hard disk.

It is this ReaeWrite head that performs all the read and write operations on the disk and hence,
of theR-W headis amajorconcern.To performareador write operationon amemorylocation,we needto place
the RW head over that position.
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Track sector

Disk sector

A track

Someimportant termsnust benotedhere:

1. Seektime i Thetime takerby theR-W head tareach thelesired track fromn t carsentposition.

2. Rotational latencyi Timetaken bythe sectoto comeunder theR-W head.

3. Datatransfer timei Timetakento transfertherequiredamountof data.lt dependsipontherotational
speed.

Controller time T Theprocessindime taken bythe controller.

Average Accessime T seektime +AverageRotationallatency+ datatransfertime + controllertime.

ok

In questions, if the seek time and controller time is not mentioned, take them to be zero. If the amount
betransferreds notgiven,assumehatno datais beingtransferredOtherwise calculatethetime takento transfe
the given amount of data.

The averageof rotational latencys taken when theurrent position of RV head is not given. Because, tha\R

may bealreadypresent at thdesired position ait might takeawholerotation to get thelesired sectaunderthe
R-W head. But, if the current position of theVRhead is given then the rotational latency must be calculatg

Example’
Considera harddisk with:
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4 surfaces

64 tracks/surface

128 sectors/track

256 bytes/sector

1. What isthe capacity of thehard disk?

Disk capacity= surfaces tracks/surfacé sectors/track bytes/sector
Disk capacity =4 * 64 * 128 * 256
Disk capacity= 8 MB

2. Thediskisrotating at 3600 RPM,what is the data transfer rate?
60 sec-> 3600rotations
1 sec-> 60 rotations
Datatransferrate= numberof rotationspersecond trackcapacity* numberof surfacegsincel R-
W head is used for each surface)
Datatransferrate=60* 128* 256*

4 Data transfer rate = 7.5 MB/sec

3. Thediskisrotating at 3600 RPM,what is the averageaccesgime?
Since,seektime, controllertime andtheamountof datato betransferreds not given,we considerall
the three terms as 0.
Therefore, Average Access time = Average rotational
delayRotationallatency=> 60 sec-> 3600rotationsl sec
-> 60 rotations
Rotationalatency= (1/60)sec= 16.67msec.
Average Rotational latency = (16.67)/2
= 8.33msec.
AverageAccesgime = 8.33msec.

Disk Schedulingand Management

Disk schedulingis doneby operatingsystemgo scheduld/O requestarriving for disk. Disk schedulings also
known as 1/0O scheduling.
Disk schedulings importantbecause:

Multiple 1/0 requestsnayarrive by differentprocesseandonly onel/O requestanbeserved aatime
by disk controller. Thus other I/O requests need to wait in waiting queue and need to be scheduled. Two o
more request may be far from each other so can result in greater disk arm movement.

Harddrivesareoneof theslowestpartsof computersystemandthusneedto beaccesset anefficient

manner.
TherearemanyDisk Schedulingdlgorithmsbut beforediscussinghem| e haves quicklook at someof the

importantterms:

SeekTime: Seektimeis thetime takento locatethedisk armto a specifiedtrackwherethedatais tobereador
write. So the disk scheduling algorithm that gives minimum average seek time is better.
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Rotational Latency: RotationalLatencyis thetime takenby the desiredsectorof disk to rotateinto a position sd
that it can access thead/writeheads. So thdisk scheduling algorithm that givegnimum rotational latencis
better.

Transfer Time: Transfer time is the time to transfer the data. It depends on the rotating speed of the |disk

number of bytes to be transferred.

Disk AccessTime: Disk AccessTimeis:

Disk AccessTime = SeekTime + Rotational Latency + Transfer Time

Disk Response Time:Response Time is the average of time spent by a request waiting to perform
operation AverageResponséimeis the response tingf theall requestsVarianceRespons&imeis measuref

its |

how individual request are serviced with respect to average response time. So the disk scheduling algorithr

gives minimum variance response time is better.

Disk SchedulingAlgorithms

1. ECES: FCFSisthesimplestof all the Disk SchedulingAlgorithms.In FCFS therequestareaddressed in
the order they arrive in the disk queue.
Advantages:

Everyrequesgetsafair chance
No indefinite postponement
Disadvantages:

Doesnottry to optimizeseektime
May not providethe bestpossibleservice

2. SSTF:In SSTHShortesSeekTimeFirst),requestfhiavingshortesseektime areexecutedirst. So,theseek
time of everyrequestis calculatedin advancein queueand then they are scheduledaccordingto their

calculated seek time. As a result, the request near the disk arm will get executed first. SSTF is certainly

improvement over FCFS as it decreases the average response time and increases the throughput
Advantages:

Average Response Time
Decrease$hroughpuincreases
Disadvantages:

Overheado calculateseektime in advance
CancauseStarvationfor arequesitf it hashigherseektime ascomparedo incoming

requests High variance of response time as SSTF favours only some requests
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3. SCAN: In SCAN algorithmthedisk armmovesinto a particulardirectionandservicesherequests coming

in its path and after reaching the end of disk, it reverses its direction and again services the request ar

in its path. So, this algorithm works like an elevator and hence also knoelavasor algorithm. As &
result, the requests at the midrange are serviced more and those arriving behind the disk
armwill haveto wait.

Advantages:

High throughput
Low variance of response
time Averageresponséme

Disadvantages:

Longwaiting time for requestfor locationsjust visited bydisk arm

4. CSCAN: In SCAN algorithm, the disk arm again scans the path that has been scanned, after reersir

direction. So, it maype possible that too mamgquests are waiting at the otleerd or there malye zero oy

few requests pending at the scanned area.

These situations are avoided@®ANalgorithm in which the disk arm instead of reversing its direction gqges t

the otherend ofthedisk and starts servicintgerequests from there. So, tsk armmovesin acircularfashion
and this algorithm is also similar to SCAN algorithm and hence it is knowrSEAIN (Circular SCAN).

Advantages:

Providesmoreuniform wait time comparedo SCAN

5. LOOK: lItis similarto theSCAN disk schedulinglgorithm except thdifferencethat thedisk arm in spite

of going to the end of the disk goes only to the last request to be serviced in front of the head and theg

nre

its direction from there only. Thus it prevents the extra delay which occurred due to unnecessary traver:

the end othe disk.

6. CLOOK: As LOOK is similar to SCAN algorithm, in similar way, CLOOK is similar to CSCAN dgisk

schedulingalgorithm.In CLOOK, thedisk arminspiteof goingto theendgoesonly to thelastrequesto be
serviced in front of the head and then from
the extra delay which occurred due to unnecessary traversal to the end of the disk.

1. FCFS Scheduling:

Thesimplestform of disk schedulings, of coursethefirst-come first-servedFCFS)algorithm.
This algorithmis intrinsically fair, butit generallydoesnot providethefastestservice.Consider for
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exampleadisk queuewith requestgor 1/0 to blockson cylinders

I/O to blocks on cylinders
98, 183, 37, 122, 14, 124, 6&.
queue = 98, 183, 37, 122, 14, 124, 65, 67
head starts at 53

o 14 37 B3B567 98 122124 183199
L | |1l | I L
|

FCFSdisk scheduling.

If thedisk head is initiallyat cylinder53, it will first movefrom 53 t098, then to 183, 37, 1224,
124,65, andfinally to 67,for a total headmovementof 640cylinders. Thewild swingfrom 122to 14 and
thenback to124 illustrateghe problemwith this schedule. ltherequests focylinders37 and 14couldbe
servicedogetherpeforeor aftertherequestfor 122and124,thetotal headmovementouldbedecreased
substantially, and performance could be thereby improved.

2. SSTF(shortestseektime-first)Scheduling

Service all the requests close to the current head position, before rtfwavingad far away
to service other requests. That is selects the request with the minimum seek time from the curren

head position.

queue = 98, 183, 37, 122 14, 124, 65, 67
head starts at 53

0 14 37 b36567 88 122124 183189
L L1l | I L
[ |
\'f.
P
/”'rak./
“ .
T T
T

h"‘—ﬁ-_,j,'

Total headmovement= 236c¢cylinders
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3. SCAN Scheduling

iInd servioing edHINBRS37, 122, 14, 124, 65, 67
head starts at 53
0 14 37 536567 98 122124 183198
| | | | 1l | 11 | |
| |
,,./‘
T
“ .
Dy
.
e
SO
s
Sl
S

SCAN disk scheduling.

4. C-SCAN Scheduling

Variantof SCAN designedo provideamoreuniformwait time. It movesthe headfrom oneendof

immediately returns to the beginning of the disk, without servicing any requests on the return trip.

gueue = 98, 183, 37, 122, 14, 124, 65, 67
head starls at 53

0 14 37 536567 98 122124 18319¢
| | | [ | 1 | |
| |
a
\
Y
Ll"‘—.,
.
B
R%:Z*im
e
N
“‘\*ﬁ

the disk to the other, servicing requests along the way. When the head reaches the other end, how

The disk head starts at one end of the disk, and moves toward the other end, servicing reques{
reaches each cylinder, until it gets to the other end of the disk. At the other end, the direction of
movement is reversed, 8

bver,

S as
heac

Page 9



5. LOOK Scheduling

Both SCAN and €ESCAN move the disk arm across the full width of the disk. In this, th
arm goes only as far as the final request in each direction. Then, it reverses direction immedii
withoutgoingall thewayto theendof thedisk. LOOK schedulingmprovesuponSCAN by looking
aheadat the queueof pendingrequestsandnot movingthe headsanyfarthertowardsthe endof the
disk than is necessary. The following diagram illustrates the circular form of LOOK:

queue 98, 183, 37, 122, 14, 124, 65, 67
head starts at 53

0 14 37 b36567 98 122124 18319¢

|

|

LS

e"”"‘x

C-LOOK disk scheduling.

Disk Management

1. Disk Formatting:

Before a disk can store data, the sector is divided into various partitions. This process is called
low- levelformattingor physicalformatting.lt fills thedisk with aspecialdatastructurefor each
sector. The data structure for a sector consists of

n Header,

>

Dataarea (usuallpp12bytesin size),and

Trailer.

135

Error -Correcting Code (ECC).

This formattingenableghe manufactureto
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1. Testthediskand
2. Toinitialize themappingfrom logical block numbers

To useadiskto holdfiles, the operatingsystemstill needgo recordits own datastructureonthe
disk. It does so in two steps.

(a) Thefirst stepis Partition thediskinto oneor moregroupsof cylinders.Amongthe partitions,
one partition can hold a copy of the OSO06s

(b) The second step isgical formatting .The operating system stores the initial -Blestem data

e X e

structures onto the disk. These data structures may include maps of free and allocated space and &

initial empty directory.

2. Boot Block:

Foracomputetto startrunningfor instancewhenit is poweredup or rebooteeit needgo havean

initial program to run. This initial program is called bootstrap program & it should be simple. (it

initializes all aspects dhesystem, from CPU registets device controllers and the contentsradin
memory, and then starts the operating system.

To doits job, the bootstragprogram
1. Findstheoperatingsystemkernelon disk,
2. Loadsthatkernelinto memory,and

3. Jumpgo aninitial addresgo beginthe operatingsystemexecution.
The bootstrap is stored in readly memory(ROM).

Advantages:
1. ROM needsoinitialization.
2. ltis ata fixedlocationthatthe processocanstartexecutingvhenpoweredup or reset.

3. It cannotbeinfectedby a computewrirus. SinceROM is readonly.

The full bootstrap program is stored in a partition calledoth® blocks at a fixed location on the
disk. A disk that has a boot partition is calledat disk or system disk The code in the boot ROM
instructs the disk controller to read the boot blocks into memory and then starts executing that
Bootstrap loader. load the entire operating system from a-figad location on disk, and to start the
operating system running.
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3. BadBlocks:
Thedisk with defectedsectoris calledasbadblock.
Dependingn the disk andontroller in use, these blocksehandled inavariety of ways;
Method 1: i Ha n dramuallyé 6

If blocksgobadduringnormaloperationa specialprogram mustberun manuallyto searchfor

the bad blocks and to lock them away as before. Data that resided on the bad blocks usually are lost.

Method 2:fi s e spavngorf or war di ng o

Thecontrollermaintainsalist of badblocksonthedisk. Thenthe controllercanbetold to replacesach
badsectorogically with oneof thesparesectorsThis schemas knownassectorsparingor forwarding.

A typical badsectortransactiormight be asfollows:
1. Theoperatingsystentriesto readlogical block87.
2. Thecontroller calculatethe ECCand findsthatthe sectoris bad.
3. It reportsthisfinding to theoperatingsystem.

4. Thenexttimethatthesystemis rebooteda specialcommands runto tell thecontrollerto replace
the bad sector with a spare.

5. After that,whenevethe systenrequestdogical block 87, therequesis translatednto the
replacement sector's address by the controller.

Method3:fisestiamppi ngo

For an example, suppose that logical block 17 becomes defective, and the first available sp
follows sector 202. Then, sector slipping would remap all the sectors from 17 to 202, moving them
down one spot. That is, sector 202 would be copied intsghee, then sector 201 into 202, and then
200into 201,andsoon, until sectorl8is copiedinto sectorl9. Slippingthesectorgn thisway freesup
the space of sector 18, so sector 17 can be mapped to it.

Swap SpaceManagement:

Modernsystemasypically swapout pagesasneededratherthanswappingout entireprocessed-dence
the swapping system is part of the virtual memory management system.

Managingswapspacds obviouslyanimportanttaskfor modernOS.
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Swap-SpaceUse

Theamount of swap spaceededy an OSvariesgreatlyaccordingo howit is used.Some
systems require an amount equal to physical RAM; some want a multiple of that; some want
amount equal to the amount by which virtual memory exceeds physical RAM, and some systel
use little or none at all!

Somesystemsupportmultiple swapspace®n separatelisksin orderto speedup thevirtual
memory system.

Theinterchangef databetween virtuamemoryand real memoris calledasswappingandspace
ondisk asfiswapspace .

Swap-SpacelLocation
Swapspace can bghysicallylocated inoneof two locations:

As alarge filewhich ispart ofthe regulafile system. Thiss easyto implement, butnefficient.
Not only must the swap space be accessed through the directory system, the file is also subjeq
fragmentationssuesCachingtheblock locationhelpsin finding the physicalblocks,but thatis not
a complete fix.

As a raw partition, possibly on a separate or fitded disk. This allows the OS more control over
swap space management, which is usually faster and more efficient. Fragmentation of swap spa|
is generallynot a big issue,asthe spaceis re-initialized everytime the systemis rebooted.The
downsideof keepingswapspaceon araw partitionis thatit canonly begrownby repartitioningthe
hard drive.

Swap-SpaceManagement: An Example

Historically OS swapped out entire processes as needed. Modern systems swap out only individual
pages, and onlgs needed. In the mappiagstem shown below for Linux systems, a map of swap
spaceis keptin memory,whereeachentry correspond a 4K block in the swapspace.Zeros
indicatefree slotsand nonzerosreferto how many processesavea mappingto that particular
block ( >1 for shared pages only. )
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f swap area f

age
= pslgt o
swap partition
or swap file
A A A A A
Y A\ 4 Y \ 4 Y
swap map 1 0 3 0 1

The data structures for swapping on Linux systems.

File-Systeminterface i File concept

File: A file is a named collection of related information that is recorded on secondary storage such as |mag
disks, magnetic tapes and optical disks. In general, a file is a sequence of bits, bytes, lines or recofds v
meaning is defined by the files creator and user.

File Attributes
Different OSkeeptrack ofdifferentfile attributesjncluding:

Name- Somesystemgyive specialsignificanceto namesandparticularlyextensiong .exe,.txt,
etc. ), and some do not. Some extensions may be of significance to the OS ( .exe ), and others
only to certain applications ( .jpg )
Identifier
Type - Text, executablegtherbinary,etc.
Location - on theharddrive.
Size
Protection
Time & Date
User ID

File Operations

Thefile ADT supportsmanycommonoperations:

o Creating afile
o Writing a file

o Readingafile
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0 Repositioningwithin afile
o Deletingafile

o Truncating afile.

Somesystemgrovidesupportfor file locking.

o A shared lockis for readingonly.
o A exclusivelock is for writing aswell asreading.

o An advisorylock is informationalonly, andnot enforced( A "KeepOut" sign,which may
be ignored. )

o A mandatory lockis enforced. (A truly locked door)
0 UNIX usedadvisorylocks,and Windowsisesmandatoryocks.
File Types

Windows( and somethersystemsg usespecial fileextensiongo indicatethetype of eachfile:

file type usual extension function
executable exe, com, bin ready-to-run machine-
or none language program
object obj, o compiled, machine
language, not linked
source code C, ¢, java, perl, source code in various
asm languages
batch bat, sh commands to the command
interpreter
markup xmil, html, tex textual data, documents
word processor | xml, rtf, various word-processor
docx formats
library lib, a, so, dll libraries of routines for
programimers
print or view gif, pdf, jpg ASCIl or binary file in a
format for printing or
viewing
archive rar, zip, tar related files grouped into

one file, sometimes com-
pressed, for archiving
or storage

multimedia mpeg, mov, mp3, | binary file containing
mp4d, avi audio or A/ information

File Structure
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Somefiles containan internaktructure, whichmayor maynot be knownto theOS.
Forthe OSto supportparticularfile formatsincreaseshe sizeandcomplexityof the OS.

UNIX treatsall files assequencesf bytes,with no furtherconsideratiorof theinternalstructure ( With

the exception of executable binary programs, which it must know how to load and find the first
executable statement, etc. )

Macintoshfiles have two forks - a resourcefork, and a datafork. Theresourcefork contains
informationrelatingto the Ul, suchasiconsandbuttonimagesandcanbe modifiedindependentlyf the
data fork, which contains the code or data as appropriate.

A File Structureshouldbeaccordingto arequiredformatthatthe operatingsystemcanunderstand.
A file hasa certain defined structure accorditmgits type. A
text file is a sequence of characters organized into lines. A
source fileis a sequence of procedures and functions.
An objectfile is asequencef bytesorganized intdlocksthatareunderstandable tjre machine.

Filescanbestructuredn severalwaysin which threecommonstructuresaregivenin this tutorial with their
short description one by one.

File Structure 1
1 Byte

o

Here,as youcanseefrom theabovefigure, thefile is anunstructuredequencef bytes.Thereforethe OS
doesn't care about what is in the file, as all it sees are bytes.

File Structure2

Page 16



https://codescracker.com/operating-system/files.htm

1 Record

Now, as you can see from thbovefigure that shows theecond structuref afile, whereafile is asequencef
fixed-length recordsvhereeach with soménternal structure. Central to tideaabout dile being asequencef
records is the idea that read operation returns a record and write operation just appends a record.

File Structure 3

| ant || Fox || Pig |

| cot | cow [[pog] [Goat] wion || owt || [Pony || Rat || worm ]|

[Hen || 1bis [ Lamb ||

Now in thelaststructureof afile thatyou canseein theabovefigure, afile basicallyconsistsf atreeof records
not necessarilyall the samelength,each containingkey field in afixed position intherecord. Thdreeis storeg
on the field, just to allow the rapid searching for a specific key.

AccessMethods
File accessnechanismefersto the manneiin whichtherecordsof afile maybeaccessedlhereareseveral

ways to access files 1

Sequential access
Direct/Random access

Indexedsequentialaccess
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Sequentialaccess

A sequential accesstisatin which therecordsareaccesseth somesequencd,e., theinformation inthefile is
processedh order,onerecordaftertheother.This accessnethodis themostprimitive one.Example:Compilers
usually access files in this fashion.

; : current position
beginning

end

—————— revwind

Ee=——read or write ==

Sequentialaccesdile.
Direct/Random access

Randomaccess fil@rganizatiorprovidesaccessingherecordsdirectly.

Eachrecordhasits ownaddres®nthefile with by thehelpof whichit can bedirectly accesseébr
reading or writing.

Therecordsneed not be in argequencevithin the fileand theyneed not bén adjacent locationsn
thestoraganedium.

sequential access implementation for direct access

reset

cp — (K
read_next

read cp ;
cp =cp + 1;

write_next

write cp;
cp =cp + 1;

Simulation of sequentialacces®n a direct-accesdile.
Indexed sequentialaccess

This mechanisms built up on baseof sequentiahccess.

An index is created for each file which contains pointers to various blocks

Indexis searchedequentiallyandits pointeris usedto accesshefile directly.

logical record
last name

number
Adams
Arthur
Asher smith, johmn Isacial-securi‘ty age
-
-
Smith <
index file

relative file

Example of index and relative files.

Page 18




Directory Structure:

A directoryis acontainerthatis usedto containfoldersandfile. It organizediles andfoldersinto
hierarchical manner.

StorageStructure

A disk can be used in its entirety for a file system. Alternatively a physical disk can be broken up
multiple partitions, slices,or mini-disks eachof which becomesvirtual disk andcanhaveits ownfile
system( or be used for raw storage, swap space, etc. )Or, multiple physical disks can be combin
onevolume i.e. a larger virtual disk, with its own file system spanning the physical disks.

S ~ ~ -~

directory directory
partition A < il L disk 2
\_ ~ disk 1
'S -
SEIOn partition C < ) 2
files
iti -
partition B files
- disk 3
e~ -
P -

A typical file-systemorganization.
Directory Overview
Directoryoperationgo be supportednclude:
o0 Searclhfor afile
o Createafile - add tothedirectory

0 Deletea file - erasefrom thedirectory

o List adirectory- possiblyorderedn differentways.

o0 Rename dile - maychangesortingorder

(@)

Traversahefile system.

Directory organization

Single-Level Directory
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Simpleto implementbuteachfile musthavea uniquename.Thesimplest methods to haveonebig list
of all the files on the disk. The entire system will contain onlydirextory which is supposed to

mention all the files present in the file system. @hrectory contains one entrger each file present or
the file system.

directory cat] bo] ] tes] datall ma:] con{l hex]reco

mbobobdod o

Single-level directory.

Two-Level Directory
Eachusergetstheir own directoryspace.
File namesonly needto be uniquewithin agiven user'slirectory.

A masteffile directoryis usedo keeptrackof eachusersdirectory,andmustbe maintainedvhenusers
are added to or removed from the system.

A separate directong generallyneeded fosystem (executabldies.
Systemgnayor maynotallow usersto acces®ther directoriebesidegheirown

o If accesgo otherdirectoriess allowed,thenprovisionmustbe madeto specifythedirectory
being accessed.

o If access is denied, then special consideration must be made for users to run programs

ocat

system directories. Aearch pathis the list of directories in which to search for executable

programs, and can be set uniquely for each user.

master file

5 r i e r r 4
directory use use user 3 | use

,, \

test data test data

0 A R A A R

Two-leveldirectory structure.

user file
directory

Tree-Structured Directories
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An obvious extension to the tweered directory structure, and the one with which we are all most
familiar. Each user / process has the conceptecofi@nt directoryfrom which all (relative) searches
take place. Files may be accessed using either absolute pathnames (relative to the root of the trg
relative pathnames (relative to the current directory.)Directories are stored the same as any othe)
the systen, except there is a bit that identifies them as directories, and they have somesspetiae
that the OS understands. One question for consideration is whether or not to allow the removal g
directorieghatarenotempty- Windowsrequiresthatdirectoriesbe emptiedfirst, andUNIX providesan
option for deleting entire suibees.

root | spell I bin | programs|
‘ stat | mail ‘ dist find' ‘ count hex reorde r ’ mail
l prog copy reorder list find hex count
list objf | spell | | all last | first

S S S S R

Tree-structured directory structure.

Acyclic-Graph Directories

Whenthe samefiles needto beaccesseth morethanoneplacein thedirectorystructure(e.g.because
theyarebeingsharedoy morethanoneuser/ process)it canbeusefulto provideanacyclicgraph
structure. (Note thdirectedarcs from parent to child.)

UNIX providestwo typesof links for implementinghe acyclicgraphstructure (See"manin” for more
details.)

0 A hardlink (usuallyjust calledalink) involvesmultiple directoryentriesthatbothreferto the
same file. Hard links are only valid for ordinary files in the same file system.

o0 A symboliclink thatinvolvesa specialfile, containinginformationabout whereo find thelinked

pe) 0
r file

—

file. Symbolic links may be used to link directories and/or files in other file systems, as yell

ordinary files in the current file system.
Windowsonly supportssymboliclinks, termedshortcuts.
Hard links require aeference countorlink countfor each file, keeping track of how many directory

entriesarecurrentlyreferringto thisfile. Wheneveioneof thereferencess removedhelink countis
reduced, and when it reaches zero, the disk space can be reclaimed.
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For symboliclinks thereis somequestionasto whatto do with thesymboliclinks whenthe original file
is moved or deleted:

o0 Oneoptionis tofind all thesymbolic linksand adjusthemalso.

o Anotheristo leavethesymboliclinks dangling,anddiscoverthattheyarenolongervalid the
next time they are used.

o Whatif theoriginalfile is removedandreplaced withanotheffile havingthe samenamebefore
the symbolic link is next used?

root | dict | spell

list all w | count count|words| list

— [ist | rade

566

Acyclic-graph directory structure.

General Graph Directory

If cyclesareallowedin thegraphsthenseveraproblemscanarise:

o Searchalgorithmscangointoinfinite loops.Onesolutionis to notfollow links in searchalgorithms
(Or not to follow symbolic links, and to only allow symbolic links to refer to directories.)

%




0 Subtreescanbecomedisconnected frortherestof thetree andstill not havetheirreference
countsreducedo zero.Periodicgarbage collectiors requiredto detectandresolvethis problem.

root avi tc Jim
text | mail | count| book book | mail |\unhex| hyp
avi | count unhex| hex
| <l> \b

General graph directory.

File systemmounting:

1 Thebasicideabehindmountingfile systemss to combinemultiple file systemsnto onelarge

tree structure.

T Themountcommands givenafile systemto mountanda mount point (directory)onwhichto

attach it.

T Onceafile systems mountedontoamountpoint,anyfurtherreferenceso thatdirectoryactually

refer to the root of the mounted file system.
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Any files ( or subdirectories ) that had been stored in the mount point directory prior to mounting the

£:1 4 laielel o rtla PR | 4 | 1 H D DI P o
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some systems only allow mounting onto empty directories.

File systemsan onlybe mounted byoot, unlessoot hagpreviouslyconfigured certain filesystents be
mountable onto certain paetermined mount points. ( E.g. root may allow users to mount floppy
filesystemdo /mnt or somethindike it. ) Anyonecanrunthemountcommando seewhatfile systemss

currently mounted.

Filesystemsnaybe mountedreadonly, orhaveotherrestrictionamposed.

(a) Existing System (b) Unmounted Volume

(b)




users

sue jane

Mount point.

ThetraditionalWindowsOSrunsanextendedwo-tier directorystructure wherethefirst tier of the
structure separates volumes by drive letters, and a tree structure is implemented below that leve].

Macintoshrunsasimilar systemwhereeachnewvolumethatis foundis automaticallymountedand
added to the desktop when it is found.

MorerecentWindowssystemsallow filesystemgo be mountedo anydirectoryin thefilesystem,much
like UNIX.
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File System Mounting

o Mount allows two FSes to be merged into one

= For example you insert your floppy into the root FS:

mount("/dev/fdO”, "/mnt"”, O)

bin dewv lib

(b)

usr

File Sharing and Protection:

bin dewv lils mnt usr

(a)

Root CD-ROM

/ /
b X y

/
c d
(a)
File Sharing

Multiple Users

Onamulti-usersystem, morenformationneedgo bestoredfor eachfile:

o

o

Theowner (user )who ownsthefile, andwho cancontrolits access.

Thegroupof otheruserIDs thatmayhavesomespecialaccesdo thefile.

Whataccessightsareaffordedto theowner(User), the Group,andto therestof theworld ( the

universe, a.k.a. Others. )
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o0 Somesystemdravemorecomplicatedaccesgontrol,allowing or denyingspecificaccesset
specificallynamed users @roups.

RemoteFile Systems

Theadventof the Interneintroducedssuedor accessindjles storedon remotecomputers

o Theoriginal method was ftpallowing individual filesto betransported across/stemsas needed.
Ftp can be either account or password controlleénonymousnot requiring any user name or
password.

o Various forms ofdistributed file systemsallow remote file systems to be mounted onto a local
directory structure, and accessed using normal file access commands. (The actual files are
transporte@crosghenetworkasneededpossiblyusingftp astheunderlyingtransporimechanism.

)

o TheWWW hasmadeit easyonceagainto access file®nremotesystems withoumountingtheir
filesystems, generally using (anonymous ) ftp as the underlying file transport mechanism.

The Client-Server Model

Whenonecomputersystenmremotelymountsafile systenthatis physicallylocatedon anothersystem,
the system which physically owns the files acts ssraetr and the system which mounts them is the
client.

UserIDs and groudDs mustbe consistenticross botlsystemdor the systemto work properly. (l.e. this
is mostapplicableacrossmultiple computersmanagedy the sameorganizationsharedoy acommon
group of users. )

Thesamecomputercanbebothaclient and aserver.( E.g.crosslinked file systems.
) There area numbeof securityconcerns involved in thisiodel:

o Servercommonlyrestrictmountpermissiorto certaintrustedsystemsnly. Spoofing( a
computer pretending to be a different computer ) is a potential security risk.

0 Servergnayrestrict remote@ccesso readonly.

o Servergestrictwhich filesystemamayberemotelymounted Generallytheinformationwithin
those subsystems is limited, relatively public, and protected by frequent backups.

TheNFS (Network File System is aclassic examplef sucha system.

Distributed Information Systems

TheDomain NameSystemDNS,providesfor auniguenamingsystemacrossall of the Internet.
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Domainnamesaremaintainedoy the NetworkInformation System, NISwhich unfortunatehhas
severakecurityissuesNIS+ is amoresecureversion,but hasnot yet gainedthe samewidespread

acceptance as NIS.

Microsoft'sCommon Internet File SystenCIFS, establishes aetwork loginfor each user on a
networkedsystemwith sharedile accessOlderWindowssystemsiseddomains andnewersystems
( XP, 2000 ), usactive directoriesUser names must match across the network for this system to 4
valid.

A newerapproachs the Lightweight Directory-AccessProtocol LDAP, which providesasecuresingle
sign-onfor all users to access all resources on a network. This is a secure system which is gainir
popularity, and which has the maintenance advantage of combining authorization information in
central location.

Failure Modes

Whenalocal diskfile is unavailabletheresultis generallyjknownimmediately, ands generallynon
recoverable. The only reasonable response is for the response to fail.

However when a remote file is unavailable, there are many possible reasons, and whether or not it i
unrecoverablés notreadilyapparentHencemost remoteccessystemsallow for blockingor delayed
response, in the hopes that the remote system ( or the network ) will come back up eventually.

ConsistencySemantics

Consistencysemanticslealswith the consistencyetweertheviewsof sharediles on anetworked
system. When one user changes the file, when do other users see the changes?

At first glance this appears to have all of the synchronization issues discussed in Chapter 6. Unfortu
thelongdelaysinvolvedin networkoperationgrohibitthe useof atomicoperationsasdiscussedn that
chapter.

UNIX Semantics

TheUNIX file systemuseshefollowing semantics:

o Writesto an open filareimmediatelyvisible toanyother user who habe file open.
o Oneimplementatiorusesa sharedocationpointer,whichis adjustedor all sharingusers.

The file is associated with a single exclusive physical resource, which may delay some accesses.

SessionSemantics

The AndrewFile System AFS useshefollowing semantics:

o Writesto an open filare not immediatelyisible to othewusers.
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When a file is closed, any changes made become available only to users who open the file at a

latertime.

Accordingto thesesemantics, &le can beassociateavith multiple ( possiblydifferent) views. Almost
no constraintsareimposedon schedulingaccessesNo useris delayedn readingor writing their personal
copy of the file.

AFS file systems may be accessible by systems around the world. Access control is maintained thrgugh
(somewha) complicatedaccesgontrollists, which maygrantaccesgo the entireworld ( literally ) or to
specifically named users accessing the files from specifically named remote environments.

Immutable-Shared-Files Semantics

Underthis systemwhen dfile is declaredassharedby its creator,jt becomesmmutableandthename
cannot be raised for any other resource. Hence it becomesaorlg and shared access is simple.

Protection
Theprocesses anoperatingsystenmustbeprotected from oneanother'sactivities.To providesuchprotection,

we can use various mechanisms to ensure that only processes that have gained proper authorization fre
operating system can operate onftles, memory segments, CPU, and other resources of a system.

Goalsof Protection

Obviouslyto preventmaliciousmisuseof the systemby usersor programs Seechapterl5 for amore

thorough coverage of this goal.

To ensurghateachsharedesourcas usedonly in accordancevith systempolicies,which maybeset

either by system designers or by system administrators.

To ensurehaterrantprogramsausehe minimal amountof damagepossible.

Notethatprotectionsystemnly providethe mechanism#or enforcingpoliciesandensuringeliable
systems. It is up to administrators and users to implement those mechanisms effectively.

Principles of Protection

Theprinciple of leastprivilegedictateshatprogramsusersandsystemsegivenjust enoughprivileges

to perform their tasks.

This ensureghatfailuresdo the leaseamount otharm andallow theleast ofharm tobedone.

For example, if a program needs special privileges to perform a task, it is better to make it a SGID
programwith groupownershipof "network" or "backup"or someotherpseudagyroup,ratherthanSUID
with root ownership. This limits the amount of damage that can occur if something goes wrong.
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Typically each useis giventheir own account, anthasonly enough privilegeéo modifytheir ownfiles.

Therootaccountshouldnot beusedfor normaldayto dayactivities- The SystemAdministratorshould
also have an ordinary account, and reserve use of the root account for only those tasks which need tl

root privileges.

Domain of Protection

A computer canbe viewedasa collection of processeand objects( both HW & SW).

Theneed to know principlestates that a process should only have access to those objects it needs to
accomplishts task,andfurthermoreonly in themodesfor which it needsaccessandonly duringthetime
frame when it needs access.

Themodesavailablefor aparticular object maglepend upon itg/pe.
Domain Structure
A protectiondomain specifiesheresourceshataprocessnayaccess.
Eachdomaindefinesa setof objectsandthetypesof operationghatmaybeinvokedon each
object. Anaccess rights the ability to execute an operation on an object.

A domainis definedasa setof < object,{ accesgight set} > pairs,asshownbelow.Notethatsome
domains may be disjoint while others overlap.

D, D, D,

< O, {read, write} >
< Oy, {read, write} >
< O,, {execute} =

< O,, {execute} >
< O, {read} =

Systemwith three protection domains.

Theassociatiorbetweera processandadomainmaybe staticor dynamic.

If theassociations static,thenthe needto-know principlerequiresaway of changinghe contentsof the
domain dynamically. If the association is dynamic, then there needs to be a mechadmsmsaiof
switching.Domainsmayberealizedin differentfashions- asusersor asprocessesyr asprocedures.
E.g.if eachusercorrespondso adomainthenthatdomaindefinestheacces®f thatuser,andchanging
domaingnvolveschanginguser ID.Themodelof protection thatve have beenliscussingcanbeviewed
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asanaccessnatrix, in which columnsrepresentifferentsystenresourcesndrowsrepresentifferent
protection domains. Entries within the matrix indicate what access that domain has to that resoul

object
F = S printer
domain

0, read read
[ print
0o, read execute

read read
0D, write write

Accessmatrix.

Domainswitchingcanbe easilysupportedinderthis model,simply by providing"switch" acces$o

other domains:

object
F, Fo .90 D, D, D,
domain printer
D, read read switch
D, print switch | switch
Dy read |execute
read read :
Da write write izl
Accesamatrix of aboveFigure with domainsasobjects.
_Typesof Access

Thefollowing low-level operationsareoftencontrolled
Read- View the contentsf thefile
Write - Changehe content®f thefile.

Execute- Loadthefile ontothe CPUandfollow theinstructionscontainedherein.

Append - Add tothe endof anexistingfile.
Delete- Removeafile from thesystem.

List -View thename anatherattributesof files onthe system.
Higherlevel operations, suchscopy,can generallypeperformedhrough combinationsf theabove.

AccessControl

Oneapproachs to havecomplicatedAccessControl Lists, ACL, which specifyexactlywhataccess

is allowed or denied for specific users or groups.
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The AFS useshis systentor distributedaccess.

Control is very finely adjustable, but may be complicated, particularly when the specific users involved are

unknown.( AFS allowssomewild cards,sofor exampleall userson a certainremotesystemmaybetrusted,or
a given username may be trusted when accessing from any remote system. )
UNIX uses a set of 9 access control bits, in three groups of three. These correspond to R, W, and X
permissiongor eachof the Owner,Group,andOthers.( See"manchmod"for full details.) TheRWX
bits control the following privileges for ordinary files and directories:

bit Files Directories
Read( view) . . - .

R |, R irectorycontentsRequir isting of thedir .
file contents. eaddirectorycontentsRequiredto get alisting of thedirectory
Write

W |(changéfile [Changedirectorycontents. Requiretb create odeletefiles.
contents.

Access detailed directory information. Required to get a long

Execute file |[listing, or to access argpecific file in the directory. Note that if
X |contentsasa  |user has X but not R permissions on a directory, they can still
program. accesspecificfiles, butonly if theyalreadyknow thenameof the

file they are trying to access.

File SystemStructure

Hard disks have two important properties that make them suitable for secondary storage of files in fi
systems(1) Blocksof datacanberewrittenin place,and(2) theyaredirect accessllowing anyblock
of data to bewccessed with onlifrelatively) minormovement®f thedisk headsand rotationalatency.

Disksareusuallyaccesseth physical blocksratherthanabyte at aime. Block sizesmayrangefrom
512 bytesto 4K or larger.

File systemorganizestorageon disk drives,andcanbeviewedasalayereddesign:

o Atthelowest layer ar¢ghephysical devices, consistiraf the magnetionedia,motors& controls,
and the electronics connected to them and controlling them. Modern disk put more and mo
electroniccontrolsdirectly on thedisk drive itself, leavingrelativelylittle work for thedisk controller
card to perform.
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/Q__Control consists of device drivers  special software programs ( often written in assembly

)
which communicate with the devices by reading and writing special codes directly to and from
addresses corresponding to domtroller card's registerEach controller car@device )on asystem has
differentsetof addressesregistersa.k.a.ports) thatit listensto, anda uniquesetof commandcodesand
results codes that it understands.

0 Thebasicfile systemevelworksdirectlywith the devicedriversin termsof retrievingandstoring

mem
a

raw blocks of data, without any consideration for what is in each block. Depending on the system, blc

may be referred to with a single block number, ( e.g. block # 234234 ), or withséeadcylinder
combinations.

o Thefile organization moduleknows about files and their logical blocks, and how they map tc

physical blocks on the disk. In addition to translafirmgn logical to physical blocks, the file organizat
module also maintains the list of free blocks, and allocates free blocks to files as needed.

on

o Thelogical file systemdeals with all of the meta data associated with a file ( UID, GID, mode
dates, etc ), i.e. everything about the file except the data itself. This level manages the directory| stru

and the mapping of file namesfite control blocks, FCBswhich contain all of the meta data as we
block number information for finding the data on the disk.

| as

Thelayeredapproach tdile systemsneanghat muchof thecode can be usadiformly for awide
varietyof differentfile systemsandonly certainlayersneedto befile systemspecific. Commonfile systemsn

use include the UNIX file system, UFS, the Berkeley Fast File System, FFS, Windows systems FAT, FAT
NTFS, CBROM systems ISO 9660, and for Linux the extended file systems ext2 and ext3 ( among 40 ot

supported. )

application programs

v

logical file system

v

file-organization module

v

basic file system

“

17O control

v

devices

Layered file system.
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File Systemlmplementation:

Overview
File systemsstoreseveraimportantdatastructureson thedisk:

0 A bootcontrol blodk, (per volume) a.k.a. theoot blockin UNIX or the partition boot sectoin
Windowscontainanformationabouthowto bootthe systenoff of thisdisk. Thiswill generallybe
thefirst sectorof thevolumeif thereis abootablesystem loaded on that volume,tbe block will
be left vacant otherwise.

o A volume control block (per volume ) a.k.a. themaster file tablen UNIX or the superblockin
Windows, which contains information such as the partition table, number of blocks on each 1
system, and pointers to free blocks and free FCB blocks.

o A directorystructure(perfile system)containingfile namesandpointersto correspondindg-CBs.
UNIX uses inode numbers, and NTFS usesaster file table.

o TheFile Control Block, FCB, (per file) containing details about ownership, size, permissions
datesgetc.UNIX storeshisinformationin inodes andNTFSin themasteffile tableasarelational
database structure.

A typical file-control block.

Therearealsoseverakey datastructurestoredin memory:
o An in-memorymounttable.
o Anin-memorydirectorycache ofecentlyaccessedirectoryinformation.

o Asysterawideopenfile table containinga copyof the FCB for everycurrentlyopenfile in the

system, as well as some other related information.
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0 A per-processopenfile table containinga pointerto the systemopenfile tableaswell assome
otherinformation.( Forexamplethecurrentfile positionpointermaybeeitherhereor in thesystem

file table, depending on the implementation and whether the file is being shared or not. )

Figureillustratessomeof theinteractionsof file systemcomponentsvhenfiles arecreatedand/orused:

o When a new file is created, a new FCB is allocated and filled out with important informatic
regarding the new file. The appropriate directory is modified with the new file name angd FC
information.

o When a file is accessed during a program, the open () system call reads in the FCB informe
from disk, and stores it in the systemde open file table. An entry is added to the percess open
file tablereferencinghesystemwidetable,andanindexintotheperprocesgableis returned byhe
open( ) system call. UNIX refers to this index d#eadescriptor and Windows refers to it adike
handle

o If another process already has a file open when a new request comes in for the same filg, anc
sharable, then a counter in the systgide table is incremented and the jpeocess table is
adjusted to point to the existing entry in the systede tale.

o0 Whenafile is closedtheperprocesgableentryis freed,andthe counterin the systemwide table
is decremented. If that counter reaches zero, then the system wide table is also freed. |Any

currently stored in memory cache for this file is written out to disk if necessary.
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12.2.2Partitions and Mounting

Partitionscaneitherbeusedasraw devices(with no structuremposeduponthem), ortheycanbe

h 4

L ][]
: L L]
directory structure

open (file name) :D
directory structure

file-control block

user space kernel memory secondary storage

(@)

index

L L]
|—' // data blocks

AN

/
§

read (index)

per-process system-wide file-control block
open-file table open-file table
user space kernel memory secondary storage

()

Figure 12.3- In-memory file-systemstructures. (a)File open.(b) File read.

Physicaldisksarecommonlydividedinto smallerunits calledpartitions.Theycanalsobe combinednto
larger units, but that is most commonly done for RAID installations and is left for later chapters.

formatted to hold a file system (i.e. populated with FCBs and initial directory structures as apprppria

Raw partitions are generally used for swap space, and may also be used for certain progran
databases that choose to manage their own si@lage system. Partitions containing filesystemg
generallyonly beaccessedsingthefile systemstructureby ordinaryusersputcanoftenbeaccessedsa
raw device also by root.

S SU
can

The boot block is accessed as part of a raw partition, by the boot program prior to any operating [Syste

beingloaded.Theroot partition containghe OSkernelandatleastthekey portionsof the OSneededo
completethebootprocessAt boottime theroot partitionis mounted andcontrolis transferredrom the

boot program to the kernel found there. (Older systems required that the root partition lie completely

within thefirst 1024cylindersof thedisk, becauséhatwasasfar asthebootprogramcouldreach. Once
the kernel had control, then it could access partitions beyond the 1024 cylinder boundary. )
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Virtual File Systems

Virtual File SystemsYFS, provideacommoninterfaceto multiple differentfile systemtypes.In
addition, it provides for a unique identifier (vnode ) for files across the entire space, including a¢ross
file systems otlifferent types. (UNIXinodes are uniquenly acrossa singlefile system, and certainiyo
not carry across networked file systems)

TheVFSin Linux is basedupon fourkey objecttypes:

o0 Theinodeobject, representingn individualfile

(@)

Thefile object,representingnopenfile.

o

Thesuperbloclobject, representingfile system.

(@)

Thedentryobject, representingdirectoryentry.

Linux VFS providesa setof common functionalitiefor eachfile systemusingfunctionpointers
accessed through a table. The same functionality is accessed through the same table position|for &
systentypes,thoughthe actualfunctionspointedto by the pointersmaybefile systemspecific. Common
operations provided include open( ), read( ), write( ), and mmap( ).

file-system interface

VFS interface

k4 h 4 h
local file system local file system remote file system
type 1 type 2 type 1
w w
= f —1 -
E —
network

Schematicview of avirtual file system.
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Directory implementation:

Directoriesneedto be fastto searchjnsert, andlelete with aminimum of wasteddisk space.

Linear List

A linearlist is the simplestandeasiestirectorystructureto setup, butit doeshavesomedrawbacks.

Finding a file (or verifying one does not already exist upon creation) requires a linear search.

Deletionscanbedoneby movingall entries flaggingan entryasdeleted or by movingthelastentryinto

the newly vacant position.
Sortingthe list makesearches fasteaf theexpense omore complexnsertionsanddeletions.

A linked list makednsertionsanddeletionsnto a sortedist easierwith overheador thelinks.
More complex data structures, such agds, could also be considered.
Hash Table

A hashtablecanalsobe usedo speedup searches.
Hashtablesare generallymplementedn additionto alinearor otherstructure

Allocation Methods:

Theallocationmethodslefinehow thefiles arestoredin thedisk blocks.Therearethreemaindisk spacer
file allocation methods.
ContiguousAllocation

Linked Allocation
Indexed Allocation

Themain ideabehind thesenethodss to provide:

Efficientdisk spacautilization.

Fast access to the file blocks.
All thethree methodshavetheir own advantages andisadvantages aliscussedbelow:
ContiguousAllocation

ContiguousAllocationrequiresthatall blocksof a file be kepttogethercontiguously.

Performances veryfast,becauseeadingsuccessivélocksof thesamefile generallyrequiresno
movement of the disk heads, or at most one small step to the next adjacent cylinder.

Storage allocation involves the same issues discussed earlier for the allocation of contiguous blocks
memory (first fit, bestfit, fragmentationproblems,etc.) The distinction is that the high time penalty
requiredfor moving the disk headsfrom spotto spot may now justify the benefitsof keepingfiles
contiguouslywhenpossible. Irnthis schemegach fileoccupiesa contiguoussetof blockson thedisk. For
examplejf afile requiresn blocksandis givenablockb asthestartinglocation,thentheblocksassigneg
to the file wil | -1Bhesmeabs thatgiveh the dbatiizg,bléck dderess and the |
of the file (in terms of blocks required), we can determine the blocks occupied by the file.
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Thedirectoryentryfor afile with contiguousallocationcontains

Address of starting block
Lengthof theallocatedoortion.

Thefile 6 main thefollowing figure starts from the block 19with length = 6 blocks. Therefore, it
occupies 19, 20, 21, 22, 23, 24 blocks.

Contiguousallocation of disk space.

Advantages:
Boththe Sequentiaind DirectAccessesresupportedy this. For directaccesstheaddres®f the kth
block of the file which starts at block b can easily be obtained as (b+k).
Thisis extremelyfastsincethe numberof seeksareminimal becaus@f contiguousallocationof file
blocks.
Disadvantages:
This methodsuffersfrom bothinternalandexternalfragmentationThis makest inefficientin termsof
memory utilization.
Increasindile sizeis difficult becausét dependsnthe availabilityof contiguousnemoryata particular

instance.

Linked Allocation
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Disk files canbe storedaslinked lists, with the expensef the storagespaceconsumedy eachlink. (
E.g. a block may be 508 bytes instead of 512. )

Linked allocationinvolvesno externalfragmentationdoesnot requirepre-knownfile sizes,andallows
files to grow dynamically at any time.

Unfortunatelyiinked allocationis only efficientfor sequentiabccesdiles, asrandomaccessequires
starting at the beginning of the list for each new location access.

Allocating clustersof blocksreduceghe spacenastedby pointers, athecostof internalfragmentation.

Anotherbig problemwith linked allocationis reliability if apointeris lostor damaged. Doublimked
lists provide some protection, at the cost of additional overhead and wasted space.

In this schemeeachfile is alinked list of disk blockswhich neednotbecontiguousThedisk blockscan

be scattered anywhere on the disk.
Thedirectoryentrycontainsa pointer to thetartingand theendingdfile block. Each block contaires

pointer to thenext block occupied bthefile.
Thefile 6 | eirfgllédving imageshowshow the blocksarerandomlydistributed.Thelastblock (25)

contains-1 indicating a null pointer and does not point to any other block.

. directory
|| file start end
jieep 9 25

12[CA3[J14f J15[]
16 J17[_J18[ _J12[ ]
20 |21 je2[ |23[ |
26127
28 ]2 J30[]31[]
R ———

Linked allocation of disk space.

24 125

Advantages:
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Thisis veryflexible in termsof file size.File sizecanbeincreaseaasilysincethe systemdoesnot have
to look for a contiguous chunk of memory.

This methoddoesnot sufferfrom externafragmentationThis makest relatively betterin termsof
memoryutilization.

Disadvantages:

Becausehefile blocksaredistributedrandomlyon thedisk, alargenumberof seeks areeededo access
every block individually. This makes linked allocation slower.

It doesnot supportandom ordirectaccess. Weannot directlyaccessheblocksof afile. A block kof a
file canbeaccessedy traversingk blockssequentiallysequentiabhccessjrom the startingblock of
the file via block pointers.

Pointergrequiredin thelinked allocationncur someextraoverhead.

TheFile Allocation Table,FAT, usedby DOSis avariationof linked allocation,whereall thelinks arestoredin
a separate table at the beginning of the disk. The benefit of this approach is that the FAT table can be
memory, greatly improving random access speeds.

directory entry

I test I === | 217 —
name start block o
— 217 518
339 -—
G158 339 | ——
number of disk blocks —1

FAT

File-allocation table.
Indexed Allocation

IndexedAllocation combinesall of theindexesfor accessingachfile into acommonblock ( for thatfile
), asopposedo spreadinghem allover thedisk or storingthem ina FAT table.
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directory

file index block
jeep 19
(]

28 Jz9ol Iso[ 131 [ ]
\k—_"/

Indexed allocation of disk space.

Advantages:
This supportdirectaccesdo theblocksoccupiedby thefile andthereforeprovidesfastaccesgo the
file blocks.
It overcomeghe problemof externalfragmentation.

Disadvantages:

Thepointeroverheador indexedallocationis greatetthanlinked allocation.
For very small files, say files that expand oRd@ blocks, the indexed allocation would keep one ent
block (indexblock) for the pointerswhichis inefficientin termsof memoryutilization. However,in linked

allocation we lose the space of only 1 pointer per block.

Somedisk spacds wasted(relativeto linked lists or FAT tables)becaus@nentireindexblock mustbeallocated
for each file, regardless of how many data blocks the file contains. This leads to questions of how big

block should be, and how it should be implemented. There are several approaches:

Linked Scheme- An index block is one disk block, which can be read and written in a single disk
operationThefirst indexblock containssomeheadeinformation,thefirst N block addressesndif

necessary a pointer to additional linked index blocks.
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Multi -Level Index - Thefirst indexblock containsa setof pointersto secondaryndexblocks,whichin

turn contain pointers to the actual data blocks.

==

Combined Scheme This is the scheme used in UNIX inodes, in which the first 12 or so data bloc
pointers are stored directly in the inode, and then singly, doubly, and triply indirect pointers provige
access to more data blocks as needed. (See below) The advantagiedfeire is that for small files
which many are ), the data blocks are readily accessible (up to 48K with 4K block sizes ); files up to
about4144K( using4K blocks) areaccessiblavith only asingleindirectblock ( which canbecached),
and huge fes are still accessible using a relatively small number of disk accesses ( larger in theory th

can be addressed by aBi2 address, which is why some systems have moved-bit @ide pointers. )

mode

owners (2)

timestamps (3)

size block count

direct blocks 7

i

single indirect —

i
|

[jo o o

oo oyl

Y

double indirect

Y

triple indirect

oo oyl

1T

The UNIX inode.

Performance

Theoptimalallocationmethodis differentfor sequentiahccesdiles thanfor randomaccessiles, andis
also different for small files than for large files.

Some systems support more than one allocation method, which may require specifying how the file |s to
beused(sequentiabr randomaccessatthetimeit is allocated Suchsystemsalsoprovideconversion
utilities.
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Somesystemsavebeenknownto usecontiguousaccesgor smallfiles, andautomaticallyswitchto an
indexed scheme when file sizes surpass a certain threshold.

And of coursesomesystemsadjusttheir allocationschemege.g.block sizes)to bestmatchthe
characteristics of the hardware for optimum performance.

Free SpaceManagement:

Anotherimportantaspecbf disk managemeris keepingtrack of andallocatingfree space.

Bit Vector

Onesimpleapproachs to usea bit vector, in which eachbit represents.disk block, setto 1 if freeor O if

allocated.
Fastalgorithmsexist forquickly finding contiguousblocksof a givensize

Thedownsideis thata 40GBdisk requireover5MB just to storéhebitmap. (Forexample)
Linked List

A linked list canalsobe used t&eeptrackof all free blocks.
Traversinghelist and/orfinding a contiguousblock of a givensizearenot easybut fortunatelyarenot
frequently needed operations. Generally the system just adds and removes single blocks from

thebeginningof thelist.
TheFAT tablekeepdrack ofthefreelist asjustonemorelinked list onthetable.

free-space list head

20[]21[J22F 123[]

24 J25[ |26 |27

28[ |29 130[ I31[ ]
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Linked free-spacelist on disk.

Grouping

A variationon linked list freelistsis to uselinks of blocksof indicesof free blocks.If ablock holdsupto
N addresses, then the first block in the linkisticontains up to NL addresses of free blocks and a
pointer to the next block of free addresses.

Counting

When there are multiple contiguous blocks of free space then the system can keep track of the start
addressof the group and the numberof contiguousfree blocks. As long as the averagelength of a
contiguous group of free blocks is greater than two this offers a savings in space needed for the
(Similar to compression techniques used for graphics images when a group of pixels all the sam

encountered.)

SpaceMaps (New)

Sun'sZFSfile systemwasdesignedor HUGE numbersandsizesof files, directoriesandevenfile
systems.

Theresultingdatastructurecouldbe VERY inefficientif notimplementedarefully. Forexample,
freeingup al GBfile on al TB file system couldnvolve updatingthousand®f blocksof freelist
bit maps if the file was spread across the disk.

ZFSusesacombination otechniquesstartingwith dividing thedisk up into (hundredf ) metaslab®f
a manageable size, each having their own space map.

Freeblocksaremanagedisingthe countingechniqueput ratherthanwrite theinformationto atable,it
is recordedn alog-structuredransactiorrecord.Adjacentfreeblocksarealsocoalescednto a
larger single free block.

An in-memoryspaceamapis constructedisingabalancedreedatastructure constructedrom thelog
data.

Thecombination othe inmemorytreeand theon-disk logprovidefor very fastand

efficientmanagementf theseverylargefiles andfreeblocks.

Efficiency and Performance:

Efficiency

UNIX pre-allocatesnodes,which occupiespace evebeforeanyfiles arecreated.

UNIX alsodistributesnodesacrosghedisk, and trieso storedatafiles neartheirinode,to reducethe
distance of disk seeks between the inodes and the data.

Somesystemasisevariablesizeclustersdependingn thefile size.

Themoredatathat isstored in a directorfe.g.lastaccesgime), themoreoften the directorplockshave

Page 45

ng

free
b col




to bere-written.

As technologyadvancesaddressingchemesavehadto grow aswell.

Sun'sZFSfile systemusesl28bit pointerswhich shouldtheoreticallyneverneedto beexpanded(The
mass required to store 27128 bytes with atomic storage would be at least 272 trillion kilograms! )
Kernel table sizes used to be fixed, and could only be changed by rebuilding the kernels. Moderr
tables are dynamically allocated, but that requiressmmomplicated algorithms for accessing them.

Performance

Disk controllersgenerallyincludeon-boardcaching.Whena seekis requestedthe headsaremovedinto

place, and then an entire track is read, starting from whatever sector is currently under the heads

( reducinglatency.) The requestedectoris returned andhe unrequestegortion of thetrackis cached
in thedisk'selectronics.

SomeOSescachedisk blockstheyexpectto needagainin a buffer cache.
A pagecacheconnectedo thevirtual memorysystemis actuallymoreefficientasmemoryaddresses
do not need to be converted to disk block addresses and back again.

Somesystemg Solaris,Linux, Windows2000,NT, XP ) usepagecachingfor bothprocesgpages
and file data in anified virtual memory.

Figuresshowthe advantagesf the unifiedbuffercachefoundin someversionsof UNIX andLinux
- Datadoesnot needto bestoredtwice, andproblemsof inconsistenbufferinformationareavoided.

17O using

EAES Sy A B S read( ) and write( )

-~

w

page cache

\

buffer cache

2

k4

file system

I/0O without a unified buffer cache.
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IYO using
read( ) and write( )

N/

buffer cache

|

file system

memory-mapped I/O

I/O using a unified buffer cache.

Page replacement strategies can be complicated with a unified cache, as one needs to decide whetper t
replaceprocessor file pagesandhow many pages$o guaranted¢o eachcategory ofpages.Solaris,for
examplehasgonethroughmanyvariationsyesultingin priority paginggiving procesgagegriority over
file 1/0 pages, and setting limits so that neither can knock the other completely out of memory.

Another issue affecting performance is the question of whether to implesyeciironous write®r
asynchronous writesSynchronous writes occur in the order in which the disk subsystem receives the
without caching; Asynchronous writes are cached, allowing the disk subsystem to schedule writes
more efficient order

Thetypeof file accessanalsohaveanimpacton optimalpage replacemepblicies.Forexample LRU
is not necessarily a good policy for sequential access files. For these types of files progression|norr
goes in a forward direction only, and the most recently used page will not be needed again until afte
file has been rewound andread from tle beginning, (if it is ever needed at all. )

Ontheotherhand, wecanexpectto needthe nextpagein thefile fairly soon.Forthisreasorsequential
access files often take advantage of two special policies:

o Free-behindfreesup apageassoonasthenextpagein thefile is requestedyith theassumption
that we are now done with the old page and won't need it again for a long time.

0 Readaheadreads the requested page and several subsequent pages at the same time, wit
assumption that those pages will be needed in the near future. This is similar to the track cac
that is already performed by the disk controller, except it saves the fatency of transferririg
data from the disk controller memory into motherboard main memory.

Thecachingsystemandasynchronousrites speedup disk writes considerablybecausé¢he disk
subsystentanschedulghysical writego thedisk to minimize headmovementnddisk seektimes.

q




Readspntheotherhand, musbedonemoresynchronouslyn spiteof the cachingsystemwith the
result that disk writes can coundetuitively be much faster on average than disk reads.

Recovery:

ConsistencyChecking

The storing of certain data structures (e.g. directories and inodes) in memory and the caching of dis
operationscan speedup performanceput what happensn the result of a systemcrash?All volatile
memory structurearelost, andthe information storedon the hard drive may beleft in aninconsistent
state.

A ConsistencyCheckeris oftenrun atboottime or mounttime, particularlyif afilesystemwasnot
closed down properly. Some of the problems that these tools look for include:

Disk blocksallocatedo files andalsolistedonthefreelist.
Disk blocks neither allocated to files nor on the free list.
Disk blocksallocatedo morethanonefile.
The number of disk blocks allocated to a file inconsistent with the file's stated

size.Properlyallocatedfiles / inodeswhich do notappeain anydirectoryentry.

Log-Structured File Systems

Log-basedransactionorientedfilesystemdorrowtechniqueslievelopedor databaseguaranteeinghat
any given transaction either completes successfully or can be rolled back to a safe state before t
transaction commenced:

All metadatahangesrewritten sequentiallyto alog.

A set ofchangedor performinga specifictask(e.g.movingafile ) is atransaction
As changesrewrittento thelog theyaresaidto be committedallowing the systento returnto its work. In
the meantime, the changes from the log are carried out on the actual filesystem, and a pointer keeps|
trackof which changes thelog havebeencompleted anavhich havenotyet beencompleted.

Whenall changegorrespondingo a particulartransactiorhavebeencompletedihattransactiorcanbe
safely removed from the log.

At anygiventime, thelog will containinformationpertainingto uncompletedransactiongnly, e.g.
actions that were committed but for which the entire transaction has not yet been completed.
Fromthelog, theremainingtransactionganbe completed,oif thetransactiorwasabortedthen
the partially completed changesanbeundone.

Other Solutions(New)

Sun'sZFSandNetwork Appliance'sWAFL file systemgakeadifferentapproacho file system
consistency.
No blocksof dataareeveroverwrittenin place.Ratherthe newdatais writteninto freshnewblocks,and
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afterthetransaction icomplete, thenetadatddatablock pointerg is updatedo pointto thenewblocks.
Theold blockscan then béreed upfor futureuse.

Alternatively,if theold blocksandold metadataresavedthenasnapshobf thesystemin its original
state is preserved. This approach is taken by WAFL.
ZFScombineghis with checksummingof all metadataanddatablocks,andRAID, to ensurehat

noinconsistenciearepossible andthereforeZFS doesnotincorporate @onsistencyghecker.

Backup and Restore
In orderto recoverost datain the eventof adisk crash|t is importantto conductbackupsegularly.

Filesshouldbe copiedto someremovablenedium,suchasmagnetidapes CDs,DVDs, or external
removable hard drives.

A full backupcopieseveryfile onafile system.
Incrementabackupscopyonly files which havechanged sinceomeprevioustime.

A combination of full and incremental backups can offer a compromise between full recoverability, th
numberandsizeof backuptapesneededandthe numberof tapeshatneedto be usedto do afull restore.
For example, one strategy might be:

o At the beginningf themonth doafull backup.

0 At theendof thefirst andagainattheendof the secondveek,backupall files which have
changed since the beginning of the month.

o At theend ofthethird week,backupall files thathavechangedincethe endof the secondwveek.

o Everydayofthemonthnotlistedabove,doanincrementabackupof all files thathavechanged
since the most recent of the weekly backups described above.

Backuptapesareoftenreusedparticularlyfor daily backupsput therearelimits to how manytimesthe
same tape can be used.

Everyso oftenafull backupshould be madthatis kept "foreverand notoverwritten.
Backuptapesshouldbetestedto ensurethat theyare readable!

For optimal security, backup tapes should be keppidhises, so that a fire or burglary cannot destroy
boththe systemandthebackupsTherearecompanieg e.g. IronMountain) thatspecializen thesecure
off-site storage of critical backup information.

Keepyour backuptapessecure- The easiestvayfor a thief to stealall your datais to simply pocket
your backup tapes!
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Storingimportantfiles on morethanonecomputercanbe analternate¢houghlessreliableform of
backup.

Notethatincrementabackupsanalsohelpusers tagetback apreviousversionof afile thattheyhave
since changed in some way.

Bewarethatbackupsanhelpforensicinvestigatorsecovere-mailsandotherfiles thatusershadthough
they had deleted!

/O Systems:

Overview

Managemenbf I1/0O devicess a veryimportantpartof the operatingsystem soimportantandsovaried
that entire 1/0 subsystems are devoted to its operation. ( Consider the range of devices on p mc
computer, from mice, keyboards, disk drives, display adapters, USB devices, network connections, &
I/O, printers, special devices for the handicapped, many speciglurpose peripherals. )

I/O Subsystemaustcontendwith two (conflicting?) trends:(1) The gravitatiortowardsstandard
interfacedor awide rangeof devicesmakingit easietto addnewly developedlevicedo existingsystems),
and(2) thedevelopmenof entirelynewtypesof devicesfor whichtheexistingstandardnterfacesarenot
always easy to apply.

Devicedriversaremoduleghatcanbe pluggedinto anOS tohandlea particulardeviceor categoryof

similar devices.

/O Hardware:

I/O devices can be roughly categorized as storage, communicationsitadace, and
otherDevicescommunicatevith thecomputervia signalssentoverwiresor through theair.
Devicesconnectwith thecomputervia ports, e.g.aserialor parallelport. A

common set of wires connecting multiple devices is ternadsa

0 Busesncluderigid protocolsfor thetypesof messagethatcanbe sentacrosghe busandthe
procedures for resolving contention issues.

o Figurebelowillustratesthreeof thefour bustypescommonlyfoundin a moderrPC:

Page 50




1. ThePClI busconnectsigh-speechigh-bandwidthdeviceso thememorysubsystentand
the CPU.)

2. Theexpansionbusconnectslowerlow-bandwidthdeviceswhichtypically deliverdata
one character at a time (with buffering.)

3. TheSCSlbusconnectsa number o5SCSldevicesto a common SCSlontroller.

4. A daisychain bus, (notshown)is whena stringof devicess connectedo eachotherlike
beads on a chain, and only one of the devices is directly connected to the host.

:
=3
0
g
monitor processor %
cache
graphics bridge/memory memory SCSI controller
controller controller
| PCl bus

expansion bus
interface

@ @ { expansion bus ]
@ @ parallel serial
port port

A typical PC bus structure.

IDE disk controller

keyboard

Oneway of communicatingvith devicess throughregistersassociateavith eachport. Registersnaybe
one to four bytes in size, and may typically include ( a subset of ) the following four:
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1. Thedatain registeris read bythe hosto get inputfrom thedevice.

2. Thedataout registeris written by the hosto sendoutput.

3. Thestatusregisterhasbits readby the hostto ascertairthe statusof thedevice,suchasidle,
ready for input, busy, error, transaction complete, etc.

4. Thecontrol registerhasbits written by the hostto issuecommand®r to changesettingsof the
device such as parity checking, word length, or ftéksus halduplex operation.

Figureshowssomeof the mostcommon I/Oport addressanges.

Devicel/O port locationson PCs( partial ).
Anothertechnique focommunicatingvith devicess memorymapped/O.

o Inthis case a certain portion of the processor's address space is mapped to the device,

andcommunication®ccurby readingandwriting directly to/fromthosememoryareas.

o Memorymapped I/Qs suitablefor devicesvhich mustmovelargequantitiesof data

quickly, such as graphics cards.

o Memorymapped I/Gcanbeusedeitherinsteadof or moreoftenin combinatiorwith traditional
registers. For example, graphics cards still use registers for control information such as setting

the video mode.
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