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CCS335 CLOUD COMPUTING 

UNIT I CLOUD ARCHITECTURE MODELS AND INFRASTRUCTURE     

Cloud Architecture: System Models for Distributed and Cloud Computing – NIST Cloud Computing 

Reference Architecture – Cloud deployment models – Cloud service models; Cloud Infrastructure: 

Architectural Design of Compute and Storage Clouds – Design Challenges  

1. What is Cloud Computing?  

Cloud Computing is defined as storing and accessing of data and computing services over the 

internet. It doesn’t store any data on your personal computer. It is the on-demand availability of 

computer services like servers, data storage, networking, databases, etc. The main purpose of cloud 

computing is to give access to data centers to many users. Users can also access data from a remote 

server. 

Examples of Cloud Computing Services: AWS, Azure. 

 

2. Write down characteristic of cloud computing?  

 The National Institute of Standards Technology (NIST) lists five essential characteristics of 
cloud computing: on-demand self-service, broad network access, resource pooling, rapid elasticity, 
and measured service. 

3. What are all Cloud Computing Services? 

4. The three major Cloud Computing Offerings are 

 Software as a Service (SaaS)  

 Platform as a Service (PaaS) 

 Infrastructure as a Service (IaaS) 

4. Describe the type of cloud computing 

There Are Four Main Types of Cloud Computing:  

 Private Clouds 

 Public Clouds 

 Hybrid Clouds  

 Multiclouds 

5. Write down advantages of cloud computing? Advantages (or) Pros of Cloud Computing 

 Improved Performance 

 Lower IT Infrastructure Costs 

 Fewer Maintenance Issues 

 Lower Software Costs 

 Instant Software Updates 

 Increased Computing Power 

6. Write down disadvantage of cloud computing 
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 Requires a constant Internet connection 

 Does not work well with low-speed connections 

 Can be slow 

 Stored data might not be secure 

 Stored data can be lost 

7. What are the computing Paradigm Distinctions? 

 Centralized computing 

 Parallel Computing 

 Distributed Computing 

 Cloud Computing 

 

8. What are the differences between Grid computing and cloud computing? 

 Grid computing Cloud computing 

What? Grids enable access to 

computing power and storage 

capacity from your desktop 

shared Clouds enable access to leased 

computing power and storage 

capacity from your desktop 

Who provides 

service? 

the Research institutes and universities 

federate their services around the world. 

Large individual companies 

e.g. Amazon and Microsoft. 

Who uses 

service? 

the Research collaborations, called "Virtual 

Organizations", which bring together 

researchers around the world 

working in the same field. 

Small to medium commercial 

businesses or researchers with 

generic IT needs 

Who pays for 

service? 

the Governments - providers and users are 

usually publicly funded research 

organizations. 

The cloud provider pays for 

the computing resources; the 

user pays to use them 

 

9. Difference between Cloud Computing and Distributed Computing  

S.No. CLOUD COMPUTING DISTRIBUTED COMPUTING 
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01. 

Cloud computing refers to 

providing on demand IT 

resources/services like server, 

storage, database, networking, 

analytics, software etc. over 

internet. 

 

Distributed computing refers to solve a 

problem over distributed autonomous 

computers and they communicate between 

them over a network. 

 

 

 

 

02. 

 

In simple cloud computing can be said 

as a computing technique that delivers 

hosted services over the internet to its 

users/customers. 

In simple distributed computing can be said 

as a computing technique which allows to 

multiple computers to communicate and 

work to solve a single problem. 

 

 

 

 

03. 

 

It is classified into 4 different types such 

as Public Cloud, Private Cloud, 

Community Cloud and Hybrid Cloud. 

It is classified into 3 different types such as 

Distributed Computing Systems, 

Distributed Information Systems and 

Distributed PervasiveSystems. 

 

 

 

 

04. 

There are many benefits of cloud 

computing like cost effective, elasticity 

and reliable, economies of Scale, access 

to the global market etc. 

 

 

There are many benefits of distributed 

computing like flexibility, reliability, 

improved performance etc. 

 

 

 

05. 

Cloud computing provides services such 

as hardware, software, networking 

resources through internet. 

Distributed computing helps to achieve 

computational tasks more faster than using 

a single computer asit takes a lot of time. 

 

 

 

 

06. 

 

The goal of cloud computing is to 

provide on demand computing services 

over internet on pay peruse model. 

The goal of distributed computing is to 

distribute a single task among multiple 

computers and to solve it quickly by 

maintaining coordinationbetween them. 

 

 

 

 

 

07. 

Some characteristics of cloud computing 

are providing shared pool of 

configurable computing resources, on- 

demand service, pay per use, 

provisioned by the Service Providers etc. 

Some characteristics of distributed 

computing are distributing a single task 

among computers to progress the work at 

same time, Remote Procedure calls and 

Remote Method Invocation for distributed 

computations. 

 

10. lists the actors defined in the NIST cloud computing reference architecture 
The NIST cloud computing reference architecture defines five major actors: 

cloud consumer, cloud provider, cloud carrier, cloud auditor and cloud broker. Each actor is 

an entity (a person or an organization) that participates in a transaction or process and/or 

performs tasks in cloud computing. 
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11. Discuss general activity of actors in NIST architecture 

 

 

12. What is a Cloud Deployment Model? 

Cloud Deployment Model functions as a virtual computing environment with a 

deployment architecture that varies depending on the amount of data you want to store 

and who has access to the infrastructure. 

13. What is the Right Choice for Cloud Deployment Model? 

• Cost: Cost is an important factor for the cloud deployment model as it tells 

how much amount you want to pay for these things. 

• Scalability: Scalability tells about the current activity status and how much 

we can scale it. 

• Easy to use: It tells how much your resources are trained and how easily 

can you manage these models. 

• Compliance: Compliance tells about the laws and regulations which impact the 

implementation of the model. 

• Privacy: Privacy tells about what data you gather for the model. 

14. What are different Models of Cloud Computing? 

Cloud Computing helps in rendering several services according to roles, companies, etc. 

Cloud computing models are explained below. 

• Infrastructure as a service (IaaS) 

• Platform as a service (PaaS) 

• Software as a service (SaaS) 

 

15. Define Infrastructure as a service (IaaS) 

Infrastructure as a Service (IaaS) helps in delivering computer infrastructure on an 

external basis for supporting operations. Generally, IaaS provides services to networking 

equipment, devices, databases, and web servers. 

Infrastructure as a Service (IaaS) helps large organizations, and large enterprises 

in managing and building their IT platforms. This infrastructure is flexible according to 

the needs of the client. 

https://www.geeksforgeeks.org/difference-between-iaas-paas-and-saas/
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16. Define Platform as a service (PaaS) 

Platform as a Service (PaaS) is a type of cloud computing that helps developers 

to build applications and services over the Internet by providing them with a 

platform.PaaS helps in maintaining control over their business applications. 

 

17. Define Software as a service (SaaS) 

Software as a Service (SaaS) is a type of cloud computing model that is the 

work of delivering services and applications over the Internet. The SaaS applications are 

called Web- Based Software or Hosted Software. 

 

18. List the disadvantages of the public cloud model 

The disadvantages of the public cloud model are: 

• Data Security and Privacy Concerns: Because it is open to the public, it 
does not provide complete protection against cyber-attacks and may expose 
weaknesses. 

• Issues with Reliability: Because the same server network is accessible 

to a wide range of users, it is susceptible to failure and outages. 
• Limitation on Service/License: While there are numerous resources that you 

may 
share with renters, there is a limit on how much you can use. 

19. List the disadvantages of the hybrid cloud model 

The disadvantages of the hybrid cloud model are: 

• Maintenance: A hybrid cloud computing strategy may necessitate additional 
maintenance, resulting in a greater operational expense for your company. 

• Difficult Integration: When constructing a hybrid cloud, data, and application 

integration might be difficult. It’s also true that combining two or more 

infrastructures will offset a significant upfront cost. 

20. List the disadvantages of the private cloud model 

The disadvantages of the private cloud model are 

• Restricted Scalability: Private clouds have restricted scalability because they 

are scaled within the confines of internally hosted resources. The choice of 

underlying hardware has an impact on scalability. 

• Higher Cost: Due to the benefits you would receive, your investment will be 

higher than the public cloud (pay for software, hardware, staffing, etc). 

 

21. What are the Cloud infrastructure components? 

Different components of cloud infrastructure supports the computing 

requirements of a cloud computing model. Cloud infrastructure has number of key 

components but not limited to only server, software, network and storage devices. Still 

cloud infrastructure is categorized into three parts in general i.e. 

o Computing 

o Networking 
o Storage 

 

 

 

https://www.geeksforgeeks.org/platform-as-a-service-paas-and-its-types/
https://www.geeksforgeeks.org/software-as-a-service-saas/
https://www.geeksforgeeks.org/software-as-a-service-saas/
https://www.geeksforgeeks.org/software-as-a-service-saas/
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UNIT II VIRTUALIZATION BASICS 

Virtual Machine Basics – Taxonomy of Virtual Machines – Hypervisor – Key Concepts – 

Virtualization structure – Implementation levels of virtualization – Virtualization Types: 

Full Virtualization – Para Virtualization – Hardware Virtualization – Virtualization of CPU, 

Memory and I/O devices. 

 

1. Define virtual machine 

A VM is a virtualized instance of a computer that can perform almost all of the same 

functions as a computer, including running applications and operating systems. Virtual 

machines run on a physical machine and access computing resources from software 

called a hypervisor. 

2. Define a cloud virtual machine 

A cloud virtual machine is the digital version of a physical computer that can run in a 

cloud. Like a physical machine, it can run an operating system, store data, connect to 

networks, and do all the other computing functions. 

 

3. List the Advantages of cloud virtual machine 

There are many advantages to using cloud virtual machines instead of physical 

machines, including: 

 

o Low cost: It is cheaper to spin off a virtual machine in the clouds than 

to procure a physical machine. 

o Easy scalability: We can easily scale in or scale out the infrastructure of a 

cloud virtual machine based on load. 

o Ease of setup and maintenance: Spinning off virtual machines is very easy 

as compared to buying actual hardware. This helps us get set up quickly.  

 

o Shared responsibility: Disaster recovery becomes the responsibility of the 

Cloud provider. We don’t need a different disaster recovery site incase our 

primary site goes down. 

4. List the Benefits of Virtualization 

 More flexible and efficient allocation of resources. 

 Enhance development productivity. 

 It lowers the cost of IT infrastructure.  

 Remote access and rapid scalability. 

 High availability and disaster recovery. 

 Pay peruse of the IT infrastructure on demand.  

 Enables running multiple operating systems. 

 

5. Is there any limit to no. of virtual machines one can install 

In general there is no limit because it depends on the hardware of your system. 

As the VM is using hardware of your system, if it goes out of it’s capacity then it will 

limit you not to install further virtual machines. 

6. Can one access the files of one VM from another 

In general No, but as an advanced hardware feature, we can allow the file-sharing 

for different virtual machines. 
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7. What are Types of Virtual Machines? 

we can classify virtual machines into two types: 

1. System Virtual Machine 

2. Process Virtual Machine 

8. What are Types of Virtualization? 

1. Application Virtualization 

2. Network Virtualization 

3. Desktop Virtualization 

4. Storage Virtualization 
5. Server Virtualization 

6. Data virtualization 

9. Define Uses of Virtualization 

 Data-integration 

 Business-integration 

 Service-oriented architecture  

 data-service 

 Searching organizational data 

10. What is mean by hypervisor? 

A hypervisor, also known as a virtual machine monitor or VMM, is software that 

creates and runs virtual machines (VMs). A hypervisor allows one host computer to 

support multiple guest VMs by virtually sharing its resources, such as memory and 

processing. 

11. List down the different types of VMM 

 VMWare ESXi  

 Xen. 
 KVM 

12.What are the types of hypervisor? 

Type 1 hypervisors run directly on the system hardware. They are often referred to 

as a "native"or "bare metal" or "embedded" hypervisors in vendor literature. 

Type 2 hypervisors run on a host operating system. 

 

 

13. What is Virtualized Infrastructure Manager (VIM)? 

 

The virtualized infrastructure manager (VIM) in a Network Functions 

Virtualization (NFV) implementation manages the hardware and software resources that 

the service provider uses to create service chains and deliver network services to 

customers. 

 

 

 

 

https://www.geeksforgeeks.org/network-virtualization-in-cloud-computing/
https://www.geeksforgeeks.org/server-virtualization/
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14. Differentiate between system VM and Process VM 

A Process virtual machine, sometimes called an application virtual machine, runs 

as a normal application inside a host OS and supports a single process. It is created when 

that process is started and destroyed when it exits. Its purpose is to provide a platform-

independent programming environment that abstracts away details of the underlying 

hardware or operating system, and allows a program to execute in the same way on any 

platform. 

A System virtual machine provides a complete system platform which supports 

the execution of a complete operating system (OS), Just like you said VirtualBox is one 

example. 

 

15. Mention the signification of Network Virtualization 

Network virtualization helps organizations achieve major advances in speed, agility, 

and security by automating and simplifying many of the processes that go into running a 

data center network and managing networking and security in the cloud. Here are some of 

the key benefits of network virtualization: Reduce network provisioning time from weeks 

to minutes 

Achieve greater operational efficiency by automating manual processes Place and move 

workloads independently of physical topology Improve network security within the data 

center 

 

16. List the implementation levels of virtualization  

 Instruction set architecture (ISA) level 

 Hardware abstraction layer (HAL) level  

 Operating System Level  

 Library (user-level API) level  

 Application level 

17. Explain hypervisor architecture 

A hypervisor or virtual machine monitor (VMM) is a piece of computer 

software, firmware orhardware that creates and runs virtual machines. 

18. Define para-virtualization? 

Para-virtualization is a virtualization technique that presents a software interface to 

virtual machines that is similar, but not identical to that of the underlying hardware. 

19. What are the two types of hypervisor? 

 Micro-kernel architecture  

 Monolithic hypervisor architecture 

 

20. Define Application virtualization 
 

Application-level virtualization is a technique allowing applications to be run in 

runtime environments that do not natively support all the features required by such 

applications. These techniques are mostly concerned with partial file systems, libraries, 

and operating system component emulation. 

 

21. Define server virtualization 

Server virtualization is the process of dividing a physical server into multiple 

unique and isolated virtual servers by means of a software application. Each virtual 

server can run its own operating systems independently. 

 

 



 

 
 
 

CCS335 Cloud Computing  S.P Audline Beena, AP/CSE 

 

 

UNIT III VIRTUALIZATION INFRASTRUCTURE AND DOCKER 

Desktop Virtualization – Network Virtualization – Storage Virtualization – System−level 

of Operating Virtualization – Application Virtualization – Virtual clusters and Resource 

Management – Containers vs. Virtual Machines – Introduction to Docker – Docker 

Components – Docker Container – Docker Images and Repositories. 

 

1. How to implement internal network virtualization? 

 

The guest can share the same network interface of the host and use Network Address 

Translation (NAT) to access the network; The virtual machine manager can emulate, and 

install on the host, an additional network device, together with the driver. The guest can 

have a private network only with the guest. 

2. What is Hardware-level virtualization? 

 

Hardware-level virtualization is a virtualization technique that provides an abstract 

execution environment in terms of computer hardware on top of which a guest operating 

system can be run. 

3. Define hypervisor 

 

The hypervisor is generally a program or a combination of software and hardware that 

allows the abstraction of the underlying physical hardware. 

Hypervisors is a fundamental element of hardware virtualization is the hypervisor, or 

virtual machine manager (VMM). 

 

4. Mention the advantages of SAN 

There are different techniques for storage virtualization, one of the most popular being 

network based virtualization by means of storage area networks (SANs).SANS use a 

network accessible device through a large bandwidth connection to provide storage 

facilities. 

 

5. What is Operating system-level virtualization? 

 

• Operating system-level virtualization offers the opportunity to create different and 

separated execution environments for applications that are managed concurrently. 

• Differently from hardware virtualization, there is no virtual machine manager or 

hypervisor, and the virtualization is done within a single operating system, where the OS 

kernel allows for multiple isolated user space instances. 

6. What is storage virtualization? 

• Storage virtualization is a system administration practice that allows decoupling the 

physical organization of the hardware from its logical representation. Using this 
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technique, users do not have to be worried about the specific location of their data, 

which can be identified using a logical path. 

 

7. Define Desktop virtualization 

 Desktop virtualization abstracts the desktop environment available on a personal 
computer in order to provide access to it using a client/server approach. 

 

 Desktop virtualization provides the same outcome of hardware virtualization but 

serves a different purpose. 

 

8. What is Network Migration? 

A migrating VM should maintain all open network connections without relying on 

forwarding mechanisms on the original host or on support from mobility or redirection 

mechanisms. 

To enable remote systems to locate and communicate with a VM, each VM must be 

assigned a virtual IP address known to other entities. 

9. Differentiate between physical and virtual cluster 

 

A physical cluster is a collection of physical servers / machines interconnected by a 

physical network such as a LAN. On the other hand, A virtual cluster is a collection of 

virtual servers / machines interconnected by a virtual network 

10. List the issues in migration process 

 Memory Migration  

 File System Migration  

 Network Migration 

11. List six steps in live migration. 

12. How to manage a virtual cluster? 

 cluster manager resides on a guest system Cluster manager resides on the 

host systems. The host-based manager supervises the guest systems and can restart the 

guest system on another physical machine. 

Use an independent cluster manager on both the host and guest systems Use an 

integrated cluster on the guest and host systems. This means the manager must be 

designed to distinguish between virtualized resources and physical resources. 
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13. Differentiate between Containers and virtual machines 

Containers and virtual machines are two types of virtualization technologies that share 

many similarities. 

Virtualization is a process that allows a single resource, such as RAM, CPU, Disk, or 

Networking, to be virtualized and represented as multiple resources. 

 

However, the main difference between containers and virtual machines is that virtual 

machines virtualize the entire machine, including the hardware layer, while containers 

only virtualize software layers above the operating system level. 

14. List the different types of Docker networks 

 

Bridge: This is the default network driver and is suitable for different containers that 

need to communicate with the same Docker host. 

Host: This network is used when there is no need for isolation between the container 

and the host. 

Overlay: This network allows swarm services to communicate with each other. 

None: This network disables all networking. 

Macvlan: This assigns a Media Access Control (MAC) address to containers, which 

looks like a physical address. 

15. What is the purpose of Docker Hub? 

 

The Docker Hub is a cloud-based repository service where users can push their Docker 

Container Images and access them from anywhere via the internet.It offers the option 

to push images as private or public and is primarily used by DevOps teams. 

The Docker Hub is an open-source tool that is available for all operating systems. It 

functions as a storage system for Docker images and allows users to pull the required 

images when needed. 
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UNIT IV CLOUD DEPLOYMENT ENVIRONMENT 
 

Google App Engine–Amazon AWS – Microsoft Azure; Cloud Software 

Environments –Eucalyptus Open Stack. 

1. Describe about GAE 

 

Google's App Engine (GAE) which offers a PaaS platform supporting various cloud 

and web applications. This platform specializes in supporting scalable (elastic) web 

applications. GAE enables users to run their applications on a large number of data 

centers associated with Google's search engine operations. 

 

 

2. Mention the components maintained in a node of Google cloud 

platform 

 

GFS is used for storing large amounts of data. 

MapReduce is for use in application program development. Chubby is used for 

distributed application lock services. BigTable offers a storage service for accessing 

structured data. 

 

3. List the functional modules of GAE 

 Data store Application runtime environment 

 Software development kit (SDK)  

 Administration consoleGAE  

 web service infrastructure 

4. List some of the storage tools in Azure 

Blob, Queue, File, and Disk Storage, Data Lake Store, Backup, and Site Recovery. 

 

5. List the applications of GAE 

Well-known GAE applications include the Google Search Engine, Google Docs, 

Google Earth, and Gmail.These applications can support large numbers of users 

simultaneously.Users can interact with Google applications via the web interface 

provided by each application.Third-party application providers can use GAE to build 

cloud applications for providing services. 

 

6. Mention the goals for design and implementation of the BigTable 

system 

 

The applications want asynchronous processes to be continuously updating different 

pieces of data and want access to the most current data at all times. The database needs 

to support very high read/write rates and the scale might be millions of operations per 

second. The application may need to examine data changes over time. 

7. Describe about Openstack 

The OpenStack project is an open source cloud computing platform for all types of 

clouds, which aims to be simple to implement, massively scalable, and feature 

rich.Developers and cloud computing technologists from around the world create the 

OpenStack project.OpenStack provides an Infrastructure-as-a-Service (IaaS) solution 
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through a set of interrelated services. 

8. List the key services of OpenStack 

The OpenStack system consists of several key services that are separately installed. 

Compute, Identity, Networking, Image, Block Storage, Object Storage, Telemetry, 

Orchestration and Database services. 

9. Describe about Eucalyptus 

 

Eucalyptus is an open-source cloud computing software architecture based on Linux 

that offers Infrastructure as a Service (IaaS) and a storage platform. 

It delivers fast and effective computing services and is designed to be compatible with 

Amazon's EC2 cloud and Simple Storage Service (S3). 

Eucalyptus Command Line Interfaces (CLIS) have the capability to manage both 

Amazon Web Services and private instances. 

10. List different types of computing environment 

 

 Mainframe  

 Client-Server 

 Cloud Computing  

 Mobile Computing  

 Grid Computing 

11. Write short note on Amazon EC2? 

Amazon Elastic Compute Cloud (Amazon EC2) is a cloud-based web service that offers 

a secure and scalable computing capacity.It allows organizations to customize virtual 

compute capacity in the cloud, with the flexibility to choose from a range of operating 

systems and resource configurations such as CPU, memory, and storage.With Amazon 

EC2, capacity can be increased or decreased within minutes, and it supports the use of 

hundreds or thousands of server instances simultaneously.This is all managed through 

web service APIs, enabling applications to scale themselves up or down as needed. 

12. Mention the advantages of Dynamo DB 

Amazon DynamoDB is a NoSQL database service that offers fast and flexible storage 

for applications requiring consistent, low-latency access at any scale.It's fully managed 

and supports both document and key-value data models. 

13. What is Microsoft Azure? 

 

Azure is a cloud platform developed by Microsoft, similar to Google Cloud and 

Amazon Web Services (AWS).It provides access to Microsoft's resources, such as 

virtual machines, analytical and monitoring tools, and fast data processing. Azure is a 

cost-effective platform with simple pricing based on the "Pay As You Go" model, 

which means the user only pay for the resources the user use. 

14. List the three modes of network component in Eucalyptus 

Static mode, which allocates IP addresses to instances System mode, which assigns a 

MAC address and connects the instance's network interface to the physical network via 

NC Managed mode, which creates a local network of instances. 
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15. Mention the disadvantages of AWS 

AWS can present a challenge due to its vast array of services and functionalities, which 

may be hard to comprehend and utilize, particularly for inexperienced users. The cost 

of AWS can be high, particularly for high-traffic applications or when operating 

multiple services. 
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UNIT V CLOUD SECURITY 

Virtualization System-Specific Attacks: Guest hopping – VM migration attack – hyper 

jacking. Data Security and Storage; Identity and Access Management (IAM) - IAM 

Challenges - IAM Architecture and Practice. 

1. What is a virtualization attack? 

Virtualization Attacks One of the top cloud computing threats involves one of its core 

enabling technologies: virtualization. In virtual environments, the attacker can take 

control of virtual machines installed by compromising the lower layer hypervisor. 

 

2. What are the different types of VM attacks? 

However, virtualization introduces serious threats to service delivery such as Denial of 

Service (DoS) attacks, Cross-VM Cache Side Channel attacks, Hypervisor Escape and 

Hyper-jacking. One of the most sophisticated forms of attack is the cross-VM cache 

side channel attack that exploits shared cache memory between VMs. 

3. What is guesthopping? 

Guest-hopping attack: In this type of attack, an attacker will try to get access to one 

virtual machine by penetrating another virtual machine hosted in the same hardware. 

One of the possible mitigations of guest hopping attack is the Forensics and VM 

debugging tools to observe the security of cloud. 

4. What is a hyperjacking attack? 

Hyperjacking is an attack in which a hacker takes malicious control over the 

hypervisor that creates the virtual environment within a virtual machine (VM) host. 

5. How does a hyperjacking attack work? 

Hyperjacking is an attack in which an adversary takes malicious control over the 

hypervisor that creates the virtual environment within a virtual machine (VM) host. 

6. What is data security and storage in cloud computing? 

Cloud data security is the practice of protecting data and other digital information assets 

from security threats, human error, and insider threats. It leverages technology, policies, 

and processes to keep your data confidential and still accessible to those who need it in 

cloud-based environments 

7. What are the 5 components of data security in cloud computing? 

Visibility. 

Exposure Management. 

Prevention Controls. 

Detection. 

Response 
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8. What is cloud storage and its types? 

What are the types of cloud storage? There are three main cloud storage types: object 

storage, file storage, and block storage. Each offers its own advantages and has its own 

use cases. 

 

9. What are the four principles of data security? 

There are many basic principles to protect data in information security. The primary 

principles are confidentiality, integrity, accountability, availability, least privilege, 

separation of privilege, and least common mechanisms. The most common security 

principle is CIA triad with accountability 

 

10. What is the definition if IAM? 

Identity and access management (IAM) ensures that the right people and job roles in 

your organization (identities) can access the tools they need to do their jobs. Identity 

management and access systems enable your organization to manage employee apps 

without logging into each app as an administrator 

11. What are the challenges of IAM? 

Lack of centralized view 

Difficulties in User Lifecycle Management Keeping 

Application Integrations Updated Compliance 

Visibility into Third Party SaaS Tools 

12. What is the principle of IAM? 

A principal is a human user or workload that can make a request for an action or 

operation on an AWS resource. After authentication, the principal can be granted either 

permanent or temporary credentials to make requests to AWS, depending on the 

principal type. 

 

13. What is IAM tools? 

Identity access management (IAM) or simply put, identity management, is a category of 

software tools that allows businesses of all sized to generally manage the identities and 

access rights of all their employees. 

14. How many types of IAM are there? 

IAM roles are of 4 types, primarily differentiated by who or what can assume the role: 

Service Role. Service-Linked Role. Role for Cross-Account Access. 

15. What are IAM requirements? 

IAM requirements are organized into four categories:  

Account Provisioning & De- provisioning, Authentication,  

Authorization & Role Management,and Session Management. For each category a 

general description of goals is provided, followed by a list of specific requirements that 

will help ensure goals will be met. 
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