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UNIT – IV                 CB3451 -CRYPTOGRAPHY AND CYBER SECURITY 

 

SECURE HASH ALGORITHM (SHA) 

The most widely used hash function has been the Secure Hash Algorithm (SHA). 

SHA was developed by the National Institute of Standards and Technology 

(NIST) and published as a federal information processing standard (FIPS 180) in 

1993.SHA is based on the hash function MD4, and its design closely models 

MD4. Three new versions of SHA, with hash value lengths of 256, 384, and 512 

bits, known as SHA-256, SHA-384, and SHA-512, respectively. Collectively, 

these hash algorithms are known as SHA-2. 

 

SHA-512 Logic 

Message Digest Generation Using SHA-512 

The algorithm takes as input a message with a maximum length of less than bits 

2128 bits and produces as output a 512-bit message digest. The input is processed 

in 1024-bit blocks. The processing consists of the following steps. 

 

Step 1 Append padding bits. The message is padded so that its length is 

congruent to 896 modulo 1024 of 1 to 1024. The padding consists of a single 1 bit 

followed by the necessary number of 0 bits. 

Step 2 Append length. A block of 128 bits is appended to the message. This 

block is treated as an unsigned 128-bit integer (most significant byte first) and 

contains the length of the original message (before the padding). 

The outcome of the first two steps yields a message that is an integer multiple of 

1024 bits in length. The expanded message is represented as the sequence of 1024-

bit blocks M1, M2, Á , MN , so that the total length of the expanded message is N 

* 1024 bits 
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Step 3 Initialize hash buffer. A 512-bit buffer is used to hold intermediate and 

final results of the hash function. The buffer can be represented as eight 64-bit 

registers (a, b, c, d, e, f, g, h).These registers are initialized to the following 64- 

bit integers (hexadecimal values) These values are stored in big-endian format, 

which is the most significant byte of a word in the low-address (leftmost) byte 

position. 

Step 4 Process message in 1024-bit (128-word) blocks. The heart of the 

algorithm is a module that consists of 80 rounds; Each round takes as input the 

512-bit buffer value, ABCDEFGH, and updates the contents of the buffer. At 

input to the first round, the buffer has the value of the intermediate hash value, 

Hi-1). 
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Step 5 Output. After all 1024-bit blocks have been processed, the output from the N 

th stage is the 512- bit message digest. Thus, in the first 16 steps of processing, the 

value of Wt is equal to the corresponding word in the message block. For the remaining 

64 steps, the value of Wt consists of the circular left shift by one bit of the XOR of four 

of the preceding values of Wt , with two of those values subjected to shift and rotate 

operations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 Compression Function 



 

 

 

DSS APPROACH 

DSS uses an algorithm that is designed to provide only digital signature 

function. Unlike RSA, it cannot be used for encryption or key exchange. 

The DSS approach makes use of a hash function. The hash code is 

provided as input to a signature function along with a random number k 

generated for this particular signature. The signature function also depends on 

the sender’s private key (PRa) and the global public key (PUG) The result is a 

signature consisting of two components, labeled s and r. At the receiving end, 

the hash code of the incoming message is generated. This plus the signature is 

 

 

 

 

 

 

 

 

 

 

 

 

input to a verification function. 

 

The verification function also depends on the global public key as well 

as the sender’s public key (PUa), which is paired with the sender’s private key. 

The output of the verification function is a value that is equal to the signature 

component if the signature is valid. The signature function is such thatonly the 

sender, with knowledge of the private key, could have produced the valid 

signature. 



 

 

THE DIGITAL SIGNATURE ALGORITHM 

1. Global Public key Components 

p- prime no. where 2L-1 < p< 2 L for 

512 ≤L ≤1024 q –prime divisor of ( p-1 

) where 2 

g = h (p-1)/q mod p 

where h is any integer with 1 < h < (p-1) such that h (p-1)/q mod p > 12 160 

 

2. User’s Private key 

x - random or pseudo random integer with 0 < x < q 

3. User’s 

Public key 

y = g x mod p 

1. User’s Per Message Secret Number 

k = random or pseudo random integer with 0 < k < q 



 

 

 

DSA Signature Creation 

To sign a message M the sender: the sender generates a 

random signature key k, k<qComputes signature pair: 

r =(gk mod p)mod q 

s = [k-1(H(M)+ xr)] mod q 

Signature = (r,s) 

DSA Signature Verification 

After received M & signature (r,s) 

Verify a signature, recipient computes: w =(s’)-1 mod q 

u1= [H(M’)w 

]mod q u2= 

(r’w)mod q 

v = [(gu1 yu2)mod p ]mod q 

If v=r then signature is verified. 



 

 

 

 

 

 

ELGAMAL DIGITAL SIGNATURES 

Elgamal signature scheme involves the use of private key for encryption and public key 

for decryption 

The global elements of Elgamal digital signature are prime number q and a, 

which is the primitive rootof q. 

1. Global Public key Components 

q - prime no. 

a – primitive root of q 

 

 

2. User A signs a message M to B by computing 

 Generate a random integer XA, such that 1 < XA < q-1 

 Compute YA= a X A mod q 

 A’s Private key is XA 

 A’s Public key is YA 

To sign a message M, user A first computes the hash m=H(M), such that m is an integer 

in the range 0≤ m ≤ (q-1) 

3. User A generates the digital signature 

 Choose a random integer K, such that 1≤ K≤(q-1) and gcd(K,q- 

1) = 1. That is, K isrelatively prime to q-1. 

 Compute, S1 = a K mod q 

 Compute K -1 mod q-1 

 Compute, S2 = K-1(m-xAS1) mod (q-1) 

 The signature consists of a pair (S1,S2) 

2. User B verifies the Signature 

V1 = am mod q 

V2= (YA)S1 (S1)S2 mod q 

The signature is valid if V1 = V2. 
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Example I 

GlobalElement 

q=19 and a=10 

Alice computes the private and public key 

 Alice computes her key: 

 Alice chooses Private key, XA=16 

 Computes Public Key, YA=1016 mod 19 = 4 

 Alice signs message with hash m=14 

 Alice chooses K=5 which is relatively prime to q-1=18 

 Compute S1 = 105 mod 19 = 3 

 Compute K-1 mod (q-1) = 5-1 mod 18 = 11 

 Compute S2 = 11(14-16*3) mod 18 = -374 mod 18=4 {-374 mod 

18=18-374%18} 

 B can verify the signature by computing 

 V1 = 1014 mod 19 = 16 

 V2 = 43.34 = 5184 = 16 mod 19 

 Since 16 = 16 signature is verified and valid. 

 

Any other user can verify the signature as follows. 

1. Compute x’ = ayve mod p. 

2. Verify that e = H(M|| x’). 

To see  that the verification 

works, observe that x’ ≡ 

ayve ≡ aya-se ≡ ay-se ≡ ar ≡ x 

(mod p) 

Hence, H(M|| x`) = H(M||x) 



 

 

 

Authentication applications – Kerberos 

Kerberos provides a centralized authentication server whose 

function is to authenticate users to servers and servers to users. Kerberos 

relies exclusively on conventional encryption, making no use of public- 

key encryption. 

Requirements for Kerberos: 

Secure: A network eavesdropper should not be able to obtain the 

necessary information to impersonate a user. More generally, Kerberos 

should be strong enough that a potential opponent does not find it to be 

the weak link. 

Reliable: Kerberos should be highly reliable and should employ a 

distributed server architecture, with one system able to back up another. 

Transparent: Ideally, the user should not be aware that authentication is 

taking place, beyond the requirement to enter a password. 

Scalable: The system should be capable of supporting large numbers of 

clients and servers. 

Kerberos Version-4 

A simple authentication dialogue 

In an unprotected network environment, any client can apply to any 

server for service. The security risk is that of impersonation. To counter 

this threat, servers must be able to confirm the identities of clients who 

request service. But in an open environment, this makes burden on each 

server. 



 

 

• An alternative is to use an authentication server (AS) that knows the 

passwords of all users and stores these in a centralized database. In 

addition, AS shares a unique secret key with each server. 

The simple authentication dialogue is as follows: 

1. C ->AS: IDc||Pc||IDv 

2. AS -> C: Ticket 

3. C ->V: IDc||Ticket 

Ticket= E(Kv,[IDc||ADc||IDv] ) 

Where, C: Client, AS: Authentication Server, V: Server, IDc : ID of 

the client, 

Pc:Password of the client, ADc: Address of client, IDv : ID of the 

server, 

Kv: secret key shared by AS and V, ||: concatenation 

AS issues the ticket only if the client is authentic. 

A more secure authentication dialogue 

There are two major problems associated with the previous approach: 

– Plaintext transmission of the password. 

– Each time a user has to enter the password. 

To solve these problems, we introduce a scheme for avoiding plaintext 

passwords, and a new server, known as ticket granting server (TGS). 

Once per user logon session: 

1. C ->AS: IDc||IDtgs 



 

 

2. AS -> C: E(Kc,Tickettgs) 

Once per type of service: 

3. C ->TGS: IDc||IDv||Tickettgs 

4. TGS -> C: ticketv 

Once per service session: 

5. C ->V: IDc||ticketv 

Tickettgs=E(Ktgs,[IDc||ADc||IDtgs||TS1||Lifetime1]) 

Ticketv= E(Kv,[IDc||ADc||IDv||TS2||Lifetime2]) 

1. The client requests a ticket-granting ticket on behalf of the user by 

sending its user's ID to the AS, together with the TGS ID. 

2. The AS responds with a ticket that is encrypted with a key that is 

derived from the user's password. 

Because only the correct user should know the password, only the 

correct user can recover the ticket. Password is not transmitted in plain 

text. 

3. The client requests a service-granting ticket on behalf of the user. 

For this purpose, the client transmits a message to the TGS containing the 

user's ID, the ID of the desired service, and the ticket-granting ticket. 

 

4. The TGS decrypts the incoming ticket and verifies. It checks to 

make sure that the lifetime has not expired. If the user is permitted to 

access to the server V, the TGS issues a ticket to grant access to the 

requested service. 



 

 

If the user wants access to the same service at a later time, the client 

can simply use the previously acquired service-granting ticket and need 

not bother the user for a password. 

5. The client requests access to a service on behalf of the user. For this 

purpose, the client transmits a message to the server containing the user's 

ID and the service-granting ticket. The server authenticates by using the 

contents of the ticket. 

Kerberos V4 Authentication Dialogue Message Exchange 

• Two additional problems remain in the more secure authentication 

dialogue: 

1. Lifetime associated with the ticket granting ticket. If the lifetime 

is very short, then the user will be repeatedly asked for a password. If the 

lifetime is long, then the opponent has the greater opportunity for replay. 

2. Requirement for the servers to authenticate themselves to users. 

Kerberos Realms and Multiple Kerberi 

A full-service Kerberos environment consisting of a Kerberos server, a 

number of clients, and a number of application servers requires the 

following: 

1. The Kerberos server must have the user ID and hashed 

passwords of all participating users in its database. All users are registered 

with the Kerberos server. 

2. The Kerberos server must share a secret key with each server. All 

servers are registered with the Kerberos server. 

Such an environment is referred to as a Kerberos realm. 



 

 

 

 A Kerberos realm is a set of managed nodes that share the same 
Kerberos database. The Kerberos database resides on the 

Kerberos master computer system, which should be kept in a 

physically secure room 

 A read-only copy of the Kerberos database might also reside on 

other Kerberos computer systems. 

 A related concept is that of a Kerberos principal, which is a 

service or user that is known to the Kerberos system. 

 Each Kerberos principal is identified by its principal name. 

 Principal names consist of three parts: a service or user name, an 

instance name, and a realm name 

 Networks of clients and servers under different administrative 

organizations typically constitute different realms. 

Kerberos provides a mechanism for supporting interrealm authentication. 

For two realms to support interrealm authentication, a third requirement 

is added: 

3. The Kerberos server in each interoperating realm shares a secret 

key with the server in the other realm. The two Kerberos servers are 

registered with each other. 

 The scheme requires that the Kerberos server in one realm trust 

the Kerberos server in the other realm to authenticate its users. 

Furthermore, the participating servers in the second realm must 
also be willing to trust the Kerberos server in the first realm. 

Kerberos version 5 

Version 5 of Kerberos provides a number of improvements over 

version 4. 

provides improvements over v4 

– addresses environmental shortcomings 



 

 

– and technical deficiencies 

Differences between version 4 and 5 Version 5 is intended to address the 

limitations of version 4 in two areas: 

Environmental shortcomings 

 Encryption system dependence 

 Internet protocol dependence 

 Message byte ordering 

 Ticket lifetime 

 Authentication forwarding 

 Inter-realm authentication 

Technical deficiencies 

 Double encryption 

 PCBC encryption 

 Session keys 

 Password attacks 

The version 5 authentication dialogue 

First, consider the authentication service exchange. Message (1) is a 

client request for a ticket-granting ticket. As before, it includes the ID of 

the user and the TGS. The following new elements are added: 

Realm: Indicates realm of user 

Options: Used to request that certain flags be set in the returned 

ticket 



 

 

Times: Used by the client to request the following time settings in 

the ticket: 

from: the desired start time for the requested ticket 

till: the requested expiration time for the requested ticket 

rtime: requested renew-till time 

Nonce: A random value to be repeated in message (2) to assure that the 

response is fresh and has not been replayed by an opponent 

The authenticator includes several new fields as follows: 

Subkey: The client's choice for an encryption key to be used to 

protect this specific application session. If this field is omitted, the session 

key from the ticket (Kc,v) is used. 

Sequence number: An optional field that specifies the starting 

sequence number to be used by the server for messages sent to the client 

during this session. Messages may be sequence numbered to detect 

replays. 



 

 

 

 

X.509 Authentication services 

X.509 defines a framework for the provision of authentication services by the X.500 directory to 

its users. The directory may serve as a repository of public-key certificates. Each certificate 

contains the public key of a user and is signed with the private key of a trusted certification 

authority. In addition, X.509 defines alternative authentication protocols based on the use of 

public-key certificates. 

X.509 is based on the use of public-key cryptography and digital signatures 
 

 

 

Certificates 

The heart of the X.509 scheme is the public-key certificate associated with each user. These user 

certificates are assumed to be created by some trusted certification authority (CA) and placed in 

the directory by the CA or by the user. 

Version: Differentiates among successive versions of the certificate format; the default is version 

1. If the Issuer Unique Identifier or Subject Unique Identifier are present, the value must be version 

2. If one or more extensions are present, the version must be version 3. 



 

 

algorithm for which this key is to be used, together with any associated parameters. 

 

Issuer unique identifier: An optional bit string field used to identify uniquely the issuing CA 

in the event the X.500 name has been reused for different entities. 

 

Subject unique identifier: An optional bit string field used to identify uniquely the subject in 

the event the X.500 name has been reused for different entities. 

 

Extensions: A set of one or more extension fields. Extensions were added in version 3 and 

are discussed later in this section. 

 

Signature: Covers all of the other fields of the certificate; it contains the hash code of the 

other fields, encrypted with the CA's private key. This field includes the signature algorithm 

identifier. 

Serial number: An integer value, unique within the issuing CA, that is unambiguously associated 

with this certificate. 

Signature algorithm identifier: The algorithm used to sign the certificate, together with any 

associated parameters. Because this information is repeated in the Signature field at the end of the 

certificate, this field has little, if any, utility. 

Issuer name: X.500 name of the CA that created and signed this certificate. 

Period of validity: Consists of two dates: the first and last on which the certificate is valid. 

 

Subject name: The name of the user to whom this certificate refers. That is, this certificate 

certifies the public key of the subject who holds the corresponding private key. 

 

Subject's public-key information: The public key of the subject, plus an identifier of the 
 

 
 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

 



 

 

• notation CA<<A>> denotes certificate for A signed by CA 

 

Obtaining a Certificate 

• Any user with access to CA can get any certificate from it 
• Only the CA can modify a certificate 

• Because cannot be forged, certificates can be placed in a public directory 

 

CA Hierarchy 

• If both users share a common CA then they are assumed to know its public key 
• Otherwise CA's must form a hierarchy 

• Use certificates linking members of hierarchy to validate other CA's 

– each CA has certificates for clients (forward) and parent (backward) 

• Each client trusts parents certificates 

• Enable verification of any certificate from one CA by users of all other CAs in hierarchy 

• Forward certificates: Certificates of X generated by other CAs 

• Reverse certificates: Certificates generated by X that are the certificates of other CAs 

 

 

CA Hierarchy Use 

In the example given below , user A can acquire the following certificates from the directory to 

establish a certification path to B: 

X<<W>> W <<V>> V <<Y>> <<Z>> Z <<B>> 

When A has obtained these certificates, it can unwrap the certification path in sequence to recover 

a trusted copy of B's public key. 

Using this public key, A can send encrypted Messages to B. If A wishes to receive encrypted 

messages back from B, or to sign messages sent to B, then B will require A's public key, which 

can be obtained from the following certification path: 

Z<<Y>> Y <<V>> V <<W>> W <<X>>X <<A>> 

B can obtain this set of certificates from the directory, or A can provide them as part of its initial 

message to B. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Certificate Revocation 

• Certificates have a period of validity 
• may need to revoke before expiry, for the following reasons eg: 

1. User's private key is compromised 

2. User is no longer certified by this CA 

3. CA's certificate is compromised 

 

CA’s maintain list of revoked certificates, the Certificate Revocation List (CRL).Users 

should - check certificates with CA’s CRL. 
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