
 

 

UNIT – III                  CB3451 -CRYPTOGRAPHY AND CYBER SECURITY 

 

MATHEMATICS OF SYMMETRIC KEY CRYPTOGRAPHY: 

Algebraic structures 

Cryptography requires sets of integers and specific operations 

that are defined for those sets. The combination of the set and the 

operations that are applied to the elements of the  set  is  called  

an  algebraic  structure.  Three   common 

 

 

 

 

 

 

 

 

 

 

 

 

MODULAR ARITHMETIC 

If a is an integer and n is a positive integer, we define a mod n to be the 

remainder when a is divided by n. The integer n is called the modulus. 
 

 



 

 

 

Congruent modulo 

Two integers a and b are said to be congruent modulo n if 

a (mod n)≡ b (mod n) 

a ≡ b (mod n) 

73 ≡ 4 mod 23 

 

Properties of modulo operator 

Congruences have the following properties: 

1. a≡ b (mod n) if n|(a-b) 

2. a≡ b (mod n) implies b≡ a( mod n) 

3. a ≡ b (mod n) and b ≡ c (mod n) imply a ≡ c (mod n). 

 

 

Modular Arithmetic Operations 

Modular arithmetic exhibits the following properties: 

1. [(a mod n) + (b mod n)] mod n = (a + b) mod n 

2. [(a mod n) - (b mod n)] mod n = (a - b) mod n 

3. [(a mod n) * (b mod n)] mod n = (a * b) mod n 

11 mod 8 = 3; 15 mod 8 = 7 

[(11 mod 8) + (15 mod 8)] mod 8 = 10 mod 8 = 2 

(11 + 15) mod 8 = 26 mod 8 = 2 

[(11 mod 8) - (15 mod 8)] mod 8 = -4 mod 8 = 4 

(11 - 15) mod 8 = -4 mod 8 = 4 



 

 

[(11 mod 8) * (15 mod 8)] mod 8 = 21 mod 8 = 5 

(11 * 15) mod 8 = 165 mod 8 = 5 

 

 

GROUPS, RINGS, AND FIELDS 

Groups, rings, and fields are the fundamental elements of a branch of 

mathematics known as abstract algebra, or modern algebra. 

 

GROUPS 

A group G, sometimes denoted by {G, •}, is a set of elements with a 

binary operation denoted by • that associates to each ordered pair (a, b) of 

elements in G an element (a • b) in G, such that the following axioms are 

obeyed: 

 

(A1) Closure: If a and b belong to G, then a • b is also in G. 

(A2) Associative: a•(b•c) = (a•b)•c for all a, b, c in G. 

(A3) Identity element: There is an element e in G such that a • e = e • a 

= a for all a in G. 

(A4) Inverse element: For each a in G, there is an element a -1 in G 

such that a • a -1 = a -1• a = e. 

If a group has a finite number of elements, it is referred to as a finite 

group, and the order of the group is equal to the number of elements in 

the group. Otherwise, the group is an infinite group. A group is said to 

be abelian if it satisfies the following additional condition: 



 

 

(A5) Commutative: a • b = b • a for all a, b in G. 

A group G is cyclic if every element of G is a power ak (k is an integer) of 

a fixed element a ε G. The element a is said to generate the group G or 

to be a generator of G. A cyclic group is always abelian and may be finite 

or infinite. 

 

 

 

RINGS 

A ring R, sometimes denoted by {R, +, *}, is a set of elements with two 

binary operations, called addition and multiplication,6 such that for all a, 

b, c in R the following axioms are obeyed. 

(A1–A5) R is an abelian group with respect to addition; that is, R 

satisfies axioms A1 through A5. 

(M1) Closure under multiplication: If a and b belong to R, then ab is 

also in R. 

(M2) Associativity of multiplication: a(bc) = (ab)c for all a, b, c in R. 

(M3) Distributive laws: a(b + c) = ab + ac for all a, b, c in R. 

(a + b)c = ac + bc for all a, b, c in R. 

A ring is said to be commutative if it satisfies the following additional 

condition: 

(M4) Commutativity of multiplication: ab = ba for all a, b in R. 

An integral domain, which is a commutative ring that obeys 

the following axioms. 



 

 

(M5) Multiplicative identity: There is an element 1 in R such that a1 = 

1a = a for all a in R. 

(M6) No zero divisors: If a, b in R and ab = 0, then either a = 0 or b = 0. 

 

 

 

FIELDS 

A field F, sometimes denoted by {F, +, *}, is a set of elements with two 

binary operations, called addition and multiplication, such that for all a, 

b, c in F the following axioms are obeyed. 

(A1–M6) F is an integral domain; that is, F satisfies axioms A1 through 

A5 and M1 through M6. 

(M7) Multiplicative inverse: For each a in F, except 0, there is an 

element a-1 in F such that 

aa-1 = (a-1)a = 1 

 

 

Relatively prime 

Two integers are relatively prime, if their only common positive integer 

factor is 1. 

8 and 15 are relatively prime because 

Positive divisors of 8 are 1,2,4,8 

Positive divisors of 15 are 1, 3, 5, 15 

Therefore, common positive factor=1. 
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SIMPLIFIED DATA ENCRYPTION STANDARD (S-DES) 

 

Simplified DES, developed by Professor Edward Schaefer of Santa Clara University, is an 

educational rather than a secure encryption algorithm. It has similar properties and structure to DES 

with much smaller parameters. 

OVERVIEW 

 

▪ The S-DES encryption algorithm takes an 8-bit block of plaintext (example: 10111101) 

and a 10-bit key as input and produces an 8-bit block of ciphertext as output. 

▪ The S-DES decryption algorithm takes an 8-bit block of ciphertext and the same 10-bit key 

used to produce that ciphertext as input and produces the original 8-bit block of plaintext. 

▪ The S-DES encryption algorithm takes an 8-bit block of plaintext (example: 10111101) 

and a 10-bit key as input and produces an 8-bit block of ciphertext as output. The S-DES 

decryption algorithm takes an 8-bit block of ciphertext and the same 10-bit key used to 

produce that ciphertext as input and produces the original 8-bit block of plaintext. 



ROHINI COLLEGE OF ENGINEERING AND TECHNOLOGY 

CS8792-CRYPTOGRPHY AND NETWORK SECURITY 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
▪  

 

 

 

of the data; the function fK again; and finally a permutation function that is the inverse of 

the initial permutation (IP–1). 

▪ The use of multiple stages of permutation and substitution results in a more complex 

algorithm, which increases the difficulty of cryptanalysis. 

▪ The function fK takes as input not only the data passing through the encryption algorithm, 

but also an 8-bit key. The algorithm could have been designed to work with a 16-bit key, 

consisting of two 8-bit subkeys, one used for each occurrence of fK. Alternatively, a single 

8-bit key could have been used, with the same key used twice in the algorithm. 

▪ A compromise is to use a 10-bit key from which two 8-bit subkeys are generated. In this 

case, the key is first subjected to a permutation (P10). Then a shift operation is 

Reference :William Stallings, Cryptography and Network Security: Principles and Practice, PHI 3rd 

Edition, 2006 

The encryption algorithm involves five functions: an initial permutation (IP); a complex 

function labeled fK, which involves both permutation and substitution operations and 

depends on a key input; a simple permutation function that switches (SW) the two halves 
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performed. The output of the shift operation then passes through a permutation function 

that produces an 8-bit output (P8) for the first subkey (K1). The output of the shift operation 

also feeds into another shift and another instance of P8 to produce the second subkey (K2). 

 

 
Reference :William Stallings, Cryptography and Network Security: Principles and Practice, PHI 3rd Edition, 2006 

 

 

▪ We can concisely express the encryption algorithm as a composition1 of functions: 

▪ IP-1 ○ fK2 ○ SW ○ fK1 ○ IP 

▪ which can also be written as: 

▪ ciphertext = IP-1( fK2 (SW (fK1 (IP(plaintext))))) 

▪ where K1 = P8(Shift(P10(key))) 

▪ K2 = P8(Shift(Shift(P10(key)))) 
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▪ Decryption is essentially the reverse of encryption: 

▪ plaintext = IP-1( fK1 (SW (fK2 (IP(ciphertext))))) 

 

 

 

KEY GENERATION 

 

▪ S-DES depends on the use of a 10-bit key shared between sender and receiver. 

 

▪ From this key, two 8-bit subkeys are produced for use in particular stages of the 

encryption and decryption algorithm 

 

 

▪ First, permute the key in the following fashion. Let the 10-bit key be designated as (k1, 

k2, k3, k4, k5, k6, k7, k8, k9, k10). Then the permutation P10 is defined as: 

▪ P10(k1, k2, k3, k4, k5, k6, k7, k8, k9, k10) = (k3, k5, k2, k7, k4, k10, k1, k9, k8, k6) 

▪ P10 can be concisely defined by the display: 
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▪ This table is read from left to right; each position in the table gives the identity of the input 

bit that produces the output bit in that position. 

▪ So the first output bit is bit 3 of the input; the second output bit is bit 5 of the input, and so 

on. For example, the key (1010000010) is permuted to (1000001100). 

▪ Next, perform a circular left shift (LS-1), or rotation, separately on the first five bits and 

the second five bits. In our example, the result is (00001 11000). Next we apply P8, which 

picks out and permutes 8 of the 10 bits according to the following rule: 

 

 

 

 

 

 

▪ The result is subkey 1 (K1). 

▪ In our example, this yields (10100100) We then go back to the pair of 5-bit strings produced 

by the two LS-1 functions and perform a circular left shift of 2 bit positions on each string. 

In our example, the value (00001 11000) becomes (00100 00011). Finally, P8 is applied 

again to produce K2. In our example, the result is (01000011). 

 

 

S-DES ENCRYPTION 

 

▪ encryption involves the sequential application of five functions. 

▪ Initial and Final Permutations 

▪ The input to the algorithm is an 8-bit block of plaintext, which we first permute using the 

IP function: 

▪ IP 2 6 3 1 4 8 5 7 

▪ This retains all 8 bits of the plaintext but mixes them up. 

▪ At the end of the algorithm, the inverse permutation is used: 

▪ IP–1 4 1 3 5 7 2 8 6 

▪ It is easy to show by example that the second permutation is indeed the reverse of the 

first; that is, IP–1(IP(X)) = X. 

The Function fK 



ROHINI COLLEGE OF ENGINEERING AND TECHNOLOGY 

CS8792-CRYPTOGRPHY AND NETWORK SECURITY 

 

 

▪ The most complex component of S-DES is the function fK, which consists of a 

combination of permutation and substitution functions. 

▪ The functions can be expressed as follows. 

▪ Let L and R be the leftmost 4 bits and rightmost 4 bits of the 8-bit input to fK, and let F 

be a mapping (not necessarily one to one) from 4-bit strings to 4-bit strings. 

▪ Then we let 

▪ f K(L, R) = (L ! F(R, SK), R) 

▪ where SK is a subkey and ! is the bit-by-bit exclusive-OR function. 

▪ For example, suppose the output of the IP stage is (10111101) and F(1101, SK) = (1110) 

for some key SK. 

▪ Then fK(10111101) = (01011101) because (1011) ! (1110) = (0101). 

▪ We now describe the mapping F. The input is a 4-bit number (n1n2n3n4). 

▪ The first operation is an expansion/permutation operation: 

 

 

 

 

 

 

 

▪ For what follows, it is clearer to depict the result in this fashion: 

 

 

 

 

 

 

 

▪ The 8-bit subkey K1 = (k11, k12, k13, k14, k15, k16, k17, k18) is added to this value 

using exclusive OR 
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▪ Let us rename these 8 bits: 
 

 

 

▪ The first 4 bits (first row of the preceding matrix) are fed into the S-box S0 to produce a 2- 

bit output, and the remaining 4 bits (second row) are fed into S1 to produce another 2- bit 

output. These two boxes are defined as follows: 

 

 

 

 

 

 

 

 

▪ The S-boxes operate as follows. 

▪ The first and fourth input bits are treated as a 2-bit number that specify a row of the S- box, 

and the second and third input bits specify a column of the Sbox. The entry in that row and 

column, in base 2, is the 2-bit output. For example, if (p0,0p0,3) = (00) and (p0,1p0,2) = 

(10), then the output is from row 0, column 2 of S0, which is 3, or (11) in binary. Similarly, 

(p1,0p1,3) and (p1,1p1,2) are used to index into a row and column of S1 to produce an 

additional 2 bits. 

▪ Next, the 4 bits produced by S0 and S1 undergo a further permutation as follows 
 

 

▪ The output of P4 is the output of the function F. The Switch Function The function fK only 

alters the leftmost 4 bits of the input. The switch function (SW) interchanges the left and 

right 4 bits so that the second instance of fK operates on a different 4 bits. In this second 

instance, the E/P, S0, S1, and P4 functions are the same. The key input is K2. 



 

 

 

DES - Data Encryption Standard 

In DES data are encrypted in 64-bit blocks using a 56-bit key. The 

algorithm transforms 64-bit input in a series of steps into a 64-bit output. 

The same steps, with the same key, are used to reverse the encryption. 

 

 

 

 

 

 

 

i) First, the 64-bit plaintext passes through an initial permutation (IP) 

that rearranges the bits to produce the permuted input. 

 

 

 

 

 

 

 

 

 

Permutation table 

i)Each entry in the permutation table indicates the position of a numbered 

input bit in the output 

 

(ii)  This is followed by a phase consisting of sixteen rounds of the same 

function, which involves both permutation and substitution functions. 



 

 

iii) For each of the sixteen rounds, a subkey (Ki) is produced by the 

combination of a left circular shift and a permutation. The permutation 

function is the same for each round, but a different subkey is produced. 

iv) The output of the last (sixteenth) round consists of 64 bits that are a 

function of the input plaintext and the key. The left and right halves of the 

output are swapped to produce the pre-output. 

v) Finally, the pre-output is passed through a permutation that is the 

inverse of the initial permutation function, to produce the 64-bit cipher 

text. 

 

The processing of plaintext proceeds in three phases 

 

1. 64-bit plaintext passes through an initial permutation that rearranges the 

bits to produce the permuted input 

2. 16 rounds of a function which involves both permutation and 

substitution functions. The output of the 16 th round consists of 64 bits 

that are a function of the input plaintext and the key. The left and the 

right halves of the output of the 16 th round is swapped to produce the 

preoutput. 

3. The preoutput is passed through a permutation that is the inverse of the 

initial permutation. 

 

The 64-bit input key is initially passed through a permutation function. Then 

for each of the 16 rounds a subkey is produced by combination of left circular 

shift and permutation. The permutation is the same for each of the 



 

 

16 rounds but a different subkey is produced, because of the repeated shifts 

of the key bits. 

 

 

 

 

 

Initial Permutation: It is the first step of the data computation that reorders 

the input data bits. The permutation. The table is to be interpreted as follows. 

Input to the table consists of 64 bits numbered 

from 1 to 64.The 64 entries in the permutation table contain a permutation of 

the numbers from 1 to 64. Each entry in the permutation table indicates the 

position of a numbered input bit in the output, which also consists of 64 bits. 

It could be noted from the table that the even bits are placed in the left half 

and the odd bits are placed in the right half of the 64 bits of the data. 



 

 

 

Final Permutation: It is the first step of the data computation that reorders 

the input data bits. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DES ROUND STRUCTURE 

The left and right halves of each 64-bit intermediate value are treated as 

separate 32-bit quantities, labeled L (left) and R (right). 

Each round can be summarized in the following formulae: 

 

 

Li=Ri-1 

Ri=Li-1 xor F(Ri-1+Ki) 

 

 

The round key is 48 bits. The input is 32 bits. This input is first expanded to 

48 bits by using a table that defines a permutation plus an expansion that 

involves duplication of 16 of the bits. 



 

 

The resulting 48 bits are XOR-ed with reduced key for the round. This 48- 

bit result passes through a substitution function that produces a 32-bit output, 

which is then permuted. 

The substitution consists of a set of eight S-boxes, each of which accepts 6 

bits as input and produces 4 bits as output. 

 

The first and last bits of the input to box form a 2-bit binary number to select 

one of four substitutions defined by the four rows in the table for Si. 

 

The middle four bits select one of the sixteen columns. The decimal value in 

the cell selected by the row and column is then converted to its 4-bit 

representation to produce the output. For example, in S1, for input 011001, 

the row is 01 (row 1) and the column is 1100 (column 12) and assuming a 

value in row 1, column 12 is 9, the output is 1001. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DES - S- BOXES 



 

 

Key Generation: 

A 64-bit key is used as input to the algorithm. The bits of the 

key are numbered from 1 through 64; every eighth bit is ignored. 

 

The key is first subjected to a permutation governed by a table labelled 

Permuted Choice This is nothing but permutation of numbers (referring to bit 

positions). 

The resulting 56-bit key is then treated as two 28-bit strings, labelled Ci, Di. 

At each round, Ci, Di are separately subjected to a circular left shift or 

(rotation) of 1 or 2 bits, as governed by Table. 

 

These shifted values serve as input to the next round. They also serve as input 

to the part labelled Permuted Choice Two , which produces a 48-bit output 

that serves as input to the function F(Ri-1, Ki ). 

 

DES Decryption: 

 

 

Decryption uses the same algorithm as encryption, except that the application

 of the sub-keys are reversed. 



 

 

 

Block Cipher Modes of operations 

 

 To apply a block cipher in a variety of applications, four "modes of 

operation" have been defined by NIST. 

 

 A mode of operation is a technique for enhancing the effect of a 

cryptographic algorithm or adapting the algorithm for an 

application, such as applying a block cipher to a sequence of data 

blocks or a data stream. 

 

 

 

Electronic code book (ECB) 

 

The simplest mode is the electronic codebook (ECB) mode, in 

which plaintext is handled one block at a time and each block of 

plaintext is encrypted using the same key. The term codebook is 

used because, for a given key, there is a unique ciphertext for every 

b-bit block of plaintext. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Decryption is performed one block at a time, always using the same key. 

Advantages : 

 The ECB method is ideal for a short amount of data, such as an 

encryption key. 

 For the same b-bit block of plaintext, if it appears more than once 

in the message, ECB always produces the same cipher text. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For a message longer than b bits, the procedure is simply to break the 



 

 

 

For lengthy messages, the ECB mode may not be secure. 

 

 

If the message is highly structured, it may be possible for a cryptanalyst 

to exploit these regularities. 

 

 

 

Cipher Block Chaining Mode (CBC) – 

 

 

I/P= current plaintext block XOR preceding cipher text block 

 

 

In this scheme, the input to the encryption algorithm is the XOR of the 

current plaintext block and the preceding cipher text block; the same 

key is used for each block. 

There is no relationship between plaintext block. 



 

 

 

 

An appropriate mode for encrypting messages of length greater than 

b bits. In addition to its use to achieve confidentiality, the CBC mode can 

be used for authentication. 

 

Cipher feedback mode 

A stream cipher eliminates the need to pad a message to be an 

integral number of blocks. It also can operate in real time. 

Advantages : 



 

 

 

Thus, if a character stream is being transmitted, each character can 

be encrypted and transmitted immediately using a character-oriented 

stream cipher. The input to the encryption function is a b-bit shift register 

that is initially set to some initialization vector (IV). 

The leftmost (most significant) s bits of the output of the encryption 

function are XORed with the first segment of plaintext P1 to produce the 

first unit of ciphertext C1. The contents of the shift register are shifted left 

by s bits and C1 is placed in the rightmost.This process continues until all 

plaintext units have been encrypted. 

 

For decryption, the same scheme is used, except that the received 

ciphertext unit is XORed with the output of the encryption function to 

produce the plaintext unit. Note that it is the encryption function that is 

used, not the decryption function. This is easily explained. Let Ss(X) be 

defined as the most significant s bits of X. 



 

 

 

 

 

Output feedback mode 

The output feedback (OFB) mode is similar in structure to that of CFB. 

The output of the encryption function that is fed back to the shift 



 

 

register in OFB, whereas in CFB the cipher text unit is fed back to 

the shift register. 

 

 



 

 

Advantage : 

 

One advantage of the OFB method is that bit errors in transmission do not 

propagate. 

Disadvantage : 

 

The disadvantage of OFB is that it is more vulnerable to a message stream 

modification attack than is CFB. 

 

 

Counter Mode – (CTR) 

A counter, equal to the plaintext block size is used. The counter is 

initialized to some value and then incremented by 1 for each subsequent 

block. For encryption, the counter is encrypted and then XORed with the 

plaintext block to produce the cipher text block; there is no chaining. For 

decryption, the same sequence of counter values is used, with each 

encrypted counter XORed with a cipher text block to recover the 

corresponding plaintext block. 



 

 

 

 

 

Advantages : 

Hardware efficiency: Unlike the three chaining modes, encryption (or 

decryption) in CTR mode can be done in parallel on multiple blocks of 

plaintext or cipher text. 



 

 

 

Software efficiency: Similarly, because of the opportunities 

for parallel execution processors that support parallel features 

can be utilized 

 

Preprocessing: The execution of the underlying encryption 

algorithm does not depend on input of the plaintext or cipher 

text. 

 

Random access: The ith block of plaintext or

 ciphertext can be processed in random-access 

fashion. 
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